Proposato DevelopanExtensibleOpenRouterPlatform

Mark Handley

November30, 2000

1 Intr oduction

IP routersoftwarecurrentlydiffersfrom softwarewritten
for desktopcomputersn thatit tendsto be written for
a specificmanufcturersrouterfamily ratherthanbeing
portableacrossystemdgrom mary differentmanufctur
ers. Whilst this makessensen the caseof codethatin-
teractscloselywith high-speedorwardingenginesthis
obsenationalsoholdstruefor higherlevel softwaresuch
asrouting protocolsandmanagemergoftware. In addi-
tion, the APIs thatwould enablesuchhigherlevel soft-
wareto bewritten by third partiesaretypically alsonot
madepublic.

We proposeto develop an openandextensiblesoft-
ware platform for routersthat might changethis router
softwaredevelopmentmodel. Therearetwo main parts
to sucha platform:

¢ Higherlevel routing codecomprisingthe routing
protocolsroutinginformationbasesandmanage-
mentsoftware necessaryo exist in todays’s Inter-
net.

o Low-level kernelcodecomprisinganefficientfor-
warding path, togetherwith the appropriateAPIs
to talk to routing code andto talk to additional
higherlevel functionalitythatis likely to beadded
later

At thehigherlevel, the projectneedgo developanarchi-
tecturefor interconnectindpigherlevel protocolmodules
in a mannerthatis efficient, but alsomodularandflex-
ible. The APIs betweernthesemodulesneedto be care-
fully designedandwell specifiedo allow third-partiego
contribute new modulesthat extendthe functionality of
therouter It is importantthat suchextensionscanbein
binary-onlyform sothatawide rangeof third-partybusi-
nessnodelsarepossiblelt is alsoimportantthatarouter
canusewell-verifiedtrustedroutingmodulesatthesame
time asexperimentathird-partymoduleswithoutunduly
compromisinghestability of therouter In thisway such
arouterplatformwould stimulateearly experimentation
anddeplgymentof new network functionality. For good
operationateasonsthisis extremelydifficult in thecur-
rentinternet.

At thelow level the architectureneedso be capable
of spanninga large rangeof hardware forwarding plat-

forms,rangingfrom commodityPChardwareatthe low
end, through mid-range PC-basedlatforms enhanced
with intelligent network interfaces such as Intel's
IXP1200[1], to high-endhardware-basefbrwardingen-
gines.Initially we planto focusonaPC-basedhardware
platformasthis allows for easytestingandearlydeploy-
ment, but greatcarewill be takento designa modular
forwardingpatharchitecturavhich cansupportsomeor
all of the forwardingfunctionshappeningn hardware.
We expectideagakenfrom the Streams[Pnetwork stack
abstractiorandfrom the Click[3] modularrouterto be of
usein designinghis partof the platform.

2 TargetUserBase

The OpenRouterplatformis initially aimedatanumber
of differentuserbases:

e Third-partyroutervendorghatlackanexistingcred-
ible softwarebase.

¢ Third-partymalkersof intelligentnetwork hardware
for commodityplatforms.

¢ Smallorganizationseedingcheadow-to-medium
power router solutionswhich are within the per
formancerangeachiezablewith commoditycom-
puterhardware.

¢ Researclorganizationsneedingan openplatform
onwhichto developnew experimentahetworking
functionality.

3 Modular Routing Protocol Code

To besuccessfulsucharouterplatformneedgo behave
goodsupportfor the routingandmanagemenprotocols
thatarein widespreadisetoday Thisinitial listincludes
(butis notlimited to):

RoutingProtocols:

o BGP4+
¢ OSPF
e RIP



e |S-IS
e PIM-SM/SSM
e IGMPv3/MLD

Managemeninterfaces:

¢ SNMP

e Cisco-compatibleommandnterfaceoverssh
andtelnet

e HTTPinterface

We expectthatthislist will probablychangeasaresultof
consultatiorwith ISPs. Whererelevant, theseprotocols
shouldbebothIPv4 andIPv6 capable.

To develop all theserouting protocolsfrom scratch
is probablynot necessarys much of the routing code
from the open-sourcéMerit MRTd routing daemoncan
be reused,althoughthe basicarchitectureof MRTd is
notitself suitableto satisfytherequirementsf theOpen
Routerplatform.

We ervisagean architectureénto which new routing
protocolsand other network elementsmay be plugged
at run time. Clearly routing protocolsrunning on the
samerouter needto interactwith eachother (eg BGP
with OSPEIGMP with PIM), andsoakey partof thear
chitecturewill beastandardvay of interconnectinguch
moduleswith the forwardinginformationbase andwith
eachotherwherenecessaryWe planto useoff-the-shelf
IPC/RPCmechanismégor this interconnectionpossibly
enhancedvith sharedmemoryin the few placeswhere
IPC performancés critical, but carefuldesignwill bere-
quiredto avoid deadlockproblemghatarecommonwith
sucharchitectures.

An importantaspectbf suchan architecturas good
supportfor policy managementWhilst this is a part of
the platformthatis likely to gainfunctionality relatively
late in the developmentprocessit is critical that all of
the earlywork on routing protocolintegrationis donein
thecontext of a policy managemerdrchitecture.

4 Low-level Platform and APlIs

The low-level platform needsto provide OS supportto
theroutingprotocolsjncludingmemorymanagemergnd
scheduling.This canbestbe provided by taking an ex-
isting stableopen-sourceperatingsystemas the base
developmenplatformratherthandevelopinga complete
OS from scratch. However, the paclet forwarding part
of existing operatingsystemsis not sufficiently modu-
lar to effectively supportthe wide rangeof forwarding
hardwarethatis required,noris it sufficiently easilyex-
tendedto addnew functionality. In additionthe existing
API to the higherlevel processess alsoinappropriate,

giventhatit will eventuallyneedto provide a consistent
interfaceto arich assortmenof forwardingmechanisms
andhardware.

We planto take an existing open-sourcé&Jnix OS as
ourbaseoperatingsystemalthoughtheforwardingcode
shouldbe portableto other platformswith someeffort.
Theoriginal Unix forwardingcodewill beremoved,and
replacedvith anew modularforwardingpath,whichwill
be designedvith the conceptof handingoff someor all
of the forwarding functionality to forwarding hardware
on platformswherethis is available. The forwarding
pathwill alsobe designedwith “distributedrouters”in
mind, wheremuch of the forwardingwork takes place
betweensmartnetwork interface cards. However, our
initial implementatiorwill probablynottargetadvanced
hardware platformsdue to limited resources.The for-
warding path should permit fast efficient forwarding of
IPv4 and IPv6 paclets, a rangeof queuingand queue
managememnhechanismsndhave hooksfor QoSmech-
anismsancluding Diffserv. We would planto reusegood
existing open-sourceodeto constructsuchforwarding
moduleswheresuchcodeis available,but to restructure
it sothatit is consistentvith our plannedforwardingar-
chitecture.

The kernel API to the forwarding path will be re-
placedwith onethatis moreappropriatdor today'srout-
ing protocols. The routing/forwarding AP will be sup-
plementedvith anappropriaté\PI to allow extensiongo
be addedallowing the futureadditionof non-routingex-
tensionssuchasnetwork intrusiondetection traffic nor
malizers,andcaching.Thereis ongoingstandardization
work happeningn theareaof APIsfor routersjncluding
IEEE P1520.3"Standardfor APIs for InternetProtocol
Network Elements”. Whereappropriatewe will either
include supportfor suchAPIs, or baseour API around
theappropriatestandard.

Routing protocolsmake extensie use of timersto
functioncorrectly andsoprovidingenhancedupportor
application-l@el timersis alsobea likely enhancement.
No doubta numberof additionallow-level changeswill
requiredo providegoodsupportfor thehigherleveltasks,
butit is notyet clearwhatthesewill be.

5 Project Staffing

This projectis an ambitiousundertaking— to produce
arouterplatformthathassufiicient featurego be credi-
ble to ISPs,whilst beingsufficiently stableto betrusted,
is not an easytask. In principle, an open-sourcele-
velopmenimodelallows significantthird-partyenhance-
mentanddeluggingand,if managedvell, eventuallyre-
sultsin very stablecodesuchasFreeBSDandOpenBSD.
However this only happensvhensucha projectreaches



a critical mass,which comprisessufiicient featuresand
stability. This documenbutlinesthe basicfunctionality
we believe is necessaryo achieve critical mass. There
aremary additionalfeatureghatsucha platformwould
eventuallyrequire,andwe hopethat third-party coding
supportwill addthesefeaturesin time. Until we have
a working, reasonablystable,acceptablyfeaturedplat-
form, we cannotexpect significantcommunity coding
involvement.

We expect that the project would require approxi-
mately5 full-time employeego bringtheplatformto this
basiclevel. Whilst we do notexpectto have aone-to-one
mappingof peopleto roles,theses positionsarelikely to
breakdevnin roughlythefollowing way:

¢ Projectmanagement/systeraschitect:0.5FTE
¢ Unicastroutingdevelopmentandtesting:1.0FTE

e Multicast routing developmentand testing: 0.75
FTE

e Network management/configuratiatevelopment
andtesting:1.0FTE

o Low-level systemsplatformdevelopmentandtest-
ing: 1L.5FTE

¢ Documentation0.25FTE

We do not believe that all 5 FTEs needto be involved
from the startof the project,but we do ervisageneeding
to achieve this level of stafing within Year1l. We en-
visagethebasicdevelopmeniphaseof the projecttaking
threeyearsin total.
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