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Foreword

af-sec-0100.002

This document corrects errata, clarifies procedures, and contains editorial correctionsto the ATM
Security Specification Version 1.0. Due to the errata corrections and procedural clarifications, this
specification is not directly interoperable with the Version 1.0 specification.

The following table describes the substantive revisions from the Version 1.0 specification:

Section M odification

Generdl Restructured document

Genera DES-40 algorithm is deprecated

1.2 Updated normative and informative references

51 Removed referencesto CRL transport in Security Message Exchange

5.1.3.2.3 Created new codepoint for Version 1.1

51327.2 Clarified procedures for non-explicit security agent addressing

51328 Clarified procedures for relative ID security agent addressing and assignment of
Security Association IDs

5.1.3.2.10 Clarified procedures for using the security service data section

51442 Clarified procedure for assignment of Version numbersin Security Association
Sections

5.145,5.1.4.6 Clarified procedures for endpoint request for security services and acknowl edgements

5.1.5.35 Changed timer and counter values from “recommended” values to specified values

5.1.5.3.6,5.1.6 Renamed cause code from “security services failure” to “call rejected” to align with
signaling addenda. The assigned cause code value was inserted, and the cause code
indication of “security exception” was noted for this value.

53.1.2 Clarified Session Key Changeover procedure, and added text describing SKC usage
with the integrity service.

6.5 Added Specification and Description Language (SDL) diagrams for in-band finite
state machines

7.1 Changed codepointsto correct Version 1.0 errors

7.2 Clarified procedures for using the security service specification section (security
service declaration and security service options)

7.2.1 Clarified coding of the Security Service Declaration for usein peer to peer and end
system to proxy scenarios

7222 Added codepoint for data integrity service options (Required, with or without
Replay/Reordering Protection)

7.2.2.7 Added certificate exchange service options

7.2.3 Added support for user-defined algorithm details

7.2.3 Clarified procedures for inserting octet groups in the Security Service Algorithm
Section and using the Organizationally Unique Identifier (OUI)

7.2.3.7,7.2.3.8, | Clarified coding of algorithm details octets for profile groups

7.2.3.9

7.2.39 Changed codepoint for the hash algorithm details identifier to its correct value

7.3.1 Clarified the contents of thefieldsin the Confidential Parameters octet group

7.4 Clarified placement of the SAS Digital Signature within the Authentication Section

745 Clarified the contents of the ConfPar portion digital signature buffer
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7.4.6 Clarified the method for calculating the SAS Digital Signature

8.7 Removed the use of point compression for eliptic curve cryptosystems, remove
sample curves, and changed recommended field sizes

8.7.6 Added and updated references for eliptic curves

Appendix | Clarified informative procedure for calculating resynchronization rate

Appendix Il1 Updated and corrected example SSIE encodings

Appendix 1V Created new informative section on security message coding principles and identifier

values
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1 Introduction

This specification defines procedures that provide a number of ATM security services. These services fall
into three broad categories—security services for user plane virtual circuits, security services for control
plane messages, and supporting services (management plane security services are not provided in this
specification). User plane security services are performed on a per-virtual-circuit basis, where a “virtual
circuit” can be either avirtual channel connection or avirtual path connection. Security support services
include security message exchange and negotiation, which are performed at connection establishment via
signaling, and/or within the user plane virtual circuit (after the connection is established, but before data
transfer). Oncethe virtual circuit is established, further in-band messaging is provided by security OAM
cells, asrequired by the negotiated cryptographic services.

This specification is organized as follows: Section 1 describes the scope and goals for this specification,
provides definitions and references to supporting specifications, and describes compliance requirements.
Section 2 provides a top-level reference model for the security services defined in this specification.
Section 3 defines the user plane security services, including entity authentication, data confidentiality,
data integrity (also known as “data origin authentication”), and |abel-based access control. In Section 4,
the control plane authentication and integrity security services are defined. Security support services are
described in Section 5. These services include security information exchange, negotiation, key exchange,
session key update, and certification. Sections 6 through 8 contain text that specifiesin detail the in-band
security message exchange, octet groups for the Security Services Information Element, the use of various
cryptographic algorithms and modes, and algorithm-specific coding details. Finally, this specification
contains informative appendices, which include examples related to cryptographic resynchronization rate,
label-based access control, and encodings of the Security Services Information Element.

1.1 Goals

This specification defines security services that support the following goals:

1. Support multiple specification-defined algorithms and key lengths.
Since each organization has different security requirements, each site will likely want the opportunity
to select from avariety of algorithms and/or protocols for their security designs. Furthermore, the
laws of some countries place restrictions on which encryption products may be imported, exported, or
used. For these reasons, the ATM security infrastructure and mechanisms specified here must support
multiple algorithms and/or key lengths.

2. Definea security infrastructure that providesinter operability among vendor s who support one
or mor e of the algorithms defined in this specification.
Sinceit is not feasible to define one default algorithm to meet all organizations' differing security
requirements, this specification defines interoperability parameters for several well-known agorithms
and common mechanisms for performing security functions using these algorithms. Devices that
implement the algorithms and mechanisms as defined in this specification should interoperate with
other devices with which they share a common suite of algorithms.

3. Definea security infrastructure that providesfor negotiation of private algorithms not specified
in this specification.
Because selection of algorithms is such a senditive issue, some organizations will want unique
security algorithms tailored to their needs. The security infrastructure should provide standardized
mechanisms for support of such algorithms, including means for agreement between two devicesto
use a private rather than a specification-defined algorithm.
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4. Maintain compatibility with devices that do not implement the security extensions.
Security messaging and secured communications must be transportable by intermediate network
elements that do not understand or implement security.

5. Minimize the impact on other specifications.
Security cannot be implemented without some modifications to existing specifications. These
changes should be as minimal as possible without compromising the other goals of security. When
possible, mechanisms should be defined to support backward compatibility with existing
specifications (e.g. UNI 3.1 and UNI 4.0).

6. Maintain compatibility across successive ver sions of the Security Specification.
Even though this specification is of limited scope, this specification should define extensible
mechanisms to support future capabilities.

7. Define mechanismsthat will scaleto a large (potentially global) number of users.
ATM security must be as scaleable as other ATM protocolsin order to provide security in the
broadest context.

8. Define mechanismsthat provide separability of authentication and integrity from
confidentiality.
Some applications have different security needs from others, and different jurisdictions have varying
regulations with respect to these mechanisms. The security mechanisms for ATM should be
partitioned such that the functions of authentication and integrity may be implemented and selected
independently from confidentiality mechanisms.

1.2 References

This section contains normative and informative references for this specification. Additional references
pertaining to eliptic curve cryptosystems are found in Section 8.7.6.

1.2.1 Normative References

The following references contain provisions that, through referencein this text, constitute provisions of
this specification. At the time of publication, the editions indicated were valid. All references are subject
to revision, and parties to agreements based on this specification are encouraged to investigate the
possihility of applying the most recent editions of the references indicated bel ow.

[1] ATM Forum Technical Committee, “B-1Cl Specification, Version 2.0,” af-bici-0013.003,
December 1995.

[2] ATM Forum Technical Committee, “User-Network Interface (UNI) Specification, Version 3.1,”
af-uni-0010.002, September 1994.

[3] ATM Forum Technical Committee, “User-Network Interface (UNI) Signalling Specification,
Version 4.0,” af-sig-0061.000, July 1996.

[4] ATM Forum, “UNI Signaling 4.0 Security Addendum,” af-cs-0117.000, May 1999.
[5] ATM Forum, “PNNI Version 1.0 Security Signaling Addendum,” af-cs-0116.000, May 1999.
[6] ATM Forum, “ATM Inter-Network Interface (AINI) Specification,” af-cs-0125.000, July 1999.

[7 Federal Information Processing Standards Publication 46-3 (FIPS PUB 46-3), “Data Encryption
Standard (DES),” November 1999.

[8] Federal Information Processing Standards Publication 81 (FIPS PUB 81), “DES Modes of
Operation,” December 1980.

[9] Federal Information Processing Standards Publication 180-1 (FIPS PUB 180-1), “Secure Hash
Standard,” April 1995.

[10] Federal Information Processing Standards Publication 186-1 (FIPS PUB 186-1), “Digital
Signature Standard,” December 1998.
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[11]
[12]
[13]
[14]
[19]
[16]
[17]
[18]

[19]
[20]

[21]
[22]

[23]
[24]
[25]

[26]
[27]

[28]

[29]

1.2.2

Federal Information Processing Standards Publication 188 (FIPS PUB 188), “Standard Security
Label for Information Transfer,” September 1994.

IETF, “HMAC: Keyed-Hashing for Message Authentication,” RFC 2104, February 1997.

IETF, “The MD5 Message Digest Algorithm,” RFC 1321, April 1992.

IETF, “Privacy Enhancement for Internet Electronic Mail: Part |: Message Encryption and
Authentication Procedures” RFC 1421, February 1993.

IETF, “Privacy Enhancement for Internet Electronic Mail: Part 11: Certificate-Based Key
Management,” RFC 1422, February 1993.

IETF, “Privacy Enhancement for Internet Electronic Mail: Part 111: Algorithms, Modes, and
Identifiers,” RFC 1423, February 1993.

IETF, “Privacy Enhancement for Internet Electronic Mail: Part 1V: Key Certification and Related
Services,” RFC 1424, February 1993.

|SO/IEC 9594-8, 1995 (E), Information Technology -- Open Systems Interconnection -- The
Directory: Authentication Framework.

ISO/IEC 9594-8, 1995, Amendment 1: Certificate Extensions.

ISO/IEC 9797, “Information Technology - Security Techniques - Data Integrity Mechanism
using a Cryptographic Check Function Employing a Block Cipher Algorithm,” 1994.

ISO/IEC 10118-3, “Hash Functions - Part 3: Dedicated Hash Functions,” 1997.

ISO/IEC 11770-2, “Information Technology - Security Techniques - Key Management - Part 2:
Mechanisms using Symmetric Techniques,” 1996.

ITU-T Recommendation 1.610, “B-ISDN Operation and Maintenance Principles and Functions,”
February 1999.

ITU-T Recommendation Q.2931, “B-1SDN DSS2 User-Network Interface Layer 3 Specification
for Basic Call/Connection Control,” February 1995.

ITU-T Recommendation Q.2971, “B-1SDN DSS2 User-Network Interface Layer 3 Specification
for Point-to-Multipoint Call/Connection Control,” 1995.

ITU-T Recommendation X.509, “The Directory: Authentication Framework,” 1997.

Public Key Cryptography Standards #1 (PKCS #1), “RSA Encryption Standard,” RSA
Laboratories, Version 1.5, November 1993 (available as RFC2313, March 1998). Note: The
current PKCS#1, Version 2.0, available as RFC 2437, October 1998, may be referenced in future
versions of this specification.

Miyaguchi, S., et al., “Expansion of FEAL Cipher,” NTT Review, Val. 2, no. 6, pp. 117-127,
November 1990.

Miyaguchi, S., “The FEAL Cipher Family,” Advancesin Cryptology - CRYPTO ‘90, LNCS 537,
pp. 627-638, Springer-Verlag, 1991.

Informative References

The following references provide additional material to assist in the understanding of this specification.

[30]
[31]
[32]

[33]
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Agnew, G., R. Mullin, and S.Vanstone, “Improved Digital Signature Scheme Based on Discrete
Exponentiation,” Electronic Letters, Vol. 26, pp. 1024-1025, 1990.

Bird, R., et al., “The KryptoKnight Family of Light-Weight Protocols for Authentication and Key
Digtribution,” IEEE/ACM Transactions on Networking, Val. 3, no. 1, pp. 31-41, February 1995.
ETSlI TCR-TR 028, “Network Aspects (NA); Security Techniques Advisory Group (STAG);
Glossary of security terminology,” 1995.

Fujioka, A., et al., “ESIGN: An Efficient Digital Signature Implementation for Smart Cards,”
Advancesin Cryptology — Eurocrypt 91, Soringer Verlag Lecture Notesin Computer Science
Volume 547, Davies, ed., pp. 446-457, 1991.
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[34] IETF, “The Internet Key Exchange (IKE),” RFC 2409, November 1998.
[35] ITU-T Recommendation 1.361, “B-ISDN ATM Layer Specification,” February 1999.

[36] Okamoto, T., “A Fast Signature Scheme Based on Congruential Polynomial Operations,” |IEEE
Transactions on Information Theory, Vol. 36, no. 1, pp. 47-53, 1990.

[37] Schneier, B., Applied Cryptography, 2nd edition, John Wiley & Sons, 1996.

1.3 Definitions
The following definitions apply within this specification.

Access Control - The application of a set of rulesto arequest for service to prevent the unauthorized use
of the service.

Authentication - The process of corroborating that an entity in an instance of a communication isthe one
claimed.

Certification Authority - An entity trusted by one or more usersto create or revoke certificates.
Optionally, the certification authority may also create the user’ s keys. [32]

Ciphertext Interface - The interface on a security agent that transmits and receives traffic that is
cryptographically protected by this security agent’s services.

Confidentiality - The protection of information (e.g., data) from unauthorized disclosure, even in the
presence of active, malicious threats.

Cryptographic System - A collection of transformations from plaintext into ciphertext and vice versa, the
particular transformation(s) to be used being sel ected by keys. The transformations are normally defined
by a mathematical algorithm. [32]

Digital Signature - Data appended to, or a cryptographic transformation of, a data unit that allows a
recipient of the data unit to prove the source and integrity of the data unit and protect against forgery. [32]

EC-GDSA - A mechanism for producing a digital signature using dliptic curves (see Section 8.7).
Endpoint - The entity initiating a request for a security service (e.g., endsystem). See also “User.”
In-Band M essage Exchange - The exchange of security information in the previously established user

data connection. This connection could be either aVCC or a VPC, and could be established viaSVC
(signaling) or PVC procedures.

Initiator - The security agent that generates Flow-1 of the security message exchange protocol (described
in Section 5.1), or inserts label-based access control information (described in Section 3.4).

Integrity - The detection of unauthorized modifications to information, even in the presence of active,
malicious modification threats.

Key - A value or representation used to cryptographically transform information.

Key Exchange - The process of communicating cryptographic key information between two or more
entities.

Plaintext Interface - The interface on a security agent that transmits and receives traffic that is not
cryptographically protected by this security agent’s services.

Private Key - In asymmetric (public-key) cryptography, that portion of a user’s key pair which isknown
only to that user.

Public Key - In asymmetric (public-key) cryptography, that portion of a user’s key pair which is publicly
known.

Replay Prevention - The process of validating that a message previousy communicated is not repeated
from an entity impersonating as the original source.

Responder - The Initiator’s peer in the security message exchange protocol, or the target security agent
for label-based access control. For |abel-based access control, multiple responders are permitted.

Secret Key - In symmetric (secret-key) cryptography, a confidential key that is shared by all authorized
users.
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Security Agent (SA) - An entity that initiates, establishes, provides, discontinues, or terminates any of the
ATM Forum Version 1.1 Security Services, such as Access Control, Authentication, Confidentiality
and/or Data Integrity. A SA conforms to the top-level reference models, as defined in this specification,
Section 2.

Security Association - A secure relationship between two SAs.

Security Negotiation - The process by which a secure environment is initiated, established, or denied
between two SAs.

Signaling-Based M essage Exchange - The exchange of security information in the signaling channdl. In
this specification, this exchange is accomplished via procedures described also in [4], [5], and [6].

User - The entity initiating a request for a security service (e.g., endsystem). See also “Endpoint.”

1.4 Abbreviations

In addition to other abbreviationsin relevant ATM specifications (UNI 4.0, PNNI, etc.), the following isa
list of abbreviations commonly found in this specification:

CBC - Cipher Block Chaining [8]. A mode of operation for block ciphers (e.g., DES and FEAL).

CBC-MAC - CBC Message Authentication Code [20]. A mechanism for providing message integrity and
authenticity that uses a block cipher in CBC mode.

DES - Data Encryption Standard [7]. A U.S. standard (published by NIST) for data encryption.
DESA0 - DES with aforty-hit effective key.

DH - Diffie-Hellman. A key agreement algorithm.

DSA - Digital Signature Algorithm [10]. The algorithm specified by the DSS.

DSS - Digital Signature Standard [10]. A U.S. standard (published by NIST) for digital signatures.
ECB - Electronic CodeBook [8]. A mode of operation for block ciphers (e.g., DES and FEAL).
ECC and EC - Elliptic Curve Cryptosystem (see Section 8.7). A public-key cryptosystem.

ECKAS-DH - Elliptic Curve Key Agreement Scheme - Diffie-Hellman. The Diffie-Hellman key
agreement scheme using eliptic curve cryptography.

ESIGN - Efficient digital SIGNature scheme [33]. A digital signature algorithm.
FEAL - Fast Data Encipherment Algorithm [28] and [29]. An encryption agorithm.
HMAC - Hashed Message Authentication Code [12].

H-MD5 - HMAC using the MD5 hash agorithm.

H-SHA and H-SHA-1 - HMAC using the SHA-1 hash algorithm.

L1J - Leaf Initiated Join. A method of adding leaves to a point-to-multipoint ATM call upon request of a
leaf.

MAC - Message Authentication Code.

M D5 - Message Digest 5[13]. A hash algorithm used for generating MACs or digital signaturesand in
other cryptographic constructions.

NIST - (U.S) National Ingtitute of Standards and Technology.

PTI - Payload Type Indicator. A field in the ATM cell header that is used to identify the type of the cell
payload contents.

PVC - Permanent Virtual Circuit. An ATM virtual circuit established by management operations.

RSA - Rivest, Shamir, and Adleman [27]. The inventors of this encryption/digital signature algorithm.
SHA-1 - Secure Hash Algorithm (Revision 1) [9]. SA - Security Agent. A logical entity that implements
ATM security functions. See definition for “ Security Agent” in Section 1.3.

SAS - Security Association Section.

SDL - Specification and Description Language

SSCOP - Service Specific Connection Oriented Protocol. The connection-oriented protocol that is used by
UNI signaling for reliable delivery of signaling messages.

Page 5 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

SK C — Session Key Changeover. The process of changing session keys that are established using the SKE
protocol.

SKE - Session Key Exchange. The protocol for exchanging new session keys for previoudy-activated
confidentiality and/or integrity services.

SME - Security Message Exchange. The protocol for authentication, key exchange, and negotiating a
security association.

SSIE - Security Services Information Element.

SVC - Switched Virtual Circuit. An ATM virtual circuit established by ATM signaling.

UNI - User to Network Interface.

VC - Virtual Circuit. Can be either aVCC or aVPC.

VCC - Virtual Channel Connection.

VCI - Virtual Channel Identifier. A fidld in the ATM cell header.

VPC - Virtual Path Connection.

VPI - Virtual Path Identifier. A field in the ATM cell header.

1.5 Specification Scope

The scope of this security specification isindicated in Figure 1. The boxes of the matrix marked X show
what is within scope for this specification. The structure of Figure 1 reflects the ATM Reference Modd,
which defines three planes—the user plane, the control plane, and the management plane—with each
plane comprising three or more protocol layers—the physical layer, the ATM layer, the ATM Adaptation
Layer (AAL), and upper layersasrequired. The user plane provides transfer of user data acrossATM
Virtual Channel Connections (VCCs) and Virtual Path Connections (VPCs). The control plane deals
with connection establishment, release, and other connection functions, including UNI, NNI, and ICI
signaling. The management plane performs management and coordination functions related to both the
user and the control planes (including the PNNI functions related to the establishment of arouting
infrastructure).

Asindicated in Figure 1, this document specifies mechanisms for authentication, confidentiality, data
integrity, and access control for the user plane. It also specifies mechanisms for authentication and
integrity for the control plane (UNI and NNI signaling). Excluded from the scope of this specification is
management plane security; however, to the extent that management plane entities use user plane
connections to achieve their ends, the user plane security specified herein may contribute to management
plane security. Also within scopeis the infrastructure needed to support these security services:
negotiation of security services and parameters, key exchange, key update, synchronization, and
certification infrastructure.

User Plane Control Plane Management
Plane
Authentication X X
Confidentiality X
Data Integrity X X
Access Control X

Figure 1: Scope of Security 1.1.

The scopeis restricted to ATM security: mechanisms that must be implemented in the ATM layer and/or
the AAL. The emphasis throughout is on providing per-connection security rather than, for example, link
or node security. The scopeincludes all types of ATM connections: channel and path; point-to-point and
point-to-multipoint; switched and permanent.
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This document provides definitions for specific security mechanisms and protocol s to support the
development of interoperable ATM security services. These security services are designed to be used in
conjunction with appropriate system and network security engineering practices for the enforcement of a
security policy. The security services that are in the scope of this specification are described in more detail
bel ow.

1.5.1 User Plane Security Services

The user plane security services apply on a per-VC (virtual circuit) basis, where aVVC could be either a
VCC (virtual channel connection) or a VPC (virtual path connection). Security services for physical links
(which may carry many VCs) are not provided in this specification. The following security services for the
user plane are defined: authentication, data confidentiality, data integrity, and access control. These
services are supported in point-to-point and point-to-multipoint connections for both SVCs and PVCs.

1.5.1.1 Authentication

User plane authentication (also described as “entity authentication™) determines at the beginning of the
connection that the identities of the calling and/or called parties are genuine. Since this service provides
protection against impersonation or “spoofing” threats, it is essential for establishing secure connections
and the operation of other security services, including key exchange (described below), and the secure
exchange of security negotiation parameters.

Authentication can be either mutual or unilateral. If authentication is mutual, then both parties are
authenticated to each other, whereas with unilateral authentication, only one party is authenticated to the
other.

Authentication is specified in this document to use cryptographic algorithms, including asymmetric
(public key) algorithms (e.g., RSA) and symmetric (secret key) algorithms (e.g., DES-MAC). These
classes of algorithms are described in more detail in [37].

15.1.2 Confidentiality

User plane confidentiality provides cryptographic mechanisms that protect “user” dataon aVC from
unauthorized disclosure. (Theterm “user” refersto the protocol entity that directly uses ATM services.)
This specification defines ATM confidentiality at the cell level, rather than the AAL level, because the
fixed-length of the ATM cell allows for efficient encryption. Furthermore, only the payload of the cell is
encrypted—the header is sent in the clear. This allows the encrypted cell to be switched by the network
without decryption at each hop.

The confidentiality serviceis specified in this document to use symmetric (secret key) algorithms.
Symmetric algorithms are suitable for ATM cell encryption due to their speed, block sizes, and security
properties.

1.5.1.3 Integrity

The data integrity service (also described as * data origin authentication™) provides a mechanism that
allows for detection of modification to data values or sequences of data values, even in the presence of
malicious modification threats. This serviceis provided between endpoints at the AAL Service Data Unit
(SDU) level for AAL 3/4 and AAL 5. In addition, two options are provided for this service: 1) data
integrity without replay/reordering protection, and 2) data integrity with replay/reordering protection.
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When data integrity is provided without replay/reordering protection, the source appends a message
authentication code (MAC) to the tail of each AAL SDU before transmission. This MAC is calculated
over theentire AAL SDU. This option is useful to higher layer protocolsthat provide their own sequence
numbers (e.g., TCP), without the added overhead required to duplicate this function at the AAL.

When the data integrity serviceis provided with the replay/reordering protection option, the data integrity
service provides protection against replay and reordering attacks, so that “old” or “reordered” AAL-SDUs
are detected and may be discarded. At the source, thisis achieved by first appending a sequence number to
thetail of each AAL-SDU and then computing a MAC on the totality of the AAL-SDU including the
sequence number. This MAC, which protects both the AAL-SDU and the sequence number, is then
appended to the total AAL-SDU (which includes the sequence number). This method provides protection
for ATM applications that do not implement their own sequence numbers.

Aswith the confidentiality service, the integrity serviceis specified in this document to use symmetric
(secret key) algorithms.

1.5.1.4 Access Control

Access Control isthe application of a set of rulesto arequest for aservice. These rules may depend upon
attributes of the invoking entity, such asidentity, attributes of referenced parameters, such as atarget
address, system attributes, such astime, and the history of prior requests by this and/or other client
entities. Access control rules can be thought of as a predicate over the state space formed by all such
attributes. If the predicate is satisfied, the requested serviceis performed, if the predicateis not satisfied,
the requested service is not performed.

User plane access control requires mechanisms to transport access control information used during
connection establishment, aswell as mechanisms within ATM components to use that information to
determine whether access to the connection should be granted. User plane access control can be based on
security labels (e.g., Standard Security Label [11]), source or destination user identities, time of day, type
of service, upper-layer protocal (e.g., AAL type) fields, or other parameters that can be determined during
connection establishment.

1.5.2 Control Plane Security Services

The control planeis the mechanism that allows devices to configure the network to achieve some objective
(for example, to establish a switched virtual circuit). Since control plane messages can affect the state and
availahility of a network, their protection is extremely important.

In this Security Specification, a mechanism for signaling is defined that can provide strong cryptographic
data integrity with replay/reordering protection. This mechanism allows ATM control plane entitiesto
verify the source and contents of a signaling message before resources are allocated to the request. This
protects the network from a number of attacks, as described below.

Other security mechanisms for the control plane (e.g., control plane confidentiality) may be provided in
future specifications.

1.5.2.1 Authentication and Inteqgrity

Control plane authentication and integrity isthe ATM security service that bindsan ATM signaling
message to its source. By creating this binding, the message recipient can confidently verify that the
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message originated from its claimed source. This provides a mechanism that mitigates a number of
threats. For example, a denial of service attack, which attempts to tear down an active connection by
surreptitioudly injecting RELEASE or DROP PARTY messages, can be prevented when authenticity
assurances are in place for the signaling channel. This service also protects against spoofing and
malicious modification threats. In this specification, a mechanism for control plane authentication and
integrity between adjacent signaling entities is defined. The mechanism isidentical to the one provided
for user plane data integrity with replay/reordering protection.

1.5.3 Support Services

This specification also defines a set of “support services,” which are needed to provide scaleable and high-
performance security services:

*  Security message exchange and negotiation of security options,
» Key exchange,

»  Key update,

»  Caetification infrastructure.

1.5.3.1 Security Message Exchange and Negotiation

In order to perform many of the security services described above, messages must be exchanged between
the involved security agents (SAs). This specification describes two methods for security message
exchange: 1) message exchange within UNI 4.0, PNNI 1.0, and AINI signaling and 2) in-band message
exchange (that is, security message exchange within the relevant user plane virtual circuit).

The in-band message exchange method also provides a mechanism for negotiation of security options.
Since security requirements vary among organizations, it isimportant to provide a variety of security
services, algorithms, and key lengths, which meet a wide range of security needs. In addition, the export,
import, or usage laws of some countries place restrictions on which encryption products may beavailable.
For these reasons, the ATM security mechanisms support multiple security services, algorithms, and key
lengths. In order for security agents to agree on common security parameters (such as algorithms and key
lengths), these security message exchange methods provide for negotiation of these parameters as part of
the security establishment procedure for the VC.

1.5.3.2 Key Exchange

Key exchange is the mechanism by which two security agents exchange secret keys for use by the
confidentiality and/or integrity services. In order to protect against “man in the middle’ -type attacks, key
exchangeis often coupled with the authentication service. This can be accomplished by including
“confidential” key exchange parameters within the authentication flows.

Like authentication, key exchange is performed with either symmetric (secret key) or asymmetric (public
key) algorithms. In addition, key exchange may either be bi-directional (two-way), or uni-directional (one-

way).

1.5.3.3 Session Key Update

Session keys are the keys used directly to provide user plane confidentiality and integrity services over an
ATM virtual circuit. Due to the potentially high data rate of the virtual circuit, it isimperative that keys be
periodically changed to avoid “key stream re-use” or certain other attacks. This specification defines a
session key update service that provides this capability.
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This serviceis performed in two phases—a session key exchange phase and a session key changeover
phase. The session key exchange phase uses a “master key,” which is exchanged at connection setup
(using the key exchange service), to encrypt the new session key. Upon receipt of the encrypted session
key, the recipient decrypts the session key using the shared master key, and storesit for the second phase—
key changeover.

1.5.3.4 Certification Infrastructure

In a public key cryptosystem, each party (security agent) X has a pair of keys: one of theseis publicly
known, that is X's “public key” (PKy), and the other known only by X, that is X's “private key” (Ky). In
order for party A to send secret information to party B (or, alternatively, in order for A to be able to verify
asignature produced by B), A needsto abtain B’'s public key, PKg. Though PKg is public by definition, it
should not be possible for any party X to substitute another value (e.g., PKx) for PKg. To prevent this kind
of attack, public keys can be exchanged in the form of “certificates.”

A certificate contains the party’ s name, its public key, and some additional information and issigned by a
trusted party, a“ certification authority” (CA). This signature unforgeably binds the public key to the
subject party. Any party with access to the CA’s public key can verify the genuineness of the certificate
(by checking the CA’s signature in the certificate) and recover the public key that was certified.
Certificates can be transmitted via non-secure message exchanges.

1.6 Compliance

Compliance for an ATM security implementation is defined on a per-security-service basis, for each of the
five services specified in this document:

User Plane Authentication (AUTH)

User Plane Confidentiality (CONF)

User Plane Data Origin Authentication and Integrity (INTEG)
User Plane Access Control (ACC)

Control Plane Authentication and Integrity (CP-AUTH)

gk wbdpE

To claim compliance with this specification, an implementation must support at |east one security service
(that is, user plane authentication, user plane confidentiality, user plane integrity, access control, or
control plane authentication). For the user plane authentication, confidentiality, and integrity services, the
implementation must support:

1) Oneor more of the SME profileslisted in Table 6

And,

2) At least one of thefollowing:
a) Oneor morealgorithm profileslisted in Section 1.6.1,
b) Oneor more user-defined algorithms.

For user plane access control, the implementation must support the access control profilein Table 4. For
control plane authentication, the implementation must support one of the control plane authentication
profilesin Table 5.
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The compliance statement for the implementation must specify the security services and associated
algorithms and security messaging profiles supported. In addition, the compliance statement must specify
all additional algorithms defined in this specification and implemented for the five security services aress.

These additional algorithms must be implemented as specified herein.

1.6.1 Security Algorithm Profiles

Table 1 through Table 5 list the algorithms and modes (where applicable) required for each ATM security
service. Compliance requirements for each service are specified in their respective sections, and
compliance requirements for each algorithm are specified in the normative reference for that algorithm
specified in the respective service sections. These profiles represent a subset of all possible algorithm
combinations, and some algorithms defined in this specification do not appear in the algorithm profiles.

Table 1: Authentication Algorithm Profiles.

Profile Signature Hash Notes
AUTH-1 DES/CBC MAC | n/a 12
AUTH-2 DSA SHA-1 1
AUTH-3 EC-GDSA SHA-1 1
AUTH-4 ESIGN MD5 1
AUTH-5 FEAL/CBC n/a 1,2
MAC
AUTH-6 RSA MD5 1

Note 1: Support for the Security Message Exchange (SME) is also required.
Note 2: No hash function is used with this profile.

n/a: not applicable
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Table 2: Confidentiality Algorithm Profiles.
Profile Encryption | Mode Signature Key Hash | Key Notes
Exchange Update
CONF-1 DES CBC RSA RSA MD5 | MD5 1
CONF-2 DES CBC DSA DH SHA-1 | SHA-1 1
CONF-3 DES CBC EC-GDSA | ECKASDH | SHA-1 | SHA-1 1
CONF-4 DES CBC DES/CBC DES/CBC n/a MD5 1
MAC
CONF-5 DES Counter | RSA RSA MD5 | MD5 1
CONF-6 DES Counter | DSA DH SHA-1 | SHA-1 1
CONF-7 DES Counter | EC-GDSA | ECKASDH | SHA-1 | SHA-1 1
CONF-8 DES Counter | DES/ICBC DES/CBC n/a MD5 1
MAC
CONF-9 TripleDES | CBC RSA RSA MD5 | MD5
CONF-10 | TripleDES | CBC DSA DH SHA-1 | SHA-1 1
CONF-11 | TripleDES | CBC EC-GDSA | ECKASDH | SHA-1 | SHA-1 1
CONF-12 | TripleDES | CBC Triple Triple n/a MD5 1,2
DES/CBC DES/CBC
MAC
CONF-13 | TripleDES | Counter | RSA RSA MD5 | MD5 1
CONF-14 | TripleDES | Counter | DSA DH SHA-1 | SHA-1 1
CONF-15 | TripleDES | Counter | EC-GDSA | EC/DH SHA-1 | SHA-1 1
CONF-16 | Triple-DES | Counter | Triple Triple n/a MD5 1,2
DES/CBC DES/CBC
MAC
CONF-17 | FEAL CBC ESIGN DH MD5 | MD5 1
CONF-18 | FEAL CBC FEAL/CBC | FEAL/CBC n/a MD5 1
MAC
CONF-19 | FEAL Counter | ESIGN DH MD5 | MD5 1
CONF-20 | FEAL Counter | FEAL/CBC | FEAL/CBC n/a MD5 1
MAC

Note 1: Support for the Security Message Exchangeis also required.
Note 2: Thismodeisincluded for compatibility with 3DES hardware, although the security is limited by

the 64-bit MAC value.
n/a: not applicable
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Table 3: Integrity Algorithm Profiles.

Profile MAC Signature Key Exchange Hash Key Update Notes
INTEG-1 | DES/ICBC MAC | RSA RSA MD5 MD5 1,2
INTEG-2 | DES/ICBC MAC | DSA DH SHA-1 SHA-1 1,2
INTEG-3 | DES/ICBC MAC | EC-GDSA ECKAS-DH SHA-1 SHA-1 1,2
INTEG-4 | DES/ICBC MAC | DES/CBC DES/CBC n/a MD5 1,2
MAC
INTEG-5 | H-MD5 RSA RSA MD5 MD5 1,2
INTEG-6 | H-MD5 DES/CBC DES/CBC n/a MD5 1,2
MAC
INTEG-7 | H-SHA-1 DSA DH SHA-1 SHA-1 1,2
INTEG-8 | H-SHA-1 EC-GDSA ECKAS--DH SHA-1 SHA-1 1,2
INTEG-9 | H-SHA-1 DES/CBC DES/CBC n/a SHA-1 1,2
MAC
INTEG-10 | FEAL/CBC ESIGN DH MD5 MD5 1,2
MAC
INTEG-11 | FEAL/CBC FEAL/CBC FEAL/CBC n/a MD5 1,2
MAC MAC

Note 1: Support for the Security Message Exchangeis also required.

Note 2: Support for the two versions of integrity, i.e., with and without replay protection, is required.
The selection is determined at call setup time.

n/a: not applicable

Table 4: Access Control Label Profiles.

Profile Labd Formats Notes

ACC-1 Standard Security Labels 1

Note 1: Because access control labels are processed independently at each security agent that performs
access control, support for the Security Message Exchange is not required.

Table 5: Control Plane Authentication Algorithm Profiles.

Profile MAC Key Update Notes
CP-AUTH-1 | H-MD5 MD5 1
CP-AUTH-2 | H-SHA-1 SHA-1 1
CP-AUTH-3 | DES/ICBC MAC SHA-1 1
CP-AUTH-4 | FEAL/CBC MAC MD5 1

Note 1: Because control plane authentication messages are processed independently at each security
agent that performs this service, support for the Security Message Exchangeis not required.

1.6.2 Security Message Exchange Profiles
Three security message exchange profiles are specified for ATM security messaging:

1. In-band, three-way messaging (SME-1),

Page 13 ATM Technical Committee




ATM Security Specification, Version 1.1 af-sec-0100.002

2. Signaling-based, two-way messaging, with a fall-back to in-band security messaging (SME-2),
3. Signaling-based, two-way messaging for the point-to-multipoint ADD PARTY message
(SME-3).

Table 6 specifies the sections required for compliance with each profile. The implementation shall be
compliant with the mechanisms specified in the referenced mechanism section. Note that theinitial
connection in a point-to-multipoint call is accomplished using SME-2. SME-3 is defined only for
subsequent ADD PARTY messages.

Table6: ATM Security M essage Exchange Profiles.

Profile | ATM Bearer Security M essage Exchange Mechanisms | Notes
Service Message Service | Protocol
SME-1 | Pt-pt PVCs In-Band 5111 5.15.2
Pt-pt SVCs 3-Way 5.15.3
6
SME-2 | Pt-pt SVCs Signaling-Based 5.1.1.2 (for Signaling- 5141 1
2-Way, with In- Based) 5144
Band Fall-Back
5.1.1.1 (for In-Band) 5153
6
SME-3 | Pt-mpt SVCs Signaling-Based | 5.1.1.2 5.1.4.2 2
(ADD PARTY) | 2-Way 5.1.4.4

Note 1: “In-Band Fall-Back” refersto the ability of the security agent to perform additional messaging
using thein-band SME (i.e., SME-1).
Note 2: Support for SME-3 requires SME-2 for theinitial connection establishment.
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2 Top-Level Reference Models

Thisinformative section presents several reference models that help define and clarify the intended scope
and functionality of this specification. It also presents a high-level overview of the security services and
mechanisms.

Note that the Access Control security service is different from the other security services-it is not
negotiated, and many of the other concepts associated with the other services do not apply to this service.
Consequently, this section concentrates on the other three security services; the reader isreferred to
Section 3.4 for reference models for the access control service.

2.1 Security Associations and ATM Interfaces

A security agent negotiates and provides the security services for a VC. Figure 2 shows the simplest case,
in which security agents are collocated with ATM end systems. In this case, the end systems interface to
an ATM network viaa UNI. For each VC that is established by an end system, the Security Agent (SA) at
that end system:

* Negotiates the service or services with the peer SA,

»  Determines which security services, if any, need to be applied to that VC,
» Authenticates and exchanges keys, if necessary,

* Appliestherequired security service(s) to the VC.

UNI UNI
Security Association

SA SA

ATM Network
Application

Application

End System ATM VC End System

@ Security Agent

Protected path or association

Figure 2: Security Association between Security Agentsat End Systems.
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The determination of which security services are needed for which VCsis a matter of security policy,
which is beyond the scope of this document. Also, the existence and nature of any interaction between
the end-system application and its local security agent is beyond the scope of this document.

The negotiation of serviceswith a peer security agent takes place via Security Information Exchange, an
overview of which Section 2.3 presents. Vianegotiation, the peer SAs establish one Security Association
for each serviceto be provided. Thus, if authentication, confidentiality, and data integrity are all required
for agiven VC, there are three Security Associations between the peers, one for each service. A Security
Association is the distributed contextual information (e.g., cryptographic algorithm, mode of operation,
optional features enabled, etc.) controlling the nature of the security service to be provided for a given VC.

If required, authentication and initial key exchange also occur during service negotiation. Key exchange
isrequired for support of the confidentiality and data integrity services. The negotiation supports the
exchange of connection master keys (keys used to generate future connection “session” keys if needed)
and initial connection session keys for encryption and/or cryptographic checksums.

The application of the services to the VC varies according to the service. For authentication, the serviceis
effected during negotiation. For confidentiality, encryption is applied to ATM data cell payloads, with
maintenance of cryptographic state and session key updates provided (optionally) via OAM flows. For
data integrity, a cryptographic checksum and a sequence number (optional) are appended to AAL 3/4 and
AAL 5 service data units (SDUSs).

Note: The end-system-to-end-system modd in Figure 2 isthe only one that applies for the data integrity
security service. Thisis because dataintegrity isapplied at the AAL.

NNI UNI
Security Association

ATM Switch

SA

/ ATM Network

End System

| SA
]

Application

ATMVC End System

Protected path or association

Figure 3: Security Association between a SA at a Switch and a SA at an End System.
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Figure 3 shows another configuration of SAs. In thisfigure, one SA islocated within an ATM end system
and oneislocated within an ATM switch. The overall operation isthe same as that reflected in Figure 2:
negotiation, determination, and application of security services via Security Associations between peer
Security Agents. However, Figure 3 highlights some possibilities—-and some interactions-which might not
be immediately obvious from Figure 2. Figure 3 impliesthe possibility of “firewall” Security Agents-SAs
that provide security services for one or more networks “behind” afirewall. It alsoimpliesaclose
coupling of signaling entities and the security agent. Finally, it impliesthat switches that come equipped
with Security Agentswill be required to perform functions not normally associated with switches—for
example, encryption of cell payloads.

The security agent within the switch could maintain an identity distinct from those of any end systems, or
it could serve as a proxy for one or more end systems. In the former case, the remote peer SA would
explicitly authenticate (assuming authentication is required) the SA at the switch (i.e., the SA identifier
would not imply collocation with the end system); in the latter case, the remote peer SA would
authenticate avirtual SA at the end system. With proxies, the identities and accompanying authentication
information (e.g., public and private keys) are kept and vested with the proxy agents rather than
distributed among the end systems.

Note that a security service is only applied to that portion of aVC between the peer SAs providing the
service. So, aspictured in Figure 3, there is no security applied to the VC between the left-hand end
system and the switch containing the security agent. Whether or not thisis acceptable, is, once again, a
matter of security policy. However, as the next section shows, it is possible to provide different levels of
security for different portions of aVC.

2.2 Multiple Security Associations and Nesting

Figure 4 shows that more than one pair of security agents—and more than one security associ ation—might
be involved in providing security services for agiven VC. In thisfigure, SA; and SA, have a security
association in which they provide (say) end-to-end authentication. Independent of this association, SA;
and SA; have an association in which they provide confidentiality. These two associations are
independent in terms of the services they provide. This independence allows multiple (and different)
security policiesto bein force smultaneously for different parts of the network.
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Figure 4: Two Nested Security Associations.

There are some dependencies and restrictions, however, on what might be called the topology of security
associations; these dependencies result from the mechanisms chosen to negotiate security services and
form security associations. By topology is meant the way different security associations are allowed to
overlap along the path of a VC. Figure 4 shows one type of overlap that is permitted-nesting. TheVC
“segment” [SA,, SA;] could be described as being contained in the [SA;, SA4] segment. Another
permissible relationship among associationsis no overlap. If, instead of what is pictured, the associations
were between SA; and SA,, and SA; and SA,, the segments [SA;, SA;] and [SA3, SA,] would have no
overlap and the associations would be permissible. Similarly, if the associations were between SA; and
SA;, and SA; and SA,, the segments [SA;, SA;] and [SA3, SA,] would have no overlap and the
associations would be permissible. (This could with justification be called one-point overlap, but itisa
permissible arrangement which isreferred to as the “no overlap” case.) Nesting and no overlap are the
only permissible arrangements. The mechanisms will not support simultaneous associations between SA;
and SA;, and SA; and SA,, for example.

In addition to these topological restrictions, thereisalso alimit of 16 on the nesting |evel—the total
amount of nesting at any given point along the VC's path. Note that thisisnot alimit per se on the total
number of security associations for any given VC.

Figure 5 shows one example of the types of topol ogies that the security mechanisms support. The
maximum nesting level in this exampleis 3. It would not be possible in the situation pictured in this
figure to support another security association involving (say) SAz and SAg, as thiswould violate the
topological restrictions.
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Figure5: Multiple Associations with Nesting.

2.3 Security Information Exchange

Figure 6 shows the three types of information exchange that might be involved in establishing and
maintaining security associations. The Security Message Exchange (SME) protocal is used to negotiate
security services, establish security associations, authenticate the peer security agents (if required), and
establish connection master keys and initial session keys. The SME can operate over the signaling
channel (for networks that support the UNI Signaling 4.0 Security Addendum [4], PNNI Version 1.0
Security Signaling Addendum [5], or the AINI Specification [6]) or over the data channdl that is pre-
established or in the process of being established. The former isreferred to as” Signaling-Based SME”
and the latter as“In-Band SME.” Support for SME within B-ICl and other signaling protocols is not
currently defined.

Signaling-Based SME

S \: In-band SME :/ SA
/ Security OAM Cells \

< >

(after security association has been established)

Any combination of these three
Security Information Exchange
methods could be used to support
various security associations.

Figure 6: Security Information Exchange M ethods.

An example of SME in a network that supports Signaling-Based SME [4][5] is shown in Figure 7 (where
“UNI 4.0 + se¢” and “PNNI 1.0 + sec” denote links that implement the UNI and PNNI security addenda).
In this case, the end systems (with Security Agents) append the SSIE to the signaling message, and as the
network establishesthe call, the SSIE is passed without modification.
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UNI 4.0 + sec P_NNI 1.0 + sec
Link Link

&L &

End System End System

Figure 7: Entire Network Supports Signaling-Based SME.

A morelikely scenario is one that contains network elements that do not support signaling-based SME.
An example of this scenario is shown in Figure 8.

Public Network
w/o Security
support

VP Tunnel with signaling VC
Q ¥ (UNI 4.0 with Sec Add.)
UNI 4.0 1

with Sec Add.

— —
; Switch Switch
Calling End Private Network | “ T with sec | o Called End
System with Security Add. Add. Private Network System

support

Figure 8: Portion of Network Does Not Support Signaling-Based SME.

In this scenario, the calling end system is attached to a network that supports signaling-based SME. The
initiating security agent in this end system supplies security information along with the connection setup
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signaling message, and the message traverses the private network. When the message reaches the final
switch in the private network, it is signaled through a Virtual Path tunne through the public network to
the remote switch, which also supports signaling-based SME. Although the public network does not
support signaling-based SME, the VP tunnel allows the two border switchesto signal each other directly,
and hence, allows SME to traverse the public network.

Since the first switch in the destination network contains a security agent that terminates the security
association, the remaining network elements do not need to support signaling-based SME.

If none of the network elements are expected to support signaling-based SME, then the In-Band SME
protocol introduced earlier can be used instead. An example of where this protocol should be used is
illustrated in Figure 9.

Public Network
w/out full Security support

<4—User Plane VC
(in-band SME)

Y Y

N
SA

Private Network
Switch w/out Security
support

Private Network
w/out Security Switch
support

Called End
System

Calling End
System

Figure9: Usingtheln-Band SME Protocol in Networksthat do not support Signaling-Based SME.
In this case, the two security agents are configured to perform SME in band because the public network
does not support SME viasignaling. The calling end system initiates the connection setup request, and the
reguest propagates to the called end system as usual, where a connection confirmation message is
generated. Asthe network propagates the connection confirmation, the user plane virtual circuit is
constructed along the way. When the connection confirmation signal reaches the security agent in the
source private netowrk, the user plane VC connects the two security agents (as shown in Figure 9), data
transfers from the end systems are blocked, and the SAs perform the SME protocol within thisvirtua
circuit. After successful completion of the SME protocol, the connection confirmation is forwarded to the
calling party, and data transfer from the end systems through the user plane VVC is allowed. This protocol
isdescribed in more detail in Section 5.1.5.

Note: For voice calls, the voice path istypically cut through (voice traffic is allowed) in both directions
except at the terminating exchange. At the terminating exchange the path is not cut through to the called
party. The backward path is cut through to allow for the calling party to hear tones and announcements
that may occur before answer (e.g., ringing, busy, “the number you have dialed is no longer in service’)
and to avoid speech clipping when the called party picks up and says hello. If the Security Agent blocks
the voice path to be used in the backward direction prior to connect (e.g., after an ALERTING or
PROGRESS message) then the calling party might abandon the call or miss receiving important in-band
information. In the case where an end station requests security services, it should not assume such
services are operational until the CONNECT messageis received and the SME is complete.
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Regardless of the SME method used, after the SME is complete, OAM flows may be used to maintain the
state of the security associations. Specifically, Security OAM cells are used:

» Toexchange additional connection session keys for confidentiality and data integrity as needed.
(Note that the initial session keys are established during SME.)

» Tomaintain synchronization of encryption engines relying on the counter mode of operation.

For the purposes of exposition, the functions of the Security Agent may be decomposed into several
sections:

*  SAgne those functions of the security agent that interact with signaling, or with a peer security
agent, to perform the Security Message Exchange,

*  SAsnice those functions of the security agent that provide the actual authentication, integrity
check, and confidentiality services,

*  SApgicy, those functions of the security agent that determine when and how security must be
applied,
*  SAnis, theremaining functions of the security agent such as OAM cdll processing.

Thisdivision isfor descriptive purposes only and does not imply how a specific implementation of a
security agent is constructed.
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3 Security Services for the User Plane

3.1 Entity Authentication

3.1.1 Authentication Reference Model

Authentication is provided via an exchange of information between SAgnes that provesto the
authenticating SAsavice that the authenticated SAsrice POSSeESSes a secret that is known solely by the
authenticated entity (or its proxy) or exclusively by the two entities (or their proxies). Authentication may
be either bi-directional (calling party to called party or parties and vice versa) or uni-directional. The
authenticated entitiesin all cases are the Security Agents associated with the user plane entities that
terminate the ATM virtual path or channd. If provided, ATM authentication shall be on aper-VC basis.
This means that

» Thedecision to authenticate or not is determined on a VVC-by-VC basis.
» Authentication is performed once for a connection, at the beginning of that connection.

Authentication is accomplished by using nonces, time stamps, and symmetric or asymmetric
cryptographic mechanisms.

As Sections 5.1.4 and 5.1.5 explain, two ways are specified for negotiating security services: signaling-
based and in band. There are differences in the reference models for how the authentication serviceis
provided for the two cases.

Figure 10 shows the object and layer reference models for the authentication servicein the case where
security messaging is signaling-based. In this case SAgne is called by signaling. The SAgne coordinates
with the control entity so that authentication is provided for the user plane entities requesting it.

The object and layer reference models for the case where security messaging isin band (Figure 11) is
similar to the signaling-based model except that the SAgne compl etes its exchange by passing messagesin
the user data stream, as shown in Figure 11. Otherwise the object interactions are as for the signaling-
based case.
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Figure 10: Object and Layer Reference Modelsfor Authentication with
Signaling-Based SME.
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Figure 11: Object and Layer Reference Modelsfor Authentication with
In-Band SME.

3.1.2 Authentication Infrastructure and Mechanisms

The authentication serviceis described in the context of the “security message exchange protocol” in
Section 5.1. The messages that are used by this protocol are described in Section 5.1.5.3, Section 5.1.4.4,
[4], [5], and [6].
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3.1.3 Authentication Algorithms

Authentication is performed using either symmetric (secret) key algorithms (such as DES) or asymmetric
(public) key algorithms (such as RSA). With symmetric algorithms, before authentication can take place
between two nodes, the two nodes need to have a shared secret key. With asymmetric algorithms, the
nodes only need to know each other’s public keys.

Before authentication can take place between two security agents, the two SAgniceS Need to obtain keys for
the cryptographic techniques.

In the case of symmetric algorithms, the two SAgiceS Need to have a pair of shared secret uni-directional
keys. These keys are pre-placed through methods outside the scope of this document (e.g., manual
configuration).

In the case of asymmetric algorithms, the SA«niceS Need to know each other’s public keys. These public
keys may be obtained in three ways:

1. Byretrieving the SA’s public key certificate from a public key directory,
2. By exchanging public key certificates directly during security negotiation, or
3. By pre-placing public keys using methods outside the scope of this document.

Note: the generation, distribution, and storage of the secret, private, and/or public keys is outside the scope
of this specification. In addition, certificate verification may require the retrieval and verification of
certificate chains, and policy checking. These operations are also outside the scope of this specification.

The following sections define which algorithms may be used with either method (symmetric or
asymmetric) of this authentication protocol. Note that before this protocol can commence, both parties
must negotiate the algorithm. This negotiation protocol is described in the context of the “ security
message exchange protocol” in Section 5.1.

Associated with each algorithm is a codepoint that is used for identification when negotiating security
options. These codepoints are listed in Section 7. Procedures for using user-defined algorithm codepoints
are also described in Section 7.

3.1.3.1 Asymmetric Digital Signature Algorithms

The following asymmetric (public-key) digital signature algorithms are defined in this specification for
user plane authentication.

Algorithm Nor mative Reference
RSA [27]

DSA [10]

EC-GDSA Section 8.7

ESIGN Section 8.3

3.1.3.2 Symmetric Digital Signature Algorithms (MACs)
The following message authentication codes are defined in this specification for user plane authentication.
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Algorithm Nor mative Reference
DES/ICBC MAC [7], [20], Section 8.4
DES40/CBC MAC* [20], Section 8.4, Section 8.5
Triple DES/ICBC MAC [7],[20Q], , Section 8.4
FEAL/CBC MAC [20], [28], [29], Section 8.4

* Although a codepoint for this mode is assigned, this mode is deprecated.

3.1.3.3 Hash Functions

The following hash functions are defined in this specification for use with both asymmetric digital
signature algorithms and MACs.

Hash Function Nor mative Reference
MD5 [13]

SHA-1 [9]

RIPEMD-160 [21]

3.1.4 Error Processing

Error processing for the entity authentication service is described in the context of the security message
exchange protocol in Section 5.1.

3.2 Confidentiality

3.2.1 Confidentiality Reference Model

Confidentiality is provided via encryption. If provided, ATM encryption shall be on a per-VC basis. This
means that:

*  Encryption is applied to the sequence of data cellsin asingle VC.
* Thedecision to encrypt or not is determined on a VC-by-VC basis.
»  For encrypted VCs, encryption parameters are determined (and may vary) on aVC-by-VC basis.

In al cases, encryption is applied to all or part of the 48-octet payl oads of the relevant ATM cdlls. In
terms of ATM architecture and layering, then, encryption takes place at the ATM layer. Other approaches
to confidentiality (e.g., bulk link encryption, AAL-level encryption) are outside the scope of this
document.

As Sections 5.1.4 and 5.1.5 explain, there are two ways specified for negotiating security services:
signaling based and in band. There are differencesin the reference models for how the confidentiality
service is negotiated and established for the two cases.

Figure 12 shows the object and layer reference models for the confidentiality service in the case where
SME issignaling based. In this case, the SAgye is called by the control plane entity. As explained above,

the encryption/decryption function of SAsnice iSlogically part of the ATM layer entity, because all
encryption is applied on a per-VC basis. When required by the selected cryptographic mode, the

Page 27 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

encryption/ decryption function of SAgice maintains the state via OAM cells carried over end-to-end F4
or F5 flows (for VPCs or VCCs respectively).
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User plane entity

VC Switchingi Signaling | Encryption/
data tablei VC data Decryption

ATM Layer Entity
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SAmisc
OAM Cell
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In-the-clear Encrypted encryption_/decryption
VCs VCs state maintenance

Signaling with Security Support

Signaling/ [~~~ ""TTTTTTTTTTTToTTo T T | Signaling/
Security Security
AAL S . > AAL
VC
ATM Il > ATM
. OAM
Encrypt/ —— S Encrypt/
decrypt Phy Phy decrypt

Figure 12: Object and Layer Reference Modelsfor Confidentiality with
Signaling-Based SME.

The object and layer reference models for the case where security messaging isin band (Figure 13) are
similar to the signaling-based models except for the placement of the SAgne. For thein-band case, the
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SAgme iSmoved out of the control plane entity, as shown in Figure 13. Otherwise the object interactions
are asfor the signaling-based case.
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Figure 13: Object and Layer Reference Modelsfor Confidentiality with

In-Band SME

3.2.2 Confidentiality Infrastructure and Mechanisms

In this specification, symmetric (secret key) algorithms provide user plane confidentiality. In addition, the
algorithms listed below must be used in a specific mode of operation. Keys for these algorithms can be
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either pre-placed (configured manually) or determined using the Key Exchange methods described in
Section 5.2.

Associated with each algorithm and mode of operation is a codepoint that is used for identification when
negotiating security options. These codepoints are listed in Section 7. Procedures for using user-defined
algorithm codepoints are also described in Section 7.

Thefollowing algorithms are defined in this specification for user plane confidentiality.

Algorithm Nor mative Reference
DES [7]

DESA0* Section 8.5

Triple DES (keying option 2) | [7]

FEAL (64 hit key, no key [28], [29]

block parity, N=32)

* Although a codepoint for this mode is assigned, this mode is deprecated.

The following modes of operation are defined in this specification for user plane confidentiality.

M ode Nor mative Reference
Cipher Block Chaining [8]

(CBQC)

Counter Mode Section 8.2

Electronic Codebook (ECB) [8]

Counter Modeis not self-synchronizing. Therefore, it is necessary to maintain synchronization of
cryptographic state between the encrypting and decrypting security agents. Thisis accomplished viathe
OAM cdlls as described in Section 8.2.

This specification provides a mechanism for changing session keys for the confidentiality service. This
mechanism is described in Section 5.3.

3.2.3 Bypass of Special Network Cells

Because the data confidentiality service is defined at the ATM layer, it is necessary to clarify its operation
with respect to special network cdlls, that is, cells other than user data cells. Because these special cdlls,
i.e. OAM cdlsor RM cdls, areinterpreted by intermediate nodes in the network, they must be excluded
by the encryption process. Otherwise they would be rendered meaningless, asit is not possible or
desirable to have these intermediate nodes involved in the encryption process. To this end the following
shall apply:

*  For Virtual Channd Connections (VCCs), cdlswith a Payload Type Indicator (PTI) field of 1xx
(binary) shall bypass the encryption process, and be transmitted in clear (where“x” in the PTI means
don’t care). In addition, unless specifically defined herein, these cells shall not change the
cryptographic state of the security agent.

»  For Virtual Path Connections (VPCs), cdlswith a Virtual Channel Identifier (VCI) field with the
following values: 3, 4, and 6-15 shall bypass the encryption process and be transmitted in clear. In
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addition, unless specifically defined herein, these cells shall not change the cryptographic state of the
security agent.

3.3 Data Origin Authentication and Integrity

3.3.1 Integrity Reference Model

Data integrity is provided by means of cryptographic checksums (also known as message authentication
codes [MACs]) appended to AAL 3/4 and AAL 5 “Common Part” service data units (SDUs). Data
integrity serviceis available only for virtual channels, not for virtual paths. If provided, ATM data
integrity shall be on aper-VCC basis. This means that:

* Integrity protections do not apply to VPCs.
*  Checksums are applied to the sequence of Common Part SDUsin aVCC.
* Thedecision to provide integrity or not is determined on a VCC-by-VCC basis.

*  For VCCswith checksums, integrity keys are determined (and may vary) on aVCC-by-VCC
basis.

In terms of ATM architecture and layering, the data integrity function takes place at the AAL. Other
approaches to data integrity are outside the scope of this document.

As Sections 5.1.4 and 5.1.5 explain, there are two methods specified for negotiating security services:
signaling based and in band. There are differencesin the reference models for how the data integrity
service is provided for the two cases.

Figure 14 shows the object and layer reference models for the data integrity servicein the case where
security messaging is signaling based. In this case, the SAqne is called by the control plane entity upon
receipt of, or prior to sending, all messages. As explained above, the data integrity function of SAsrice IS
logically part of the AAL entity, because MACs are applied on a per-VCC basis

The object and layer reference models for the case where security messaging isin band (Figure 15) is
similar to the signaling-based model except for the placement of the SAgne. For thein-band casg, the

SAgme iSmoved out of the control plane entity, as shown in Figure 15. Otherwise the object interactions
are asfor the signaling-based case.
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Figure 14: Object and Layer Reference Modelsfor Data Integrity with
Signaling-Based SME.
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Figure 15: Object and Layer Reference Modelsfor Data Integrity with
In-Band SME.

3.3.2 Integrity Infrastructure and Mechanisms

The data integrity mechanism supports data integrity for the “Common Part” AAL SDU in AAL type 3/4
and AAL type5 for user data on a per VCC basis. The VCC may be a switched VCC (i.e, SVC) or a
permanent VCC (i.e.,, PVC).
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The data integrity serviceis provided with two options: 1) data integrity without replay/reordering
protection, and 2) data integrity with replay/reordering protection. The option to be used for a connection
may be negotiated at the time the connection is established.

When data integrity is provided without replay/reordering protection, the source appends a cryptographic
checksum, commonly referred to as message authentication code (MAC), to the tail of each Common Part
AAL-SDU before transmitting it, as shown in Figure 16a. The MAC is computed over the Common Part
AAL-SDU.

At the destination, when a Common Part AAL-SDU is received, the security agent verifiesthe MAC. If
the MAC does not check, it smply discards the AAL-SDU.

When data integrity is provided with replay/reordering protection, the data integrity service provides
protection against replay and reordering attacks, so that “old” or “reordered” AAL-SDUSs are detected and
discarded. At the source, thisis achieved by first appending a sequence number to thetail of each
Common Part AAL-SDU and then computing a MAC on the totality of the Common Part AAL-SDU
including the sequence number. This MAC, which protects both the AAL-SDU and the sequence number,
is then appended to the total Common Part AAL-SDU (which includes the sequence number), as shown in
Figure 16b.

The sequence number is set to zero when the connection is established and each time the session key for
data integrity is updated (i.e., changed over). The sequence number isincremented with each AAL-SDU
that the source sends. The sequence number is a 6-octet number. The sequence number shall not wrap
around during the life of a session integrity key.

At the destination, when a Common Part AAL-SDU is received, the security agent verifies that the MAC
isvalid. If the MAC isnot valid, it discards the AAL-SDU. If the MAC isvalid, then it checksthe
sequence number to ensurethat it isvalid.
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Figure 16: AAL-SDU Level Data Integrity.

The receiving security agent tests the sequence number as follows. When thereis a previously received
valid Common Part AAL-SDU, then the sequence number associated with the current Common Part
AAL-SDU isvalid only if it's greater than the sequence number associated with the last valid Common
Part AAL-SDU received. When thereis no previously received valid Common Part AAL-SDU, the
sequence number associated with the current Common Part AAL-SDU is accepted asvalid. If the
sequence number fails these tests, the security agent discards the AAL-SDU.

The receiving security agent saves the sequence number associated with the last valid Common Part AAL-
SDU received to check the validity of the next Common Part AAL-SDU that it may receive. The saved
sequence number is set to zero whenever the data integrity session key is changed.

3.3.2.1 Message Authentication Code

The message authentication code (MAC) to be used for the connection’ sintegrity service is negotiated at
the time the connection is established.

Associated with each algorithm is a codepoint that is used for identification when negotiating security
options. These codepoints are listed in Section 7. Procedures for using user-defined algorithm codepoints
are also described in Section 7.

Thefollowing algorithms are defined in this specification for user plane integrity. In thefirst three cases,
HMAC isimplemented with t = 96 (see[12]).
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Algorithm Nor mative Reference
HMAC-MD5 [12], [13]

HMAC-SHA-1 [9], [12]
HMAC-RIPEMD-160 [12], [21]

DES/ICBC MAC [7], [20], Section 8.4
DESA0/CBC MAC [20], Section 8.4, Section 8.5
Triple DES/ICBC MAC [7], [20], Section 8.4
FEAL/CBC MAC [20], [28], [29], Section 8.4

Aswith the confidentiality service, this specification provides a mechanism for changing session keys for
the integrity service. This mechanism is described further in Section 5.3.

3.4 Access Control

3.4.1 Access Control Reference Model

Access control is provided on a per-VC basis. In general, access control is performed during connection
establishment based on information contained in the security message exchange and network
configuration parameters.

Sections 5.1.4 and 5.1.5 specify two methods for negotiating security services: signaling based and in
band. Figure 17 and Figure 18 show the different reference models for these two methods.

Figure 17 shows the access control layer reference model for the access control servicein the case where
security messaging uses the signaling-based method of negotiating security services. In this case, the
SAgreislogically part of the control plane entity.

Signaling/ Signaling with Security Support Signaling/
Security < P Security
< g
AAL VG AAL
ATM < P ATM
PHY PHY

Figure 17: Access Control Layer Reference Model for Signaling-Based M essaging.

The access control layer reference model for the in-band method of negotiating security services (Figure
18) is similar to the signaling-based model except for the placement of the SAgne. For thein-band case,

the SAgne is moved out of the control plane entity, as shown in Figure 18. Otherwise, the interactions are
the same as for the signaling-based case.
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Signaling (with or without security support)
Signaling [< - Band SME » Signaling
Security < > Security
b P
AAL Ve AAL
ATM < < ATM
PHY PHY

Figure 18: Access Control Layer Reference Model for In-Band-Based M essaging.

3.4.2 Access Control Infrastructure and Mechanisms

Associated with each mechanism is a codepoint that is used for mechanism selection when negotiating
security options. These codepoints are not listed here, but rather in Section 7. Procedures for using user-
defined algorithm codepoints are also described in Section 7.

Access control data are sent in the initial exchange between security agents so that access control
decisions can be made, as necessary, at each ATM component in the connection path during connection
establishment.

Thefollowing algorithms are defined in this specification for user plane access control.

Algorithm Nor mative Reference
Standard Security Label [11]

Appendix Il provides additional information on the use of security labels within an ATM network.

3.4.3 Error Processing

If an error prevents establishing a connection, an error message shall be returned to the calling party to
enable connection tear-down along the path of the connection setup according to the error processing
procedures described in Sections 5.1.4 and 5.1.5. The amount of diagnostic information provided in the
Cause Information Element shall be configurable.
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4 Security Services for the Control Plane

4.1 Control Plane Data Origin Authentication and Data Integrity

For Version 1.1 of this specification, Control Plane data origin authentication and data integrity are
accomplished in a hop-by-hop manner between adjacent signaling e ements. Figure 19 shows the
reference model for this service. This service is accomplished by applying the user plane data origin
authentication and integrity service (Section 3.3) to the Signaling AAL (SAAL) SDU connecting two
signaling entities.

Signaling Signaling (with or without security support) Signaling
< >
Integrity Integrity
SAAL SAAL
ATM ATM
PHY PHY

Figure 19: Control Plane Data Origin Authentication and Integrity L ayer Reference M odel.
The particulars for the Control Plane data origin authentication and integrity service are as follows:

The provision of control plane data origin authentication and data integrity and the algorithms and
parameters required to effect this service are not dynamically negotiated; rather, management prearranges
them. See Section 3.3.2.1 for alist of the MAC algorithms that may be used and Section 7.2.3.2 for the
parameters needed to operate those algorithms.

The control plane data origin authentication and data integrity service shall support session key update.
The provision of session key update and the algorithms and parameters required to effect it are not
dynamically negotiated; rather, management prearranges them. See Section 5.3 for alist of the MAC
algorithms that may be used and Section 7.2.3.6 for the parameters needed to operate those algorithms.

The two ends of the signaling channel shall be preconfigured with a shared secret master key and initial
session keys. Session key updates shall take place according to the proceduresin Section 5.3.

The control plane data origin authentication and data integrity service shall always use the “data integrity
with replay/reordering protection” option.

The mechanisms that provide Control Plane data origin authentication and data integrity service are
identical to those described in Section 3.3.2 with the following exception:

The Control Plane data origin authentication and data integrity service operates at the SAAL SDU
level rather than at the AAL5 common part SDU level.
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Thus, the Control Plane data origin authentication and data integrity service operates above the SAAL
and below the signaling protocol. For outgoing signaling messages, sequence numbers and MAC fields
are added to the SAAL SDU. For incoming signaling messages, the fields are removed from the SDU and

processed by the SAgnice before the signaling messages are passed to the signaling entity for further
processing.

4.1.1 Error Conditions

If the two endpoints of a signaling channel are not compatibly configured, the SSCOP connection will
never be established, so no signaling messages will ever pass between the two entities. 1f the AALS5 SDU
ismodified in trangit, it will be discarded as defined in Section 3.3, and SSCOP will retransmit.
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5 Support Services

This section describes the mechanisms that are required to support the security services described in
Section 3 and Section 4. Specifically, the following support services are addressed in this section:

»  Security message exchange protocols and basic negotiation,
»  Security messaging in the control plane,

»  Security messaging in the user plane,

» Key exchange,

*  Session key update,

» Certificates.

Security message exchange protocol s that support the entity authentication and negotiation services that
are described in Section 3 are summarized here and described in detail in Section 5.1.

The three-way security message exchange protocol described in Section 5.1.1.1 may be used for
establishing security associations for a point-to-point connection aswell as for the first leaf in a point-to-
multipoint connection. This protocol is used for security associations that require negotiation of security
options. The three-way exchange has the advantage that it does not use time stamps, and therefore does
not require clock synchronization.

The two-way security message exchange protocol described in Section 5.1.1.2 may also be used for
establishing a security association for a point-to-point connection or a point-to-multipoint connection.
This protocol is used for security associations that do not require negotiation of security parameters, and
for adding |eaves to multipoint connections. A disadvantage of the two-way exchange protocol is that it
requires clock synchronization between the party that generates the security information and the party that
validates the security information.

This specification defines two mechanisms for transporting security information. These are the signaling-
based security message exchange mechanism (described in Section 5.1.4) and the in-band security
message exchange mechanism (described in Section 5.1.5). In both cases, the Security Services
Information Element (described in Section 5.1.3) is used to carry the security information.

The method for performing the two-way exchange protocol in security-enhanced signaling [4] [5] [6]
flowsis described in detail in Section 5.1.4. (The three-way message exchange protocol is not supported
in signaling in this specification.)

For point-to-multipoint connections after the first leaf is established, subsequent leaves are added with a
two-way security message exchange. Thisis consistent with the fact that negotiation of security options
may be performed only when establishing the first leaf—subsequent |eaves must accept the options that
theroot and the first leaf agreed upon.

The method for performing the three-way message exchange protocols in the user plane VCC/VPC is
described in detail in Section 5.1.5. This method appliesto SV Cs, PVCs, and permanent virtual path
connections. In order to provide a reliable transport service for in-band message flows, an in-band
message exchange protocol is defined in Section 5.1.5.3. Aswith the signaling-based approach, this
protocol usesthe Security Services Information Element to convey security-related parameters.
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PV Cs (permanent virtual circuits) are provisioned connections. Security services negotiation,
authentication, certificate exchange, and key exchange can be done via provisioning at thetime PVCs are
established, or in-band as described in Section 5.1.5. Once security services for PV Cs are established, the
data confidentiality and data integrity services for PV Cs are provided the same way as they are provided
for SVCs. Likewise, session key update (for data confidentiality and data integrity services) for PVCsis
done the same way asit is done for SVCs.

When a SVC or PVC is established, a shared master key and initial session keys may need to be
established. To prevent active attacks, key exchange must be bound to strong authentication between the
SAs, asexplained in Sections 5.1.1 and 5.2.

Once a shared master key and initial session keys are exchanged, thereis no need for security message
exchanges in the middle of connection after the connection is established. However, session keys for these
services may have to be changed periodically. Section 5.3 describes the key update mechanism (for the
data confidentiality and data integrity services), which uses OAM cells to perform this function.

Section 5.4 describes the certification infrastructure and mechanisms for transporting certificates. These
certificates can be exchanged during the three-way security message exchange protocol or through some
other means that is outside the scope of this specification (e.g., directory servers).

5.1 Security Information Exchange

5.1.1 Security Message Exchange and Negotiation Protocols

The two-way (signaling-based only) and three-way (in-band only) security message exchange protocols
are not dependent on the use of any particular cryptographic algorithm and are based on the “strong
authentication” procedures of the |SO/IEC 9594-8 [18] asymmetric (public key) based authentication and
the ISO/IEC 11770-2 [22] symmetric (secret key) based authentication. Both protocols provide the
following functions:

* Unilateral authentication,
e Mutual authentication,
*  One- or two-way key exchange.

The three-way (in-band) message exchange protocol provides the following additional functions:

»  Support for large messages (up to 65536 octets)
» Certificate exchange,
» Negoatiation of security services and options.

In the two- and three-way security message exchange protocols, one user of the protocol assumes the
“initiating” role and the other user assumes the “responding” role.

When setting up a security association for a point-to-point connection or for thefirst leaf of a point-to-
multipoint connection, theinitiator has the option to use either the two-way security message exchange
protocol or the three-way security message exchange protocol. When setting up a security association for
subsequent leaves in a point-to-multipoint connection, theinitiator can only use the two-way security
message exchange protocol .
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The following table shows the symbols and abbreviations used throughout the discussion of two- and
three-way security message exchange protocols:

X

Kx

Enck,, (text)

Sigi, (Hash(text))

Hash(text)
Rx
Tx

{}

SecOpt

SecNeg_

Entity X distinguished name (D). Authentication requires that the entity to be
authenticated have a distinguished name (ID) and an associated key. So, X
represents the 1D of the entity to be authenticated.

When X uses an asymmetric (public) key algorithm (such as RSA), Kx
represents the public or private component of X's asymmetric key. When X
uses a symmetric (secret) key algorithm (such as DES), Ky is X's symmetric
(secret) key.

Encryption of text under X' s key. When X uses an asymmetric (public) key
algorithm (such as RSA) for encryption, K is the public component of X's
asymmetric key. When X uses a symmetric (secret) key algorithm (such as
DES) for encryption, Ky is X's symmetric (secret) key.

X'sdigital signature computed over the hash of text under X's key. When X
uses an asymmetric (public) key algorithm (such as RSA) for digital signature,
Kx isthe private component of X's asymmetric key. When X uses a symmetric
(secret) key algorithm, or a message authentication code (such as DES/CBC
MAC) for digital signature, Ky is X’'s symmetric (secret) key and no hash
function is applied.

One-way hash of text, where Hash is a strong one-way hash function.

Random number (nonce) generated by X.

Tx = (Timey, Segy ), time-variant time stamp generated by X. The time stamp

isacombination of two values (Timey, Seqy). Timey, isa4-octet coordinated
universal time, the Greenwich Mean Time (GMT) at which the signature was
generated. Thisisthe binary encoding of the number of seconds since

00:00:00 GMT on January 1, 1970 (same as UNIX time). Seqy is a 4-octet
sequence number that isincremented with each authentication flow that is

sent to the same destination with the same Timey value. When the Timey value

changes, Seqy isreset to 0. (Because this time value wraps around latein the
first half of the 21% Century, this parameter islikely to changein future
releases.)

Optional token. A token included in {.} is only needed when the specific
security servicethat requiresit isinvoked. For example, {ConfPar} is present
only if the key exchange serviceis required for the connection.

In the two-way security message exchange protocol, the initiator uses the
SecOpt token to indicate to the responder what security services are to be
provided for the connection. SecOpt carries the security services, options, and
parameters requested for the connection. Thisincludes the type of security
services to be provided for the connection (e.g., authentication, data
confidentiality) and the algorithms and modes of operation to be used for each
security service (e.g., authentication using DSA; key exchange using RSA;
data confidentiality using DES in CBC mode). Additionally, SecOpt includes
the parameters associated with each selected algorithm and mode of operation
(e.g., initialization vector for CBC mode).

In the three-way security message exchange protocol, the “initiator” and
“responder” use SecNeg, and SecNeg, to negotiate the security services,
options, and parameters for the connection. Theinitiator presents to the
responder the following information using the SecNeg, token: 1) the security
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services (e.g., authentication, data confidentiality) to be provided for the
connection and any other security service that will be provided for the
connection should the responder request it; 2) for each security service that the
initiator has requested and any other security service that will be provided for
the connection should the responder request it, one or more sets of options for
each service. Options shall be presented in order of preference, with the
highest preference option first and the lowest preference option last. The
responder must select the first compatible option presented to it. The
responder can only select one of the options presented to it. For example, for
data confidentiality, the initiator may indicate Triple-DES as first choice and
FEAL as second choice. For authentication hash algorithm, the initiator may
indicate SHA-1 asfirst choice and no other choices. For authentication
signature algorithm, the initiator may indicate DSA asfirst choice and RSA
as second choice, etc. 3) The parameters associated with each option (for
example, initialization vector for DES in CBC mode). When the responder
receives these three pieces of information (i.e., items 1-3) from the initiator, it
makes its selection from the list of options presented to it and communicates
that to the initiator through the SecNeg, token, if any of the options presented
to it is satisfactory. The connection setup can proceed only if the security
negotiation step is successful, otherwise the security agent will cause the call
to be dropped.

ConfPar When the key exchange support service option isinvoked, ConfPar, isused to

- securely carry theinitiator’s keys from theinitiator to the responder. ConfPar,
contains: 1) theinitiator’s contribution to the master key, 2) theinitiator’s
first session key for the data confidentiality service when the data
confidentiality service is requested for the connection, and 3) the initiator’s
first session key for the data integrity service when the data integrity serviceis
requested for the connection. Similarly, ConfPary, is used to securely carry the
responder’ s keys from the responder to the initiator. ConfPar, contains: 1) the
responder’s contribution to the master key, 2) the responder’ s first session key
for the data confidentiality service when the data confidentiality serviceis
regquested for the connection, and 3) the responder’ sfirst session key for the
data integrity service when the data integrity serviceis requested for the
connection.

Cert In the security message exchange protocol, when the certificate exchange
support service option isinvoked, Cert, is used to carry theinitiator’s
certificate from theinitiator to the responder and Cert,, is used to carry the
responder’ s certificate from the responder to theinitiator.

The formats of these tokens are defined in Section 7.

In the following discussion, when an asymmetric (public) key algorithm is used, it is assumed that each
authentication entity (i.e., A and B) possesses a public/private key pair. K, represents the public
component of A’s asymmetric key when it’ s used for encryption. K, represents the private component of
A’s asymmetric key when it’sused for digital signature. Similarly, Ky, represents the public component of
B’s asymmetric key when it’s used for encryption. Ky, represents the private component of B's asymmetric
key when it’ s used for digital signature.

In the following discussion, when a symmetric (secret) key algorithm is used, it is assumed that the
authentication entities A and B share two uni-directional secret keys K, and Ky, or asingle secret key K, =
K.
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Note: If party A or B uses different public/private key pairs for signature and encryption, the method for
obtaining all of the required certificatesis outside the scope of this specification.

Note: The generation and storage of the secret, private, and public keys is outside the scope of this
specification.

5.1.1.1 Three-Way Security Message Exchange Protocol

Figure 20 shows the three-way security message exchange protocol. This protocol supports both
asymmetric and symmetric algorithms.

When authentication or key exchange isinvoked, this protocol uses a nonce-based mutual authentication
method. As aresult, A gets authenticated to B and B gets authenticated to A. However, note that A is not
authenticated to B until FLOW3-3WE isreceived and checked.

This protocol involves the following steps, and is implemented in the In-Band Security Message Exchange
Protocol described in Section 5.1.5.3. If an error occurs during processing of this protocol, then the error
procedures described in Section 5.1.5.3.6 shall apply.

1. A sends FLOW1-3WE (which contains the following required tokens: A, Ry, and SecNeg,) to B.
When certificate exchange is needed, Cert, isaso included in FLOW1-3WE.

FLOW1-3WE: A - B
A{B},R,, SecNeg, .{Cert,}
2. When B receives FLOW1-3WE, it carries out the following actions:
» Checksthat B itself isthe intended recipient, when B isincluded.
»  Extracts SecNeg, and interpretsit for itsreply.
*  When authentication or key exchange isrequired
O Extractsthe nonce Ry for itsreply.
O Extracts Cert, if present and verifiesits validity.
3. B sends FLOW2-3WE (which contains the following required tokens: A, B, and SecNeg;) to A. When

authentication or key exchange is required, the authentication token (i.e., {Rg, Rp,,...}) isincluded in
the flow. When key exchange is needed, ConfPary, is aso included in FLOW2-3WE. When certificate
exchangeis needed, Cert,, isalso included in FLOW2-3WE.

FLOW2-3WE: B - A
A, B, SecNegp, {Cert} . {Ra, Ry .{Ency_ (ConfPary)}, Sgy, (Hash(A, B, Ry, Ry, SecNeg, , SecNeg, .{ ConfPary, }))}

4. When A receives FLOW2-3WE, it carries out the following actions:

* Checksthat Aitsalf istheintended recipient.

»  Extracts SecNeg,, and interpretsit.

*  When authentication or key exchange isrequired
O Veifiesthe signature, and thus the integrity of both FLOW1-3WE and FLOW2-3WE.
O Checksthat the received Ry in FLOW2-3WE isidentical to the onethat sent in FLOW1-

3WE.

O Extractsthe nonce Ry for itsreply.
O Extracts ConfPar, if present and interpretsit.
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[Initiator] [Responder]
A B
A{B}, Ry, SecNeg,, {Cart 5}

FLOWI-3WE -

A, B, SecNeg,, {Cart} {R,, R, { Ency, (ConfPay,)}, Sigy, (Has(A B, R,, R,, SecNeg,, , SecNeg,, { ConfPay,}))}
- FLOW2-3WE

{ A B, R,,{Ency (ConfPary)}, Sk, (Hash (A, B, R,,{ConfPar 3}))}

HOW3-3WE -

Figure 20: Three-Way Security M essage Exchange Protocol.

O Extracts Cert, if present and verifiesits validity.

5. When authentication or key exchange isrequired, A sends FLOW3-3WE (which contains the
following tokens: A, B, R, Sg) to B. When key exchange is needed, ConfPar, isalso included in
FLOW3-3WE.

FLOW3-3WE: A - B
{A.B,R, { Ency, (ConfPar,)}, Sigy, (Hash(A, B, Ry.{ ConfPary}))}
6. When B receives FLOW3-3WE, it carries out the following actions:
*  Checksthat B itsalf isthe intended recipient.
*  When authentication or key exchange isrequired
O Veifiesthe signature, and thus the integrity of FLOW3-3WE.

0 Checksthat thereceived Ry in FLOW3-3WE isidentical to the one sent in FLOW2-3WE.
O Extracts ConfPar, if present and interpretsit.

5.1.1.2 Two-Way Security Message Exchange Protocol

Figure 21 shows the two-way security message exchange protocol. This protocol supports both asymmetric
and symmetric algorithms.

When authentication or key exchange isinvoked, this protocol uses a time stamp and nonce-based mutual
authentication method. As aresult, A gets authenticated to B, and B gets authenticated to A.

This protocol involves the following steps and is implemented within signaling, as described in Section
5.1.4. If an error occurs during processing of this protocol, then the error procedures described in Section
5.1.6 shall apply.

1. A sends FLOW1-2WE (which contains the following required tokens: A, B, and SecOpt) to B. When
authentication (initiator -> responder) or key exchangeis required, the authentication token (i.e.,
{TaRy,-..}) isincluded in the flow. When key exchange is needed, ConfPar, isalso included in
FLOW1-2WE. When certificate exchange is needed, Cert, isalso included in FLOW1-2WE.

FLOW1-2WE: A - B
A, B, SecOpt, {Cert,} . { Ty, Ra.{ Ency (ConfPary )}, Sigy (Hash(A, B, Ty, Ry, SecOpt,{ ConfPar,}))}
2. When B receives FLOW1-2WE, it carries out the following actions:
* Checksthat B itsalf isthe intended recipient.
*  Extracts SecOpt and interpretsit.
*  When authentication or key exchangeisrequired
O Veifiesthe signature, and thus the integrity of FLOW1-2WE.
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[Initiator]

[Responder]
A B
A B, SecOpt{ Cert,} {T,, Ry {Ency, (ConfPay)},Sigy (Hast(A B, T,, R,, SecOpt{ ConfPag}))}
{AB,Ry{Cert,} {Eng, (ConfPa)},Sigy, (Hash(A B, Ry,{ConfPag}))}
—~ FLOW2-2WE

Figure 21: Two-Way Security M essage Exchange Protocol.

Checks that the time stamp is fresh and that the flow is not areplay or out-of-order.

O

O Extractsthe nonce Ry for itsreply.

O Extracts ConfPar, if present and interpretsit.

O Extracts Cert, if present and verifiesits validity.

3. When authentication (responder -> initiator) or key exchangeis required, B sends FLOW2-2WE
(which contains the following required tokens: A, B, R, Sg) to A. When key exchange is heeded,
ConfPary, isaso included in FLOW2-2WE. When certificate exchange is needed, Certy, isaso
included in FLOW2-2WE.

FLOW2-2WE: B - A
{A B,R, {Certp},{ Ency (ConfPary)}, Sgkb (Hash(A, B, Ry ,{ConfParp}))}
4. When A receives FLOW2-2WE, it carries out the following actions:
* Checksthat Aitsalf istheintended recipient.
*  When authentication or key exchange isrequired
O Veifiesthe signature, and thus the integrity of FLOW2-2WE.

O Checksthat therecelved R, in FLOW2-2WE isidentical to the one which sent in FLOW1-
2WE.

O Extracts ConfPar, if present and interpretsit.
O Extracts Cert, if present and verifiesits validity.

The use of time stamp, Ta = (Timea, Sega), will need to have three properties: 1) Freshness: the receiver
isassured that the received flow has originated within a specified range of the receipt time. 2) Uniqueness:
the receiver is assured that the received flow has never been received before from the same sender. 3)
Ordering: the receiver is assured that the received flow has not originated before a previously received
flow from the same sender.

When the initiator generates Timea for FLOW1-2WE, it determines whether itsvalue is greater than the
Timep used in the previous FLOW1-2WE sent to this destination. If current Timea isthe same asthe
previous one, then the initiator increments Sega. Otherwise, it resets Seqa to O.

When the responder receives a FLOW1-2WE from a source, it checks whether it has received another
FLOWZ1-2WE from this source within atime-out period W.

If the responder has received another FLOW1-2WE from the same source within the time-out period W, it
compares Timep values to ensure that the Timep in the recently received flow is greater than the Timea in
the previoudly received flow. If they are the same, then it checksthat Seqp is greater than the previous one
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received from this source. If the time stamp fails these tests, then the authentication fails and the
information is discarded.

If the responder has not received another FLOW1-2WE from the same source within the time-out period

W, then it checks to ensure that Timep, iswithin time W of its (the responder’s) current local clock. If the
time stamp fails this test, then the authentication fails and the information is discarded. Thisimplies that
theinitiator and responder must be synchronized within the time period W.

When the time stamp test succeeds, the responder saves the time stamp and holds it for W seconds.

The value of the time-out period Wis an implementation parameter and need not be specified here. Larger
values of Wimply higher clock drift tolerance and larger storage requirements.

5.1.2 Label Transport

Label Based Access Control uses a uni-directional security protocol between two ATM security agents,
separate from the Security Message Exchange. Labels are transported in the SSIE (described in Section
5.1.3) using either the signaling-based or in-band mechanism. When labels are provided in signaling, any
security agent that isinvolved in the connection SETUP or CONNECT message (or corresponding point-
to-multipoint signaling messages) can make an access control decision based on the contents of the labels.
Because of this, the labels are generally not discarded by the security agent that inspects the labels. When
labels are passed in band, the security agents who receive the in-band exchange can enforce the access
control policy.

5.1.3 Security Services Information Element

The Security Services Information Element (SSIE) is the principal communication method used by ATM
Security Agentsto establish security servicesfor ATM VCsduring ATM Call Establishment, as described
in Sections 5.1.4 and 5.1.5.

The SSIE supports the transport of SME information in signaling and within the user plane connection as
outlined above. It supports:

Signaling-based security message exchange.
In-band security message exchange.
Multiple nested security services.

Proxy security agents.

5. User plane security services.

AwDdPR

The SSIE is composed of a Security Service Information Element header and any number of Security
Association Sections (SAS). Each SAS contains the information needed to establish and maintain the
security associations needed to provide a security service. In order to accomplish this, each SAS identifies
the security service that is being established or maintained, specifies the security agent, and specifies the
relative security context to which the section pertains.

5.1.3.1 Security Services Information Element Format

This specification defines the Security Services Information Element (SSIE). The header octets of this1E
(octets 1-4) are specified in the UNI Signaling 4.0 Security Addendum [4], PNNI Version 1.0 Security
Signaling Addendum [5], and the AINI Specification [6]. The use of SSIE octets 5, etc. are specified in
the following section.
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5.1.3.2 Security Association Section

The Security Association Section provides the information needed to establish a single security association
between two ATM security agents.

Bits
8 7 6 5 4 3 2 1 Octet(s)
Security Association Section Type 5 (Note)
Security Association Section Length 5.1 (Note)
Security Association Section Length (cont.) 5.2 (Note)
Version Transport Ind. ‘ Flow Indicator ‘ Discard | 5.3 (Note)
Scope 5.4 (Note)
Scope 5.5 (Note)
Relative ID 5.6 (Note)
Relative ID 5.7 (Note)
Target Security Agent Identifier 5.8* (Note)
Security Service Data 5.9* (Note)

* Optional octet group
Note: Octet group 5 can be repeated to form new octet groups numbered sequentially as octet groups 6, 7,
.. N.

When an SSIE is used within Signaling Support for Security Message Exchange, the total length of the
SSIE, including all SASs, islimited in [4], [5], and [6]. Coding details for these octets are defined bel ow.

5.1.3.2.1 Security Association Section Type
This octet identifies the Security Association Section type for this SAS.

Bits
8 7 6 5 4 3 2 1 Octet
! Security Association Section Type \

Security Association Section Type

87654321 M eaning

000O0O0OOODO Not used

0000O0O0CO01 ATM Forum Security Service, Security Message
Exchange

00000010 ATM Forum Security Service, Label Based Access
Control

00000011 Reserved for ATM Forum assignment

01111111 Reserved for ATM Forum assignment
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100000O00O Reserved for user assignment

11111111 Reserved for user assignment

5.1.3.2.2 Security Association Section Length

This 16-hit octet group is the length of this Security Association Section, excluding the Security
Association Section Type octet, and the SAS length octets, octets 5.1-5.2. The minimum length of a SAS
is 8 octets, and so the minimum value for thisfield is 5.

Bits
8 7 6 5 4 3 2 1 Octet
Security Association Section Length 51
Security Association Section Length (cont.) 52

Security Association Section Length
Thisisa 16 hit binary value.

5.1.3.2.3 Version
These 3 hits denote the specification to which this specific SAS type is compliant.

Bits
8 7 6 5 4 3 2 1 Octet
Version 5.3
Version
8 7 6 M eaning
00O Version 1.0 Security Service
001 Version 1.1 Security Service
010 O
. ad
. 0 Reserved
. ad
111 O
5.1.3.24 Transport Indicator

Thisfield provides the security agents a means of indicating what transport method will be used to
perform the indicated security information exchange protocol for this security service. The format of this
field isindicated below.
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Bits
8 7 6 5 4 3 2 1 Octet
Transport Ind. 5.3
Transport Indicator
54 M eaning
00 Signaling
11 In-Band Messaging

The transport method is a negotiable parameter, developed during ATM call establishment. The initiating
security agent must specify its preferred method for exchanging security information in the Initial Security
Service SAS. Intermediate and responding security agents can modify thisfield to indicate that the
transport method must change in order to accommodate conditions in the network. Intermediate and
responding security agents may also modify thisfield from Signaling to In-Band Messaging if they are
unable to continue the SME protocal in signaling. Security agents may not, however, modify thisfield
from In-Band Messaging to Signaling.

5.1.3.2.5 Flow Indicator

Thisfield is used to identify the flow number of the Security Information Exchange for this Security
Association Section. The format of thisfield is indicated below.

Bits
8 7 6 5 4 3 2 1 Octet
Flow Ind. 53
Flow Indicator
3 2 M eaning
00 First Flow
01 Second Flow
10 Third Flow
11 Fourth Flow

The Flow Indicator field declares the flow number of the Security Information Exchange Protocol that the
SASissupporting. When the Flow Indicator is zero (0), the SAS represents the initiation of a new
security service and generally indicates to the responding security agent that a new security association is
being requested. When signaling isthe SME Transport, all SASswith zero Flow Indicator values must be
introduced in the SETUP or ADD PARTY message. Any SAS swith the Flow Indicator set to zeroin
other messages will be treated as processing errors.

The Flow Indicator field has relevance to other fieldsin the SAS. When the Flow Indicator is zero (0),
the Scope and Relative ID fields are used by receiving security agents to determine whether the SASis
relevant to this security agent. A non-zero value for the Flow Indicator indicates that this SASis part of
an ongoing Security Message Exchange Protocol session, the Scope field is not used, and the Relative ID
is significant to both peers. Asaresult, when the Flow Indicator is non zero, security agents will use the
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Relative ID field as a Security Association 1D to indicate that this particular SASis significant to the
receiving security agent.

5.1.3.2.6  Security Association Section Discard Indicator

Thisindicator specifies whether a peer security agent should discard the SAS after processing. The
format of thisfield isindicated below.

Bits
8 7 6 5 4 3 2 1 Octet
| Discard | 5.3
Discard Indicator
1 M eaning
0 Do Not Discard SAS After Processing
1 Discard SAS After Processing

The discard bit is used to specify whether the SAS should be discarded by the peer security agent after
processing. Most SASswill have thisbit set (1). Clearing this bit to (0) allows an initiating security
agent to pass an SAS to multiple security agents along the VC path.

In this specification, this bit shall be set (1) when this SASis used for any services other than label-based
access control. Thisbit may be cleared (0) for Label-Based Access Control when it is intended that the
label be presented to all appropriate security agents along the VC path.

5.1.3.2.7 Scope

These octets describe the intended scope of the security services association by providing an implicit
identification of the peer responding security agent or proxy security agent for which this SASisrelevant.
Theformat of thisfield isindicated below. Section 5.1.3.2.7.1 defines Explicit Security Agent
Specification. Section 5.1.3.2.7.2 defines Non-Explicit Security Agent Specification. Section 5.1.3.2.7.2.1
definesthe Local, Remote, and Transit tests. Section 5.1.3.2.7.2.2 defines the User, Enterprise Border,
and Network/Link tests.

Bits
8 7 6 5 4 3 2 1 Octet |
Scope
Region 54
Explicit‘ Local ‘Remote‘ Transit ‘ReservedReserved‘Reserved‘Reserved
Role 55
User | EB | N/L |Reserved Reserved Reserved|Reserved Reserved

Explicit (Bit 8 of Octet 5.4)

8 M eaning
0 Non-Explicit specification is being used
1 Explicit specification is being used

Local (Bit 7 of Octet 5.4)
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7 M eaning

0 Initiating SA does not want “Local” test performed by potential responders

1 Initiating SA will accept response from SA passing the “Local” test
Remote (Bit 6 of Octet 5.4)

6 M eaning

0 Initiating SA does not want “Remote’ test performed by potential responders

1 Initiating SA will accept response from SA passing the “ Remote” test
Trangt (Bit 5 of Octet 5.4)

5 M eaning

0 Initiating SA does not want “Transit” test performed by potential responders

1 Initiating SA will accept response from SA passing the “Transit” test
User (Bit 8 of Octet 5.5)

8 M eaning

0 Initiating SA does not want “User” test performed by potential responders

1 Initiating SA will accept response from SA passing the “User” test
Enterprise Border (EB) (Bit 7 of Octet 5.5)

7 M eaning

0 Initiating SA does not want “Enterprise Border” test performed by potential

responders

1 Initiating SA will accept response from SA passing the “Enterprise Border” test
Network or Link (N/L) (Bit 6 of Octet 5.5)

6 M eaning

0 Initiating SA does not want “Network/Link” test performed by potential

responders
1 Initiating SA will accept response from SA passing the “ Network/Link” test

Note 1: Reserved bits shall always be coded as 0.

In the path of any given VC, a number of security agents may be at work, depending on the security
policies of the involved administrative domains. An ATM Usar may need to establish security
associations with a number of security agentsin theintended VC' s path. As an example, the end system
may be required to authenticate to its “first hop” switch, authenticate to a remote network security agent,
and support confidentiality security services “end-to-end” before aVVC can be established between the
calling and called parties. In addition, other security services may also be employed along the VC path
that are not known to the calling party or specified by local, intermediate, or remote administrative
domains. An example of thiswould be enterprise-to-enterprise encryption.

A specific mechanism is needed to indicate which security agent is supposed to act on a specific SSIE
SAS. To support nested security services, the SAS message header provides both explicit and non-explicit
security agent specifications.

5.1.3.2.7.1 Explicit Security Agent Specification

With explicit specification, security agents are explicitly referenced by a Security Agent Identifier that is
unique along the VC's path. A receiving security agent takes action on an explicitly directed SSIE SAS,
only when the Security Agent Identifier references THI'S particular security agent, or in the case of a
proxy security agent, where the proxy is acting on behalf of the security agent explicitly identified in the
SSIE SAS.
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When explicit specification is being used, the Explicit bit (8) of the Region field is set (1), bits 7-1 of the
region field are all zero (0), bits 8-1 of the Role field are all zero (0), and the Target Security Agent
Identifier field is coded with the target security agent identifier for this SAS (Section 5.1.3.2.9).

The explicit security agent specification mechanism is not designed to provide any assurances with regard
to entity authentication. This mechanism is smply intended to provide assistance in transporting the
SSIE SAStoitsintended security agent. It isexpected that if authentication of the security agent is
required, then an appropriate SAS Authentication Section (Section 7.4) and the appropriate SA identifiers
(Section 7.1) have been employed that provide mechanisms required to assure security agent
identification.

5.1.3.2.7.2 Non-Explicit Security Agent Specification

Non-explicit specification provides the initiating security agent with a method to specify the Region and
the Role of the intended responder. This can be used to direct SSIE SASs to specific agents, in the
absence of explicit mechanisms.

Theidentifiersthat are available for specifying security agents are broken into two categories. Thefirstis
the Region, which can be Local, Remote, or Transit. The second category is Role, which specifies
whether the security agent is providing security for the User, an Enterprise Border (EB), or Network or
Link (N/L) for thelinksinternal to a network for some portion other than the enterprise border.

In support of this function, security agents should have a description of the Region and Role that the
security agent plays, relative to other security agentsin the network. This may take the form of explicit
assignment of Regions and Roles, along with the required supporting data. Region assignments can be
satisfied by providing the network address prefix for the local network that a security agent is acting in.
Role assignments may be derived from the port type on which a signaled message was received. The
actual management of security agent Region and Role descriptions is an implementation and
configuration issue.

Theintent isthat if any Region or Role bit is set in Flow-1, then the initiating security agent is requesting
that potential responding or proxy security agents should perform theindicated test. In order for an SAS
to fall within the scope of a particular security agent, both a Region test AND a Role test must be TRUE.
If all Region bits are cleared (0), no tests are performed and the Region test by default returnstrue. If any
Region bits are set, then the test returns the resulting OR of each Region test indicated. The Role test
operatesin asimilar manner: if all Role bits are cleared (0), no tests are performed and the Role test by
default returns TRUE. If any Role bits are set, then the test returns the resulting OR of each Role test
indicated.

For all flows after Flow-1 (i.e., for all flows for which the Flow Indicator is nonzero), bits 8-1 of the
Region and Role octets should be set to zero (0).

5.1.3.2.7.2.1 Region

For simplicity the Region semantics are always interpreted relative to an ATM User initiating security
agent. This meansthat the Calling and Called Party IDs are the reference for determining the intended
Region of a particular SSIE SAS.

L ocal Test
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When the Local bit is set (1) in the Scope field, the security agent tests the Calling Party Address against
the security agent’slocal network prefix. If there isa match, then the SSIE SAS falls within the scope of
this security agent and the Local Test returns TRUE.

If thetest fails, and the L ocal bit isthe only Region bit set within the SAS, then the Security Agent (SA)
performing the test has the option, based on its security policy, of declaring the call in error, removing the
SAS, or allowing the SAStoremain in the SSIE. If the SA deemsthat the call isin error, the call is
cleared and an appropriate error cause code is returned.

If the Calling Party Addressis not available, the test cannot be performed, and as aresult, the Region test
returns TRUE.

Remote Test

When the Remote bit is set (1) in the Scope field, the security agent compares the Called Party Addressto
the security agent’slocal network prefix. If they are in the same network then the SSIE SAS falls within
the scope of this security agent, and the Remote Test returns TRUE.

If the Called Party Addressis not available, the test cannot be performed, and as aresult, the Remote Test
returns TRUE.

Transit Test

When the Transit bit is set (1) in the Scope field, the security agent compares both the Calling and Called
Party Addresses to the security agent’ slocal network prefix. If the SA’s prefix is neither the prefix for
the calling party nor the prefix for the called party, the Transit Test returns TRUE. For the sake of the
Transt Test, unavailable prefixes are regarded as not matching.

5.1.3.2.7.2.2 Role

A Security Agent (SA) can be located at different positions in the network, depending upon the security
policy and function that it is performing. SAs can be located at an end user device to protect or
authenticate the traffic to or from that device. In addition, SAs may be located at the border of a private
enterprise to protect or authenticate the traffic entering or leaving the enterprise. Finally, SAs may be
located at the border of a public enterprise to protect the traffic entering or leaving the public enterprise.
The actual type of interface (e.g., UNI or PNNI) that the SA ison is as relevant to a security policy asthe
logical location or function that the SA is performing. Each Security Agent should be configured with
information specifying the role(s) in which it functions. The Security Agent uses thisinformation in
performing the following Role Tests.

User Test

When the User bit is set (1) in the Scope field, the Security Agent checks whether its configured Role
information indicates it provides security for auser or end station. If it does, then the User Test returns
TRUE.

Enterprise Border (EB) Test

When the Enterprise Border bit is set (1) in the Scope field, the Security Agent checks whether its
configured Role information indicates it provides security services at the entrance or exit of an enterprise
(public or private). If it does, then the Enter prise Border Test returns TRUE.

Network/Link Test
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When the Network/Link bit is set (1) in the Scopefield, the Security Agent checks whether its configured
Role information indicates it provides security services for the linksinternal to a network or for some
portion other than the enterprise border. If it does, then the Network/Link Test returns TRUE.

Examples of the use of the Role bit are provided below. All bits are set to zero except where noted:

1. Policy may require that this security service be performed end to end. Targeting a security agent at the
destination end user device: Remote=1, User = 1.

2. Policy may requirethat all callsleaving the local enterprise be authenticated. Targeting a security
agent at the local enterprise border: Local =1, EB = 1.

3. Policy may requirethat a private enterprise authenticates calls to the public carrier network or that a
public carrier authenticates to another public carrier. Targeting a call to the public carrier network:
Transit =1, EB =1.

4. An end station may need to request security services from a proxy SA acting on behalf of the user.
Targeting a security exchange with the local proxy SA: Local = 1, User = 1.

5. A node may request security services from the next node in the network. Targeting a security
exchange with the next node: Local =1, N/L = 1.

6. Theinitiating SA may not know which type of responding SA will processthe call. In this case:
Remote=1, User =1, EB=1, N/L = 1.

5.1.3.2.7.3 Relative ID Security Peer Specification

The previous methods are used by the initiating security agent to specify the intended responding security
agent at the time of security service initiation, i.e. when the Flow Indicator is zero (0). During this flow,
the security service association is bound to the Security Association. This processis described in detail in
the next section. For all subsequent flows, the Relative ID is used exclusively as the indicator that a
Security Agent should process a particular SAS. For all flows after Flow-1 (i.e., for all flows for which the
Flow Indicator is not zero) bits 8-1 of the Region and Role octets should be coded as zero (0).

5.1.3.2.8 Relative Identifier

The Relative Identifier provides Security Association Identification and explicit Security Association
Section ordering. Theformat of thisfield isindicated below

Bits
8 7 6 5 4 3 2 1 Octet
Relative ID
Security Association ID 5.6
SAS Number \ Reserved 5.7

Security Association ID (Octet 5.6.)

This octet represents the Security Association Identifier to which this Security
Association Section applies.

SAS Number (Bits 8-5 Octet 5.7.)

Thisfield provides precedence order for SASswithin an SSIE. Thisis used to provide
explicit ordering of multiple SASsthat areinvolved in the establishment of the same
security association.
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Reserved (Bits 4-1 Octet 5.7.)
Thisfield isreserved for future use and shall be encoded to al zeros (0).

A security service is generally managed through the establishment of a security service association
between two security agents. If there are more than two security agents that are active on asingle VC,
thereis a need to support multiple security associations within agiven VC. If apair of security agentsis
providing multiple security services, multiple security associations may be supported on the VC.

The Relative ID is used to identify the security association to which a SSIE SAS belongs, and to provide a
means of specifying the order in which SSIE SASswill be processed within that association. The
procedures developed for processing the Relative ID provide the mechanisms needed to support multiple
nested security serviceson asingle VC.

The Rdlative ID is divided into two fields, the Security Association ID and the SAS Number. Relative ID
numbers are assigned by initiating security agents, and SHALL NOT be modified by any other security
agents along the VC.

Once established, the Security Association ID is used by each security agent throughout the life of the VC.

As aFlow-1 message proceeds through the network, when an initiating security agent wants to establish a
security association with a responding security agent, it must allocate a Security Association 1D for
thatassociation. Each SSIE SASthat is used to support this new security association will share the same
Security Association ID. With 8 bits available for the Security Association 1D, the greatest nesting depth
of security associations possible is 256.

To allocate a new Security Association ID, the security agent scans all existing SSIE SASs, and notes the
largest Security Association ID. If no SSIE SASs exist, then the Security Association ID is zero (0).
Otherwise, the new Security Association ID for this serviceis one plus the largest value of all existing
Security Association IDs. Thisis an 8-bit unsigned ADD operation. If, asaresult of this ADD operation,
the new Security Association ID is zero (0), then a processing error has occurred, and the call must fail,
with an appropriate error cause code.

Receiving security agents process SSIE SASs based on the SASS' 12-hit Relative ID, in descending order.
If the initiating security agent requires explicit ordering of security SASs by the responding security agent,
then the SASs must be numbered to reflect that ordering precedence. The 4-bit SAS Number field is used
for this purpose. This limits the total number of strictly ordered SSIE SASs per security service to sixteen
(16). If order isnot arequirement, then the SSIE SASs can share the same SAS number. If ordering is
not required then the number of SASs per security serviceis unlimited. Combinations of ordered and
unordered SSIE SASs can be accommodated using this convention.

Receiving security agents consider the SASs with the highest Security Association ID, and determine
whether or not their scope field indicates that the SA should process these SASs. If the scope indicates
that these should be processed by this SA, they are processed in decreasing order of Relative ID and then
the scope of the SASs with the next highest Security Association ID is checked. When the scope of the
SAS with the highest remaining Security Association ID indicates that this SA should not process these
SASsg, all remaining SASs are not processed by this SA. If some but not all of the SASs with the same
Security Association ID have a scope that matches this SA, thisisan error.

If the security association requires further processing, such aswhen using the Security Message Exchange
Protocol’s 2-Flow and 3-Flow methods, the Security Association ID is used in subsequent SSIE SASsto
reference the peer security association.
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5.1.3.2.9 Target Security Agent Identifier

This optional octet group is the explicit security agent identifier of the target security agent for this
specific SAS. Thisgroup isincluded only when the Explicit bit is set and all other bits are zeroed in the
Scopefield (Octets 5.4 and 5.5). This octet group may contain one of the Security Agent Identifiers
defined in Section 7.1: Initiator Distinguished Name, Responder Distinguished Name, or Security Agent
Distinguished Name. If thereis a Responder Distinguished Name in the SAS, then it is used in the target
security agent ID. Otherwise the Security Agent Disgtinguished Name is used.

5.1.3.2.10 Security Service Data Section

This section defines the format of the Security Service Data Section of the SAS. The Security Service
Data Section may contain either a security message exchange data section or |abel-based access control
section. Each of these data sectionsis composed of various octet groups which are specified in detail in
Section 7 of this specification.

5.1.3.2.10.1 Security Message Exchange Data Section

When signaling-based transport is used, this section is required, otherwise this section is optional.

The sections contained in the Security Message Exchange Data Section after the identifier octet are all
optional and, if present, may be included in any order, each not more than once.

Bits

8 7 6 5 4 3 2 1 Octet(s)

0 0 1 0 0 1 X X

SME Type 5.9
Security Message Exchange Format Identifier

Security Agent Identification Section 5.9.1 etc
Security Service Specification Section 5.9.2 etc
Confidentiality Section 5.9.3 etc
Authentication Section 5.9.4 etc

Security M essage Exchange For mat Identifier (Octet 5.9)

8 7654321 Meaning

00100100 SMEProtocol type unspecified

00100101 TwoWaySecurity ExchangeProtocol, Flow-2 is optional
00100110 TwoWaySecurity ExchangeProtocol, Flow-2 isrequired
00100111 ThreeWay Security Exchange Protocol

Security Agent Identification Section (Octet 5.9.1 etc.)

This section contains up to two octet groups that provide the identity of the agent(s)
involved in the security exchange. The octet groups that can appear in this section are
described in detail in Section 7.1.

Security Service Specification Section (Octet 5.9.2 etc.)

This section contains octet groups that provide the security negotiation parameters that
are used in the Security Message Exchange Protocol, and is described in detail in
Section 7.2.
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Confidentiality Section (Octet 5.9.3 etc.)

The Confidentiality Section is described in detail in Section 7.3.
Authentication Section (Octet 5.9.4 etc.)

The Authentication Section is described in detail in Section 7.4.

5.1.3.2.10.2 Label Based Access Control Section

Label Based Access Control isa uni-directional security service whereby an initiating ATM security agent
provides an access control label from which other security agents can make ATM level access control
decisions. Access control labelswill generally be limited to aregion within which the label has
significance. Any security agent processing a Flow-1 or Flow-2 message can make an access control
decision based on the contents of the label. Because of this, the label is generally not discarded by the
security agent that inspects the label. The SSIE is used to transport security labelsin signaling or in band.

Bits
8 7 6 5 4 3 2 1 Octet(s)
0 0 1 0 1 0 0 0
Label Identifier 59
Label Length 59.1
Label Type 59.2
L abel-Specific Data 5.9.3 etc.

Label Length (Octet 5.9.1)

This octet indicates the length of the Label-Specific Data. It can be any valuein the
range from 0 to 255.

Label Type (Octet 5.9.2)
0000 0001 FIPS 188
This octet group indicates the security label for the connection in the FIPS 188 format.

L abel-Specific Data (Octets 5.9.3, etc.)
0 FIPS 188 Coding Details[11]

5.1.4 Message Exchange within Signaling

This section describes the signaling support for the security message exchange protocols in point-to-point
and point-to-multipoint connections using UNI v4.0 [3] [4], PNNI v1.0 [5], or AINI v1.0[6].
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5.1.4.1 Point-to-Point Connections

Calling Cdled
User A Network User B

FLOWI-2WE & SETUP

FLOWI-2WE & (Network equivalent of) SETUP |

FLOWI-2WE & SETUP

»

FLOWZ-2WE & CONNECT]

J¢ FLOW2:2WE & (Network equivalent of) CONNECT
J FLOW2-2WE & CONNECT

Figure 22: Point-to-Point Signaling Support for Two-Way Security M essage Exchange.

Figure 22 shows the signaling support for the two-way security message exchange protocol in point-to-
point connections. (Note: signaling support for the three-way security message exchange protocol is not
provided in this specification.)

At the UNI interface, FLOW1-2WE is carried in the SETUP message and FLOW?2-2WE is carried in the
CONNECT message.

At the PNNI, AINI, and B-ICI interfaces, FLOW1-2WE is carried in the network equivalent of the UNI
SETUP message and FLOW2-2WE is carried in the network equivalent of the UNI CONNECT message.

5.1.4.2 Point-to-Multipoint Connections
The signaling procedures for point-to-multipoint call establishment are described in ATM Forum UNI 4.0
[3] signaling and ITU Q.2971 [25].
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Callin Called

UserAg Network X User CI f
ent leaf

{rpot} { subsequ 1

FLOW1-2WE & ADD PARTY

FLOWI1-2WE & SETUP/
ADD PARTY

FLOW1-2WE & (Network equiv. of) SETUP/ADD PARTY

»*
FLOW2-2WE & CONNECT/
ADD PARTY ACK

I FLOW2-2WE & (Network equiv. of) CONNECT/AddPartyAcH

J:LOWZ-ZWE & ADD PARTY ACK

- — — — — — — — — Connection Established @ — — — — — — — — — )

Figure 23: Point to Multipoint Signaling Support for Two-Way Security M essage Exchange for
Subsequent L eaf Setup.

The connection setup for thefirst party (leaf) in point-to-multipoint connections is the same as the
connection setup in point-to-point connections. So, the two-way security message exchange protocol is
supported the same way as in point-to-point connections.

The connection setup for the subsequent parties (leaves) is supported with the two-way security message
exchange.

Figure 23 shows the signaling support for the two-way security message exchange protocol when setting
up subsequent parties (leaves).

At the UNI interface on the calling side, FLOW1-2WE is carried in the ADD PARTY message and
FLOW?2-2WE is carried in the ADD PARTY ACK message.

At the UNI interface on the called side, FLOW1-2WE is carried in the SETUP message and FLOW?2-2WE
iscarried in the CONNECT message.

At the PNNI and AINI interfaces, FLOW1-2WE is carried in the network equivalent of the UNI ADD
PARTY message and FLOW2-2WE is carried in the network equivalent of the UNI CONNECT message.

5.1.4.3 Leaf Initiated Join Capability

The signaling procedures for leaf initiated join capability are described in Section 6.0 of ATM Forum UNI
Signaling 4.0 [3].

There are two modes of operation associated with the leaf initiated join capability: root prompted join and
leaf prompted join without root notification. The first SETUP message from the root will indicate whether
thisisthe root prompted join or leaf prompted join without root notification.
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5.1.4.3.1 Root Prompted Join

In this mode of operation, the root of the connection handles the L1J request. The root adds |leaves to or
removes leaves from a new or established connection using the point-to-multipoint procedures. This type
of connection isreferred to asaroot L1J connection.

In this mode of operation, since the addition (or removal) of aleaf is handled by the root, the point-to-
multipoint security procedures described above still apply and no additional enhancement is needed.

5.1.4.3.2 Leaf Prompted Join without Root Notification

In this mode of operation, if the leaf’ s request is for an existing connection, the network handles the
request. Theroot is not notified when aleaf is added to or dropped from the connection. This type of
connection isreferred to as a network LIJ connection.

In this mode of operation, since the addition (or removal) of aleaf is not handled by the root, the current
point-to-multipoint security procedures described above do not apply. Support for this mode of operation
is outside the scope of this specification.

5.1.4.4 Security Agent Procedures for Signaling-Based Message Exchange
5.1.4.4.1 General Procedures
The general security procedures shall apply for all procedures defined in Section 5.1.4.4.

Refer to Section 1.3 for definition of “ Security Agent,” and to Section 2.3 for definitions of SAgre, €tC.

The SAg shall set the Pass Along indicator [5] to one, so those PNNI nodes that do not implement a SA
along the path of the VC will pass the SSIE to the next node. The IE Action Indicator in the IE
Instruction Field of the SSIE shall be set to 001 “Discard Information Element and Proceed.” It is
recommended that Security Agents be capable of handling the status report generated from the value 010
“Discard Information Element, Proceed and Report Status.” Loss of the SSIE will be noted in the
CONNECT message so that appropriate security policy actions can be invoked.

Security Association Sections (SASs) within the SSIE are processed as “atomic” entities, and so are
processed to completion prior to processing of subsequent SASs.

Security agents, when modifying information elements in the signaled message, shall conform to the
procedures that govern the format and behavior of the object information elements. Specifically, the
relevant procedures described in UNI 4.0 [3], Q.2931 [24], and Q.2971 [25] shall apply.

In the case where errors occur during processing and the security service cannot be performed or
established, the security agent shall notify signaling to clear the call, and provide a cause code and
diagnodgtic.

The following procedures describe actions taken by security agents upon receipt of a message containing
an SSIE. Version 1.1 Security Agentsignore SSIES occurring in any other message.
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5.1.4.4.2 Initiating Security Agent Procedures

5.1.4.4.2.1 Call/Connection Request

Upon receipt of a SETUP message by an initiating ATM security agent, all SSIE Security Association
Sections that are present in the signaled message are parsed and the greatest Relative ID Security
Association ID isnoted. If there are no SSIE SASs present, the greatest Relative ID is zero.

Based on the security service that the security agent is to provide, the initiating security agent generates
the appropriate Security Association Sections (SAS) for inclusion in the message, providing all mandatory
fields that may be required. Theinitiating SA will ensure that:

1. TheVersion number is coded according to Section 5.1.3.2.3. All SASs generated by one security
agent and intended for the same destination security agent shall be coded with the same Version
number.

2. Thetransport method is chosen and indicated in the Transport Indicator field, using the guidelines
specified in Section 5.1.3.2.4 of this document.

3. TheFow Indicator is set to zero. Thisindicates that this SAS contains information for FLOW1 of the
two-way or three-way message exchange protocol .

4. If the SASisintended for only one security agent, then the Discard bit isset to 1. Generally, label-
based access control services can be intended for more than one target security agent, and so for these
services the Discar d bit may be set to zero.

5. If the security agent intendsto use an explicit Target Security Agent Identifier to identify the intended
target security agent, the Explicit Scope bit is set and an optional Tar get Security Agent Identifier
isincluded in the SAS header.

If the Target Security Agent Identifier isnot used, then an appropriate Scope description is selected to
identify the Region and Role of the intended target security agent. Details on the use of thisfield are
specified in Section 5.1.3.2.7.

6. The security agent allocates a new Security Association I D value for the security services SAS, as
described in Section 5.1.3.2.8. The Security Association ID is noted and is used to identify the
corresponding SSIE SAS in the expected CONNECT message.

7. Each Security Association Section is given a SAS Number that specifies the precedence order for
processing SASs within the same Security Association. SASswill be processed in descending order.
The order of processing SASs with the same SAS Number is undetermined.

If an SSIE does not already exist in the SETUP message, an SSIE header is prepended to the SASs that
areto be added to the message. The new SASs are then added to the signaled message accordingly.

If any error occursin processing, the security agent should return the failure condition “ Security Protocol
Processing Error” (see Section 5.1.6), with an appropriate diagnostic for the condition that generated the
error.

At this point, the message isreturned to the signaling entity.

5.1.4.4.2.2 Call/Connection Acceptance

Upon receipt of a CONNECT message by an initiating ATM security agent, all SSIE Security Association
Sections that are present in the signaled message are parsed and those SASs that have Relative ID
Security Association 1Ds that match those being supported by this security agent are processed. If there
are no SSIE SASs present that match any expected Relative ID Security Association IDs, then an error has
occurred and the security agent will return the failure condition, “Missing Required Security Information
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Element” (see Section 5.1.6). If only a partial set of expected Relative ID Security Association IDsis
present in the CONNECT message, then the initiating SA shall determineif the call should bein error.
This decision is based on the SASsreceived and the initiating SA’ s security policy.

If thereisno SSIE present then theinitiating SA shall determineif the call should bein error. This
decision is based on theinitiating SA’s security policy. If the SASs are unresolved or partially resolved,
theinitiating SA can revert to in-band message exchange to establish the security service.

The initiating security agent processes all matching SASs, in descending order based on the Relative ID.
If an error occurs during processing, the security agent will return the failure condition “ Security Protocol
Processing Failure.”

For each SAS, theinitiating security agent processes the contents of the SASto completion. If the
processing compl etes successfully, then theinitiating security agent may perform additional processing,
depending on the value of the Transport Indicator field. If the Transport Indicator is Signaling-Based
messaging, then no additional processing is performed. If the Transport Indicator is In-Band Messaging,
then theinitiating security agent performs the In-Band Security Message Exchange as outlined in Section
5.1.5. If an error occurs during extended SME processing, the security agent will return the failure
condition “ Security Protocol Processing Failure.” Upon successful completion of the extended SME, the
initiating security agent processes the next appropriate SAS.

At this point, the message isreturned to the signaling entity.

5.1.4.4.3 Responding Security Agent Procedures
5.1.4.4.3.1 Call/Connection Request

Upon receipt of a SETUP message by a security agent, if an SSIE is present, the SA follows the algorithm
in Section 5.1.3.2.8 to determine which SASs it should process as a responding security agent. All other
SASs are left unmodified.

If the SASs available for processing do not satisfy the responder’ s security policy, this responder may
either revert to in-band message exchange to establish the security service or clear the call with the failure
condition “Missing Required Information Element” (see Section 5.1.6).

If an error occurs during processing, the security agent will return the failure condition “ Security Protocol
Processing Failure.”

For each new Security Association ID number encountered in the collection of appropriate SASs, a new
security association is allocated and subsequently referenced by Security Association ID number. All
SASs with the same Security Association ID are processed within the same security association context,
and they are processed in descending order based on SAS number. SASswith identical 12-bit Relative ID
numbers are processed in undetermined order.

Each SAS s processed to completion, before processing can proceed to the next SAS.

Any subsequent flows or responses to processed SASs are held, pending the arrival of the appropriate
CONNECT message for thisVC.
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If the Discard hit in the Scope field is set (1), the security agent removes the SAS from the SSIE and
adjuststhe SSIE length. If no other SASsremain, the SSIE isremoved from the signaled message. If the
Discard hit is zero (0), the SASisretained, unmodified, in the signaled message.

At this point, the message isreturned to the signaling entity.

5.1.4.4.3.2 Call/Connection Acceptance

Upon receipt of a CONNECT message by a responding security agent, all SSIE Security Association
Sections that are present in the signaled message are parsed and the greatest Relative ID Security
Association ID isnoted. If there are no SSIE SASs present, the greatest Relative ID is zero. The security
agent determines that the Relative ID of any pending second (2) flow or response SASs are not less than
the greatest observed Relative ID in the current message. Once thisis done, the security agent builds one
or more SASs (with the Flow Indicator set to 1 to indicate a Flow-2 message), and adds or appends the
pending SASsto the SSIE. If any processing errors occur, the security agent will return an appropriate
error condition and the signaling entity will clear the call with the failure condition * Security Protocol
Processing Failure’ (see Section 5.1.6).

At this point, the message isreturned to the signaling entity.

5.1.4.5 Endpoint Requests for Security Services

An endpoint or host that does not provide security services may (as an option) request security services
from a downstream security agent as follows:

1. Insert a Security Services Information Element into the SETUP message on the signaling channdl.

2. Indicate that the SME protocol type is not specified by the requestor by setting the Security Message
Exchange Format Identifier (octet 5.9) to the “unspecified” codepoint
(“O Oﬂ).

3. Insert any combination of the following optional fields, indicating the desired service(s) and/or
algorithm(s):

- Security service declaration (Section 7.2.1),

- Data confidentiality algorithm (Section 7.2.3.1),
- Dataintegrity algorithm (Section 7.2.3.2),

- Hash algorithm (Section 7.2.3.3),

- Signature algorithm (Section 7.2.3.4),

- Key exchange agorithm (Section 7.2.3.5),

- Session key update algorithm (Section 7.2.3.6),
- Access control algorithm (Section 5.1.3.2.10.2).

Multiple algorithms may be inserted in preference order for each requested security service.
Upon receipt of such arequest, the security agent replaces the Security Services Information Element with
one of its own choosing, based on its security policy. A security agent isunder no obligation to use the

options requested by the endpoint or host. It should be noted that this processis not secure, and that a
trusted link between the endpoint and security agent is assumed.
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5.1.4.6 Acknowledgements to Endpoints Requesting Security Services
A security agent shall acknowledge a security request received from an endpoint as follows:

1. Insert a Security Services Information Element into the CONNECT message on the signaling
channel.

2. Indicate that the SME protocol type is not specified by the requestor by setting the Security Message
Exchange Format Identifier to the unspecified codepoint (“0 07).

3. Indicate which service(s) and/or algorithm(s) were negotiated by the security agents, only for those
instances where a specific request was made.

The endpoint or host would then have the option of rejecting the call if it did not get the service(s) and/or
algorithm(s) it desired. Note that protection of the path between the requestor and the SA is outside the
scope of this discussion.

5.1.5 Message Exchange within the User Plane

This section defines the procedures for performing the security message exchange protocol within the user
planevirtual circuit. These procedures apply for VCsthat are established via signaling (SVCs), aswell as
V Cs established via management (PVCs).

5.1.5.1 Security Message Exchange for Signaled Point-to-Point Connections

The in-band security message exchange protocol is a method that is suitable for exchanging security
messages between ATM entities when signaling is not available either by policy or lack of support. After
the user connection is completed successfully, the Security Agents (SAs) exchange security information
in-band over the user traffic channel. (The SAsblock the user traffic from passing between the users until
after the SAs have completed the security exchange.)

Figure 24 presents point-to-point call setup and security exchange using the hosts' user plane for a
Switched Virtual Circuit (SVC) connection.

The ATM calling user transmitting an ordinary SETUP message requesting a point-to-point connection
starts the process. The security agent determines the connection is established either by directly processing
the signaling messages in a standal one implementation, or through an indication from the signaling
function if the SA is hosted in a switch or end system. The method the security agent uses to determine
whether a connection requires security servicesisalocal issue and is not specified by this document. This
applies to both theinitiating and responding security agents. In some environments, the security services
will berequired for all connections. However, security could be applied selectively to connections between
designated hosts. The source and destination ATM addresses could be used as a means of determining to
which connections to apply security.

Oncethe ATM connection is established, the SAs perform certain security-related exchanges before either
SA allows user traffic to pass. The security exchange occurs in-band on the user connection using a
security exchange protocol and is used to perform such tasks as authentication and key exchange. In the
case of a VPC connection request, the security exchange is performed over awell-known VCI within the
VPC. This processis described in more detail below.
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Figure 24: Point-to-Point Security Exchange Using the Hosts' User Plane for SVCs.

Oncethein-band user connection is available for use by the SAs, theinitiator SA sets up a session with
the responder SA. This session is used to exchange security information.

The mechanisms used for security message exchange shall use the Security Message Exchange Protocols
described in Section 5.1.5.3 for point-to-point connections. The in-band secure message exchange will
only send those information elements that are required for the security exchange (e.g., Security Services
IE, etc.), and not the entire signaling message (i.e., SETUP message).

The initiator and responder SAs block user traffic on the specified connection from passing until the SAS
peers have completed their security exchange.
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Once the security protocol is complete (e.g., authentication, key exchange), the initiator and responder
SAs allow user planetraffic to flow (i.e., unblock user traffic).

A SA can be collocated with the end user or at a switch. For example, the internal interface to the SA
could be implemented as an application layer interface at the end user device or keyed off of signaling
messages received at a switch.

5.1.5.1.1 Details of Security Call Establishment

Before In-Band Security Message Exchange can be invoked, a bi-directional connection between the
initiating and responding users must be established. In-Band Security Messages flow over this
connection. The underlying connection need not provide assured data ddlivery. The In-Band Security
Message Exchange Protocol described in Section 5.1.5.3 hasits own assured message exchange
mechanism. The In-Band Security Message Exchange operation is independent of whether the underlying
connection provides assured or non-assured data delivery. The underlying connection must allow
messages of variable length to be sent. For these reasons, AAL5 shall be used as the data delivery service
for in-band security message exchange.

5.1.5.1.1.1 Establish Point-to-Point on Calling Side

Theinitiating security agent shall support establishment of secure point-to-point Switched Virtual Circuit
(SVC) connectionsinitiated from the calling side as follows:

Upon receipt of a SETUP message arriving on the user side, the SA shall examine the traffic parameters
contained within the message to determine whether the connection can support a full duplex SME.

If the SA determines that the requested connection is point-to-point and can support the SME, the SA
shall forward the message toward the called user.

If the SA determines that the user requested point-to-point connection and the cell rates cannot support
the SME or that the user requested a point-to-multipoint connection, the SA shall clear the call with the
the procedures given in Section 5.1.6. under “ Security Protocol Processing Error.”

Note: Alternativesto clearing the call if the connection does not support the bandwidth for in-band SME,
such as out-of-band exchange or renegotiation of traffic parameters, are outside the scope of this
specification.

Upon receipt of a CONNECT message from the called user accepting the connection (or some other
indication) the SA shall invoke the in-band security exchange protocol as specified in Section 5.1.5.3 over
the user connection and prevent the CONNECT message (or some internal indication) from being sent to
the calling user until the security exchange completes. If the connection isaVPC connection request, the
security exchange shall usethe VPI assigned for the VPC and VCI=1 (i.e., well known VCI).

Note: The SA may elect to test the traffic parameters contained in the CONNECT message to ensure that
in-band SME can be supported.

Upon completion of the in-band security exchange protocol indicating that the exchange compl eted
successfully, theinitiator SA shall unblock the ATM connection, allowing user cells to flow, and forward
the CONNECT message over the user side interface. If the security exchange is deemed unsuccessful by
theinitiator SA, the SA shall request that the ATM connection be cleared. After the connection is cleared,
the End User may attempt to retry the connection establishment.
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5.1.5.1.1.2 Establish Point to Point on Called Side

The responding SA shall support establishment of secure point-to-point Switched Virtual Circuit (SVC)
connectionsinitiated from the called side as follows:

Upon indication that an inbound connection request has been received on the Network side, i.e., a SETUP
message, the SA shall relay the SETUP message to the user side and wait for the associated CONNECT

message.

The SA shall assure that any traffic received on the user side associated with the connection request will
be blocked until the security exchange has completed successfully.

After receipt of an indication that the CONNECT message has been received from the called user
accepting the connection, the SA shall allow the CONNECT message to be forwarded to the network side
and wait for thein-band security exchange protocol to be invoked over the user connection. If thisisa
VPC connection request, the SA security exchange shall use the VPI for the VPC and VCI=1 (i.e., well
known VCI).

Upon compl etion of the in-band security exchange protocol indicating that the exchange compl eted
successfully, the responder SA shall unblock the ATM connection, allowing user cdlsto flow. If the
security exchange is deemed unsuccessful by the responder SA, it shall request that the connection be
cleared. After the connection is cleared, the End User may attempt to retry the connection establishment.

5.1.5.2 Security Message Exchange for Permanent Point-to-Point Connections

The basic premise of this approach is to simplify and strengthen “secure” PV C provisioning. After the
user connection is completed successfully, the security agents exchange security information in-band over
the user traffic channel. (The SAsblock the user traffic from passing between the users until after the
SAs have compl eted the security exchange.)

Figure 25 presents point-to-point call setup and security exchange using the hosts' user plane for aPvVC
connection.

The process is started by an administrative (e.g., Network Manager) provisioning of a point-to-point
connection. If the host requires security services, a security agent (SA) must be notified of the connection
reguest. This can also be accomplished administratively. Each SA must also be told whether it isthe
initiator or responder of the security exchange.

The SAs perform certain security-related exchanges before either SA allows user traffic to pass. The
security exchange occurs in-band on the user connection using a security exchange protocol and is used to
perform such tasks as authentication and key exchange. In the case of a VPC connection request, the
security exchange is performed over awell-known VCI within the VPC. This processis described in more
detail below.
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Figure 25: Point-to-Point Security Exchange using the Hosts' User Plane for PVCs.

Oncethein-band user connection is available for use by the SAs, the initiator SA sets up a session with
the responder SA. This session is used to exchange security information.

The mechanisms used for security message exchange shall use the Security Message Exchange Protocols
described in Section 5.1.5.3 for point-to-point connections (the same as used for SV C in-band exchange).
The in-band secure message exchange will only send those information e ements that are required for the
security exchange (e.g., Security Services | E, etc.), and not the entire signaling message (i.e. SETUP
message).

Theinitiator and responder SA block user traffic on the specified connection from passing through it until
the SA peers have completed their security exchange.

Once the security exchange is complete (e.g., authentication, key exchange), the initiator and responder
SAs allow user planetraffic to flow (i.e., unblock user traffic).
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A SA can be collocated with the end user or at a switch.

5.1.5.2.1 Details of Secure Call Provisioning for PVCs

Before the In-Band Security Message Exchange can be invoked, a bi-directional connection between the
initiating and responding users must be established. In-Band Security Messages flow over this
connection. The underlying connection need not provide assured data ddlivery. The In-Band Security
Message Exchange Protocol described in Section 5.1.5.3 hasits own assured message exchange
mechanism. The In-Band Security Message Exchange operation is independent of whether the underlying
connection provides assured or non-assured data delivery. The underlying connection must allow
messages of variable length to be sent. For these reasons, AAL5 shall be used as the data delivery service
for in-band security message exchange.

5.1.5.2.1.1 Establish Point-to-Point on Initiator Side

Theinitiating security agent shall support establishment of secure point-to-point Permanent Virtua
Circuit (PVC) connections (initiator side) as follows:

Upon noatification that a connection is requesting security services, the SA shall assure that any traffic
received associated with the connection request will be blocked until the security exchange has completed
successfully. The SA must also be notified that it is to function as theinitiator.

Once the SA has been natified of the secure connection request and its SA function (i.e., Initiator) the SA
shall invoke the in-band security exchange protocol over the user connection. If thisis aVPC connection
reguest, the security exchange shall usethe VPI of the VPC requested and VCI=1.

If the protocol fails, the SA shall terminate its current attempt to secure the PV C (the user traffic will
continue to be blocked).

Upon compl etion of the in-band security exchange protocol indicating that the exchange compl eted
successfully, the initiator SA shall request that the traffic associated with the connection be unblocked. If
the security exchange is deemed unsuccessful by the initiator SA, the SA shall terminate its current
attempt to secure the PV C (the user traffic will continue to be blocked).

5.1.5.2.1.2 Establish Point-to-Point on Responder Side

Theresponding SA shall support establishment of secure point-to-point Permanent Virtual Circuit (PVC)
connections as follows:

Upon noatification that a connection is requesting security services, the SA shall assure that any traffic
received associated with the connection request will be blocked until the security exchange has completed
successfully. The SA must also be notified that it is to function as the responder.

Once the SA has been naotified of the secure connection request and its SA function (i.e., Responder) the
SA shall wait for the in-band security exchange protocol to be invoked by the Initiator over the user
connection and start a PVC Wait timer (P_Wait). If thisisa VPC connection request, the SA security
exchange shall use the VPI of the VPC being requested and VVCI=1. (Note that the use of VCI=1 for in-
band security message exchange is temporary, and that VCI=1 is available to other functions once the in-
band SME protocol successfully completes.)
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If the P_Wait timer expires, or if the protocal fails, the SA shall terminate its current attempt to secure the
PV C (the user traffic will continue to be blocked). Thistimer is canceled at completion of the security
exchange, or if the connection is cleared. The value of P_Wait is defined in Section 5.1.5.3.5, Table 7.

Upon compl etion of the in-band security exchange protocol indicating that the exchange compl eted
successfully, the responder SA shall request that the traffic associated with the connection be unblocked. If
the security exchange is deemed unsuccessful by the responder SA, the SA shall terminate its current
attempt to secure the PV C (the user traffic will continue to be blocked).

5.1.5.3 In-Band Security Message Exchange Protocol

When the three-way security message exchange protocol as described in Section 5.1.1.1 isused (only for
in-band messaging), two messages (in addition to Flow-1, Flow-2, and Flow-3) are defined: CONFIRM-
AP and FAULT. Note that these two messages can only be sent once and are not cryptographically
secured.

CONFIRM-AP: The Responder sends this message to the Initiator in reply to a Flow-3 message. When
the Initiator receives CONFIRM-AP, it concludes that the Responder received Flow-3 and the protocol
completed successfully. This messageis an integral part of the three-way security message exchange
procedure because its purpose is to provide notification to the Initiator (i.e., the calling user) that the
Responder received the Flow-3 and the Initiator may begin transmitting data.

FAULT: In error scenarios, this message is used to carry cause data (identifying the error) from the
partner that detected the error to the other remote partner.

(The format of these messagesis defined below in Section 5.1.5.3.2.)
5.1.5.3.1 Protocol Procedures
Thefollowing isatextual description of the in-band security message exchange protocol procedures

contained in the finite state machine tables of Section 6. If any discrepancies exist between the following
text and the FSM tablesin Section 6, the FSM tables shall take precedence.

Figure 26 shows the normal processing at the Initiator.
AALS shall be used for transport of in-band security message exchange protocol messages.

The Initiator starts the message exchange process by sending a Flow-1 message, starting timer T100, and
keeping track of the number of times Flow-1 has been sent by using variable I-Flow1-Retry-Count. If a
Flow-2 message in reply to the Flow-1 message is not received before the expiry of T100, the Flow-1
message is retransmitted and timer T100 restarted.

The Initiator increases its retry counter, |-Flowl-Retry-Count, each time it sends (or resends) the Flow-1
message. If T100 expires when I-Flow1-Retry-Count is greater than I-MAX-FLOW1-RETRY the message
exchangefails.

If the Initiator receives a Flow-2 message that isinvalid, the message exchange fails.

If the Initiator receives avalid Flow-2 message, it stopstimer T100, startstimer T101, and sends a Flow-3
message to the Responder.
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Figure 26: Protocol Procedure at the Initiator.

The Initiator assumes that the message exchange is successful when a CONFIRM-AP message is received.
However, if a Flow-2 messageis received before T101 expires or before a CONFIRM-AP messageis
received, it resends a Flow-3 message by concluding that the received Flow-2 message is an indication
that the Flow-3 it sent earlier has not reached the Responder. The Initiator continues this behavior until
T101 expires, or a CONFIRM-AP message is received, whichever isearlier.

The Initiator concludes that the protocol completed successfully as soon as a CONFIRM-AP message is
received.

The Initiator concludes that the message exchange failed if T101 expires.

Figure 27 shows the normal processing at the Responder.
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Figure 27: Protocol Procedure at the Responder .

The Responder waits until it receives a Flow-1 message. If the Flow-1 message is not valid, the message
exchangefails.

If the Responder receives avalid Flow-1 message, it starts timer T102, sends a Flow-2 message, and keeps
track of the number of times Flow-2 has been sent in variable R-Flow2-Retry-Count. If a Flow-3 message
in reply to the Flow-2 message is not received before the expiry of T102, the Flow-2 messageis
retransmitted and timer T102 restarted.

The Responder increases its retry counter, R-Flow2-Retry-Count, each time it sends (or resends) the Flow-
2 message. If T102 expires when R-Flow2-Retry-Count is greater than R-MAX-FLOW2-RETRY the
message exchange fails.

If the Responder receives a Flow-3 message that isinvalid, the message exchange fails.

If the Responder receives avalid Flow-3 message, the message exchange is successful. The Responder
sends a CONFIRM-AP message to the Initiator so that the Initiator can conclude that the protocol
concluded successfully.

5.1.5.3.2 General Message Format and Message Field Coding

Within the In-Band Security Message Exchange Protocol, every message shall consist of the following
parts:

1. Messagetype,
2. Message length,
3. Variablelength fields, as required.
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Fields 1 and 2 are common to all of the messages and shall always be present, while field 3 is specific to
each message type. Thisorganization isillustrated in Figure 28.

Message type 1
Message length 2
Message length (continued) 3
Variable length information elements | 4,
as required etc.

Figure 28: General Message Organization.

5.1.5.3.2.1 Message Type

The purpose of the message type is to identify the function of the message being sent. The message typeis
thefirst part of every message. The message type is coded as shown in Figure 29.

8 7 6 5 4 3 2 1 Octes

Message Type 1

Figure 29: Message Type.

Message Type (Octet 1)
Bits Meaning
8 765 4 3 21
001 - - - - -| In-band security message
0010 0 0 0 1| FLOWI1-3WE
0010 0 0 1 0| FLOW2-3WE
0010 0 0 1 1| FLOWS3-3WE
0011 0 0 0 1| CONFIRM-AP
0011 0 0 1 O| FAULT

Note - Although these message types are for in-band messages only, the codepoints were chosen so as not
to overlap with the signaling codepoints for message type.

5.1.5.3.2.2 Message Length

The purpose of the message length is to identify the length of the contents of a message. It isthe binary
coding of the number of octets of the message contents, excluding the octets used for “message type’ and
for the message length indicator itself.

The message length is the second field of every message. The message length is a 16-bit value, coded as
shown in Figure 30.

8 7 6 5 4 3 2 1 Octes

Message length 1

Message length (continued) 2

Figure 30: Message Length.
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5.1.5.3.2.3 Variable Length Information Elements

5.1.5.3.2.3.1 Security Services Information Element

The Security Services Information Element (SSIE) is defined in Section 5.1.3 of this specification. When
in-band messaging is used, the SME Flow Indicator in the SSIE, defined in section 5.1.3.2.5, shall be
ignored.

5.1.5.3.2.3.2 Cause Information Element

The Cause information e ement format defined in Q.2931 [24] shall be used for transporting cause codes
within the context of the In-Band Message Exchange Protocol. Refer to Section 5.1.5.3.6 for cause
values.

5.1.5.3.3 Message Contents for In-Band SME Messages

5.1.5.3.3.1 Flow 1-3WE

This message is sent from the initiator to the responder to initiate the three-way security message
exchange.

Message Type: Flow1-3WE

Field or Information Reference Length
Element

Message Type Section 5.1.5.3.2.1 1
Message Length Section 5.1.5.3.2.2 2
Security Services Section 5.1.3 12 -
Information Element 65535

5.1.5.3.3.2 Flow2-3WE
This message is sent from the responder to the initiator in response to Flow1-3WE.

Message Type: Flow2-3WE

Field or Information Reference Length
Element

Message Type Section 5.1.5.3.2.1 1
Message Length Section 5.1.5.3.2.2 2
Security Services Section 5.1.3 12 -
Information Element 65535

5.1.5.3.3.3 FLOWRS3-3WE
This message is sent from the initiator to the responder in response to FLOW2-3WE.
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Message Type: FLOW3-3WE

Field or Information Reference Length
Element

Message Type Section 5.1.5.3.2.1 1
Message Length Section 5.1.5.3.2.2 2
Security Services Section 5.1.3 12 -
Information Element 65535

5.1.5.3.3.4 CONFIRM-AP

This message is sent from the responder to the initiator in response to FLOW3-3WE. When theinitiator
receives the CONFIRM-AP message, it concludes that the responder received FLOW3-3WE and the
protocol completed successfully. This message isan integral part of the three-way security message
exchange procedure because its purpose is to provide notification to the initiator (i.e., calling user) that the
responder received the Flow-3 and the initiator may begin transmitting data.

Message Type: CONFIRM-AP

Field or Information Reference Length
Element

Message Type Section 5.1.5.3.2.1 1
Message Length Section 5.1.5.3.2.2 2

5.1.5.3.3.5 Fault

In error scenarios, this messageis used to carry cause data (identifying the error) from the partner that
detected the error to the other remote partner.

Message Type: FAULT

Field or Information Reference Length
Element

Message Type Section 5.1.5.3.2.1 1
Message Length Section 5.1.5.3.2.2 2
Cause Refer t0 Q.2931 [24] 4-34

5.1.5.3.4 Timer Definitions

Thefollowing is a description of the timers that are used for the in-band operation of the three-way
security message exchange protocol. The values of these timers can be found in Section 5.1.5.3.5, Table 7.

1. T100: Thistimer isused by the Initiator of the protocol to determine whether it needs to resend Flow-
1 to the Responder. Thetimer is started when the Initiator sends Flow-1. If the Initiator has not
received Flow-2 before the timer expires, then the Initiator resends Flow-1 and starts the timer again.
Thetimer is stopped when a Flow-2 message is received.

2. T101: Thistimer isused by the Initiator of the protocol to ensure that it iswaiting aslong asthe
Responder is present and is potentially resending Flow-2 to indicate that the partner has not received
Flow-3 from the Initiator. The timer is started the first time the Initiator sends Flow-3. Aslong asthis
timer has not expired, the receipt of Flow-2 triggers the sending of Flow-3.

3. T102: Thistimer is used by the Responder in the protocol to determine whether it needs to resend
Flow-2 to the Initiator. The timer is started when the Responder sends Flow-2. If the Responder has
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not received Flow-3 before the timer expires, then the Responder resends Flow-2 to the Initiator and
starts the timer again. The timer is stopped when a Flow-3 message is received.

Thefollowing variables (retry counters) are used in conjunction with the timers used in the protocol.

1. I-Flowl-Retry-Count: Thisvariableis used in conjunction with timer T100 by the Initiator of the
protocol and counts the number of times that Flow-1 has been sent. Flow-1 may be sent up to a
maximum of I-MAX-FLOW1-RETRY times.

2. R-FLOW2-Retry-Count: Thisvariable isused in conjunction with timer T102 by the Responder in the
protocol and counts the number of times that Flow-2 has been sent. Flow-2 may be sent up to a
maximum of R-MAX-FLOW2-RETRY times.

Thefollowing is a description of the constants that are used in conjunction with the retry counter variables
used in the protocol. The values of these constants can be found in Section 5.1.5.3.5, Table 8.

1. I-MAX-FLOW1-RETRY: This constant indicates the maximum number of times that the Initiator
may try to resend Flow-1 to the Responder.

2. R-MAX-FLOWZ2-RETRY: This constant indicates the maximum number of times that the Responder
may try to resend Flow-2 to the Initiator.

5.1.5.3.5 Timer Values

The protocols for in-band (user plane-based) security message exchange use a number of timersin their
procedures. Thesetimers, and their values, are summarized in Table 7:

Table 7: Timersfor In-Band Security M essage Exchange.

Timer Name Timer Value
P_Wait 600 seconds
T100 3 seconds
T101 9 seconds
T102 3 seconds

In addition, the in-band security message exchange protocols use a number of constants. These constants
and their values are summarized in Table 8.

Table 8: Constant Valuesfor In-Band Security M essage Exchange.
Constant Name Constant Value
|_MAX FLOW1 RETRY |2
R MAX_FLOW2 RETRY |2

5.1.5.3.6 Protocol Error Handling

Detailed error handling procedures are implementation dependent. However, capabilities facilitating the
orderly treatment of error conditions provided for in this section shall be provided in each
implementation.

When the Initiator or Responder detects an error, it sends a FAULT message to its partner to report the
error, entersthe failed state, and aborts. All errors are defined to be unrecoverable errors. The protocol
aborts upon sending or receiving a FAULT message.
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For SVC-initiated callsin the failed state, the security agent shall clear thecall. Error recovery for PVC
initiated callsis implementation specific.

A “Causg’ information element describes the reason for an error and provides diagnostic information.
Thisinformation element is carried in the FAULT message. The Cause information e ement may be
repeated in a FAULT message.

The following cause codes are defined.

In-Band M essage Exchange Cause Codes
Number M eaning
21 call regjected (Note 1)
47 resource unavailable
63 service or option not available
96 mandatory information element missing
97 message type non-existent or not implemented
100 invalid information e ement contents
102 recovery on timer expiry
111 protocol error, unspecified
Note 1:

An indication of the security protocol failure shall beincluded in the Diagnostics field of the Cause |IE
when the cause value = “#21, call rgjected.” Thisindication shall be the regjection reason “ security
exception” as defined in [4].

5.1.6 Security Information Exchange Error Processing
The following text applies when security message exchange occursin signaling, in-band, or both.

When errors occur in establishing or maintaining a security service on a specific VC, the VC must be put
into a state where User Data transport is not supported. For establishing or established VCsthisis
accomplished by clearing the call. When clearing a call based on failure of a security agent to establish or
maintain a security service, an appropriate Cause code will be chosen by the security agent that isinvolved
with the fault, and a diagnostic is provided that provides adequate information for the peer security agent
to understand the nature of the fault condition.

Security diagnostics are specific to the types of error conditions that can happen within a security agent
and are limited to 28 octets in length. The amount of information that is disclosed in a security agent
diagnostic may have a security impact, and as such each diagnostic has a mandatory section and optional
sections that provide more detail on the condition that generated the error.

1. Missing Required Security Information Element.
When this error condition occurs, the call is cleared with Cause code # 96 “Mandatory
Information Element Missing” (see Q.2931 [24]), and the diagnostic will be at most 28 octets of
avalid SSIE. A 4-octet SSIE header is mandatory. Optionally, the diagnostic can contain valid
SAS segments that will declare to the originator the type of security service that is required by the
security agent. When providing SASs, the security agent can use existing fields to provide
additional information, such as the security agent’ sregion and role bits.
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2. Security Protocol Processing Error.
When this error condition occurs, the call is cleared with Cause code #21 “Call Rejected.” See
Q.2931 [24] for the Cause Information Element format. The diagnostic will be at most 28 octets
of avalid SSIE. A 4-octet SSIE header is mandatory. Optionally, the diagnaostic can contain
valid SAS segments which will indicate which SAS was being acted on when the processing
error occurred. The SAS may include the Relative ID of the SAS that generated the error.

3. Security Policy Violation.
When this error condition occurs, the call is cleared with Cause code #21 “Call Rejected.” See
Q.2931 [24] for the Cause Information Element format. The diagnostic will be at most 28 octets
of avalid SSIE. Thisdiagnostic should contain valid SAS segments which indicate the service
that is not allowable based on the security policy that was violated. The SAS may include the
Relative ID of the SAS that generated the error.

Reporting this specific error condition is optional, aslocal policy may want to minimize the amount of
information disclosed when a security error occurs. When reporting this specific error condition is not
possible, a general “Security Protocol Processing Error” should be reported.

5.1.7 Security OAM Cells

5.1.7.1 OQverview of ATM Layer OAM Cell Flows

At the ATM layer, two OAM flows are defined: F4 (virtual path level) and F5 (virtual channd level),
which are used for the operation and maintenance of connections. F4 flow isfor virtual path connections
(VPCs) and F5 flow isfor virtual channel connections (VCCs). F4 and F5 flows are for al types of ATM
connections. At the ATM layer, the F4 and F5 flows are carried via OAM cells. F4 and F5 flows are bi-
directional. In all cases, OAM cdl flows must conform to the traffic contract for their respective
VCC/VPCs. A detailed description of OAM flows and functionsis given in [23].

Note: These mechanismsrely on sufficient bandwidth to sustain OAM cell flows. If sufficient bandwidth
isnot provided, loss or corruption of user data can occur, and errors may arise in the security mechanism
itself.

Table 9: OAM Cell Type and Function Identifiers.

OAM Céll Type Codepoint Function Type Codepoint
Fault management 0001 AIS 0000
RDI 0001
Continuity check 0100
L oopback 1000
Per for mance management 0010 Forward monitoring 0000
Backward monitoring 0001
Monitoring & reporting 0010
Activation/Deactivation 1000 Perfor mance monitoring 0000
Continuity check 0001
System management 1111 Security —non-real-time 0001
Security —real-time 0010

The OAM cdl formatsfor ATM layer OAM flows are shown in Figure 31. The OAM cdll type (4-hit)
field indicates the type of management function performed by the OAM cdll. Currently, four OAM types
are defined: fault management, performance management, activation/deactivation, and system
management. The function type (4-bit) field indicates the function performed by the OAM cell within
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thecdll type. Table 9 shows the codepoints assigned for the OAM cdll type field and the function type
field. The function specific field (45 octets) carries the information related to the actual function of the
OAM flow. Thereserved (6-hit) field is not used and left for future use. The error detection code (EDC)
field carries a CRC-10 error detection code computed over the cell data payload.

51711 FA4Flow of OAM Cells

Thevirtual path connection (VPC) operational information is carried via the F4 flow OAM célls. There
are two types of F4 flows: end-to-end F4 flow and segment F4 flow. End-to-end F4 flows are terminated at
the endpoints of a VPC and segment F4 flows are terminated at the connecting points terminating a VPC
segment. A VPC segment is defined as either asingle VPC link or a concatenation of multiple VPC links.
Multiple VPC segments can be defined along a VVPC path but they cannot overlap.

End-to-end and segment F4 flow OAM cedlls are passed unmodified by all intermediate nodes.
Intermediate nodes can insert new F4 flow OAM cdlls. However, the end-to-end F4 flow OAM cdllsare
removed only by the endpoints of the VPC, and the segment F4 flow OAM cells are removed only by the
VPC segment terminating points.
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l«——— ATM Cell Header >l ATM Cell Payload >
Cc OAM . EDC
GFC | VPI | VCI PTI | L | HEC Cell Function Function-Specific Field Reserved | (CRC-10)
P Type Type **
4 »
/ \ 4 bits 4 bits 45 octets 6 bits 10 bits
same as VCI=3 (Segment)
user’s cell VCI=4 (End-to-end)I
a) F4 Flow (VP-level service)
‘«——— ATM Cell Header > ATM Cell Payload »
Cc OAM . EDC
GFC | VPI VCI PTI L | HEC Cell Function Function-Specific Field Reserved | (CRC-10)
P Type Type *k
4 4 A
/ \ 4 bits 4 bits 45 octets 6 bits 10 bits
same as PTI=100 (Segment)
user’s cell PTI=101 (End-to-end)I

b) F5 Flow (VC-level service)

**G(X)=1+x+X +x2+x0 +x

4

10

Figure 31: F4 and F5 OAM Célls.

F4 flow OAM cellsfollow exactly the same physical route as the user’ s data cells of the VPC. These OAM
cells have the same VPI value as the user’ s data cells of the VPC and are identified by pre-assigned VCI
values. The same pre-assigned VCI values are used for both directions of the F4 flows. Two unique VCI
values are used for every VPC as shown in Figure 31. The VCI value = 4 isused to identify end-to-end F4
flows and the VCI value = 3 is used to identify segment F4 flows.

517.1.2 F5Flow of OAM Cells

Thevirtual channel connection (VCC) operational information is carried via the F5 flow OAM cdlls.
There are two types of F5 flows: end-to-end F5 flow and segment F5 flow. End-to-end F5 flows are
terminated at the endpoints of a VCC and segment F5 flows are terminated at the connecting points
terminating a VCC segment. A VCC segment is defined as either asingle VCC link or a concatenation of
multiple VCC links. Multiple VCC segments can be defined along a VCC path but they cannot overlap.

End-to-end and segment F5 flow OAM cdlls are passed unmodified by all intermediate nodes.
Intermediate nodes can insert new F5 flow OAM cells. However, the end-to-end F5 flow OAM cellsare
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removed only by the endpoints of the VCC, and the segment F5 flow OAM cells are removed only by the
VCC segment terminating points.

F5 flow OAM cells follow exactly the same physical route as the user’ s data cells of the VCC. These
OAM cdls have the same VPI/VCI values as the user’s data cells of the VCC and are identified by pre-
assigned codepoints of the payload type identifier (PTI). The same pre-assigned VCI values are used for
both directions of the F5 flows. Two unique PTI values are used for every VCC as shown in Figure 31.
The PTI value =5 (101) is used to identify end-to-end F5 flows and the PT1 value = 4 (100) is used to
identify segment F5 flows.

5.1.7.2 Security OAM Cell Formats

Two Security OAM cell types are defined—one for non-time-critical processes (called non-real-time), and
one for time-critical processes (called real-time). The distinction isto differentiate cells that can be
processed independently of the user traffic from those that have direct impact on user traffic. The SKE
and SKC cdlls, defined in sections 5.1.7.2.1.1 and 5.1.7.2.2.1, are examples of non-real-time and real -
time security OAM cdlls, respectively. The generic format for security OAM cellsis shown in Figure 32.

Bits
8 7 6 5 4 3 2 1 Octets
GFC/VPI [11:8] VPI [7:4] 1
VPI [3:0] VCI [15:12] 2
VCI [11:4] 3
VCI [3:0] PTI ‘ CLP=0 4
HEC [7:0] 5
1 ‘ 1 ‘ 1 ‘ 1 Function Type 6
Relative ID Function ID 7
Security Function Specific 8-51
0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ CRC [9:8] 52
CRC [7:0] 53

Figure 32: Generic Security OAM Cell Format.

Notes:

1) For VCCsthePTlI field is set to 101 (binary).

2) For VPCsthe VCI field is set to 0004 (hex).

3) TheCLPbitisawayssettoO.

4) For non-real-time security OAM cdlls, the Function Typefield is set to 0001 (binary).
5) For real-time security OAM cdlls, the Function Typefield is set to 0010 (binary).

6) Theuseof the Relative ID field isdefined in Section 5.1.7.3.

7) Theuse of the Function ID field is described in Table 10 and Table 11.
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5.1.7.2.1 Non-Real-Time Security OAM Cell Formats
Non-Real-Time (NRT) security OAM cdlls are defined as having an OAM function type of 0001 (binary).
Up to 16 NRT cell types are possible, as defined by the Function ID field. The code points for the

Function ID field for NRT security cells are defined in Table 10.

af-sec-0100.002

Table 10: Function 1D Code Pointsfor Non-Real-Time Security OAM Cells.

Function ID
(binary)

Security Function

0001

Data Confidentiality Session Key Exchange (SKE)

0010

Data Integrity Session Key Exchange (SKE)

al others

not defined

51.7.2.11

Data Confidentiality SKE OAM Cell Format

The format of the Data Confidentiality SKE OAM Cell isdefined in Figure 33.

Bits
8 7 6 5 4 3 2 1
GFC/VPI [11:8] VPI [7:4]
VPI [3:0] VCI [15:12]
VCI [11:4]
VCI [3:0] PTI ‘ CLP=0
HEC [7:0]
1 ‘ 1 ‘ 1 ‘ 1 Function Type = 0001
Relative ID Function 1D = 0001
Bank ID Reserved
Reserved
Key Number (KN)
Encrypted Session Key (ESK)
Reserved
O‘O‘O‘O‘O‘O‘CRC[Q:S]
CRC [7:0]

Figure 33: Session Key Exchange (SKE) OAM Cell Format.

Notes:

1) Theuseof the Relative ID fidd isdefined in Section 5.1.7.3.

Octets

0 N O o~ W N

10-13

14-45

46-51
52
53

2) TheBank ID fidd isan alternating pattern of O hex or F hex, for successive key updates.

3) Thekey number (KN) field, a 32-hit field, indicates the key number associated with the new session
key. Each session key is assigned a number. Thefirst session key to be exchanged by the session key
update protocol isassigned 1; the second session key isassigned 2, and so forth. The KN isa field
which is used by the key update protocol to ensure freshness, unigqueness, and ordering of session key
updates and to synchronize the initiator and responder to the same session key.
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4) The Encrypted Session Key (ESK), a 256-hit field, contains the next session key encrypted using the
master key for the connection. For cases when the session key being transported is less than 256 bits
in length, it is contained in the least significant bits of the ESK field, with the most significant bits
being padded with zeros (before encryption).

5) Reserved octets are set to 6A hex, reserved bit fields lessthan 1 octet in length are set to all zeros.

6) Thereserved bitsincluded after the 4-bit Bank ID field are provided so that the KN and ESK fields
are aligned on 16 hit boundaries, to simplify high speed implementations.

5.1.7.2.1.2 Data Integrity SKE OAM Cell Format

The format of the Data Integrity SKE OAM Cdll is defined in Figure 33, except that the Function ID field
is set to 0010 (binary). When using HMAC, the next session key length is 256 hits or the length of the
previous session key, whichever isless.

5.1.7.2.2 Real Time Security OAM Cell Formats

Real Time (RT) security OAM cells are defined as having an OAM function type of 0010 (binary). Up to
16 RT cdll types are possible, as defined by the Function ID field. The code points for the Function 1D
field for RT security cells are defined in Table 11.

Table 11: Function ID Code Pointsfor Real Time Security OAM Cells.

Function ID Security Function
(binary)
0001 Data Confidentiality Session Key Changeover (SKC)
0010 Data Integrity Session Key Changeover (SKC)
all others not defined

5.1.7.2.2.1 Data Confidentiality SKC OAM Cell Format
The format of the Data Confidentiality SKC OAM Cdll is defined in Figure 34.
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Bits
8 7 6 5 4 3 2 1 Octets
GFC/VPI [11:8] VPI [7:4] 1
VPI [3:0] VCI [15:12] 2
VCI [11:4] 3
VCI [3:0] PTI ‘ CLP=0 4
HEC [7:0] 5
1 ‘ 1 ‘ 1 ‘ 1 Function Type = 0010 6
Relative ID Function 1D = 0001 7
Bank ID Reserved 8
Reserved 9
Key Number (KN) 10-13
State Vector (SV) 14-21
Reserved 22-51
0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ CRC [9:8] 52
CRC [7:0] 53

Figure 34: Session Key Changeover (SKC) OAM Cell Format.
Notes.

1) Theuseof the Relative ID fidd isdefined in Section 5.1.7.3.

2) TheBank ID fidd isan alternating pattern of O hex or F hex for successive key updates.

3) Thekey number (KN) field, a 32-hit field, indicates the key number associated with the new session
key. Each session key is assigned a number. Thefirst session key to be exchanged by the session key
update protocol isassigned 1, the second session key is assigned 2, and so forth.

4) The State Vector (SV) contains the new state vector when using the counter mode of the Data
Confidentiality service, or it is set to all zeros otherwise.

5) Reserved octets are set to 6A hex, reserved fields lessthan 1 octet in length are set to all zeros.

6) Thereserved bitsincluded after the 4-bit Bank ID field are provided so that the KN and SV fields are
aligned on 16 bit boundaries, to ssmplify high speed implementations.

5.1.7.2.2.2 Data Integrity SKC OAM Cell Format

The format of the Data Integrity SKC OAM Cell isdefined in Figure 34, except that the Function ID field
isset to 0010 (binary). The SV field shall be set to zero.

5.1.7.3 Use of the Security OAM Cell Relative ID Field

The security OAM cell’srelative ID (or RID) field is used to support symmetric nesting of security agents
and/or security services. Security OAM cells provide a means of communication between security agents
throughout the lifetime of a connection. The relative ID field provides the mechanism to indicate which
security agent a particular OAM cell applies to, when nesting is employed. Up to 16 layers of nesting are
supported.
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There are several potential uses for nested security agents. The primary oneisto provide different
security “domains’ within a network, where an inner domain might provide different security
characteristics than an outer domain. By allowing nesting, usersin the outer domain can share the same
network astheinner domain users. Nesting can also be used to combine security functions that happen to
use separate security agents (e.g., privacy and integrity). Figure 35 shows an example of nested security
agents and the effect on therelativeid (RID) field.

Security Domain A

Security Domain B

Plaintext | Ciphertext Plaintext | Ciphertext Ciphertext | Plaintext Ciphertext | Plaintext
Interface | Interface Interface | Interface Interface | Interface Interface | Interface
Security Agent A Security Agent B Security Agent C Security Agent D
RID = 0000

RID = 0000 >
<
RID = 0000 RID = 0001 RID = 0000
< RID = 0000 RID = 0001 RID = 0000

Figure 35: Example of Nested Security Agents.

The procedures for processing security OAM cells are described in Sections 5.1.7.3.1, 5.1.7.3.2, and
5.1.7.3.3. These procedures apply only to those security agents that insert or terminate security OAM cells
for purposes of key update or cryptographic resynchronization. Security agents not performing these
functions shall pass security OAM cdlls transparently.

Implementations containing multiple security servicesin asingle physical device, e.g. integrity and
encryption, shall treat each service as a separate logical entity with regardsto RID processing.

A security agent contains two interfaces: plaintext and ciphertext. The plaintext interfaceisthe
interface over which the “unprotected” traffic is transmitted or received. A security agent
receives “unprotected” ATM traffic on its plaintext interface, applies security servicesto the
traffic, and forwards the “protected” traffic via the ciphertext interface. A security agent receives
protected ATM traffic on its ciphertext interface, removes the security protection, and forwards
the “unprotected” traffic over its plaintext interface. Security OAM cdlls flow in both the
plaintext-to-ciphertext direction and ciphertext-to-plaintext direction. The procedures for
processing the relative ID field depend on the direction of the Security OAM cdll flow.

5.1.7.3.1 Initiation of Security OAM Cells
The following procedures apply to source security agents that insert security OAM cells.

Security OAM cdls are introduced by security agents through the ciphertext interface. When a
security OAM cdl isinjected into the cell stream by a security agent (for cryptographic
resynchronization or key update purposes), the relative ID shall be set to zero.
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5.1.7.3.2 Processing for Security OAM Cells Received on the Plaintext Interface

Security OAM cells may be received on the plaintext side of a security agent if there are two or
more nested pairs of security agents providing confidentiality or integrity services on a given
connection. A security agent which receives a Security OAM cell on its plaintext interface, with
the Function ID matching the service the source SA is providing, shall increment the relative ID
by one for each such matching Function 1D, compute a new CRC-10 over the cell contents,
circumvent the security function, and forward the cell to the ciphertext interface. The relative
order of the security OAM cell and other cells on the connection shall not be perturbed. If the
relative ID field of areceived security OAM cell contains all ones, the cell is discarded.

5.1.7.3.3 Processing for Security OAM Cells Received on the Ciphertext Interface
A Security OAM cell received on the ciphertext interface isintended for the security agent if the
relative ID field is set to zero. If therelative D is set to zero the security agent shall remove the
security OAM cell from the cell stream and use its contents to perform the security OAM
function. If therdativeID is set to a value other than zero, the security agent shall decrement
therelative ID by one for each service it terminates, compute a new CRC-10 over the cell
contents, circumvent the security function, and forward the cell through the plaintext interface.
Therelative order of the security OAM cell and other cells on the connection shall not be
perturbed.

5.2 Key Exchange

5.2.1 Key Exchange Infrastructure and Mechanisms

The ATM key exchange protocol is described in the context of “security message exchange protocol” in
Section 5.1. Key exchange is performed by generating initial session keys for each direction in the VC and
a shared master key. These keys are encrypted for exchange using an Initial Key Exchange Key. When
using a public key encryption algorithm such as RSA for key exchange, the Initial Key Exchange Key is
the public key of the recipient. When using a key devel opment algorithm such as Diffie-Hellman, the
Initial Key Exchange Key is a portion of the shared value developed by the algorithm from the users
public keys. When using a symmetric key algorithm, the Initial Key Exchange Key is a shared secret key
established prior to key exchange.

5.2.2 Key Exchange Algorithms

Key exchange is performed using either symmetric (secret) key algorithms such as DES or asymmetric
(public) key algorithms such as RSA. If a symmetric key algorithm is used, the two nodes must have
already established a shared secret key. With asymmetric algorithms, on the other hand, each node need
only know the public key of the other node.

Note that the generation, distribution, and storage of these (usually long-lived) secret, private, or public
keysis outside the scope of this specification.

Associated with each algorithm is a codepoint that is used for identification when negotiating security
options. These codepoints are listed in Section 7. Procedures for using user-defined algorithm codepoints
are also described in Section 7.

The following apply when performing key exchange:
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*  When performing user plane key exchange, one of the authentication and key exchange protocols
described in Section 5.1 shall be used.

*  When performing key exchange, an authentication algorithm (either listed in Section 3.1 or user
defined) shall be used.

5.2.2.1 Asymmetric Algorithms for Key Exchange
The following asymmetric (public-key) algorithms are defined in this specification for key exchange.

Algorithm Nor mative Reference
RSA [27]

Diffie-Hellman Section 8.6.4
ECKAS-DH Section 8.7.5

For Diffie-Hellman Key Exchange, the size of the modulus (p) shall be one of the following: 512, 768,
1024, or 2048 bits.

5.2.2.2 Symmetric Algorithms for Key Exchange
Thefollowing symmetric (secret-key) algorithms are defined in this specification for key exchange.

Algorithm Nor mative Reference
DES (in CBC mode) [7], [8]

DESAC* (in CBC mode) Section 8.5

Triple DES (in CBC mode) [7],[8]

FEAL (in CBC mode)

[28], [29)], [8]

* Although a codepoint for this mode is assigned, this mode is deprecated.

5.2.3 Generation of Master Keys

A Master Key is a key used between security agents for encrypting and decrypting session keys after initial
connection establishment. Master Keys are generated during the security message exchange protocol
described in Section 5.1. A single Master Key isused for both full duplex and simplex (e.g., point-to-
multipoint) calls. Master Keys can be devel oped with public key encryption algorithms, e.g., RSA, or with
key development algorithms, e.g., Diffie-Hellman. The procedures for generating the Master Key with
public key encryption algorithms and key devel opment algorithms are dightly different. The maximum
size of aMaster Key is 256 hits.

5.2.3.1 Master Keys on Point-To-Point Connections

To develop the Master Key for point-to-point connections using a public key encryption algorithm, e.g.,
RSA, 128-bit random values are selected by both the initiator and responder. These 128-bit values are
exchanged in the Master Key octet group of the Confidential Parameters (Section 7.3.1). The exchanged
values are decrypted and concatenated to form the Master Key. The concatenation is performed as
follows: theinitiator value forms the most significant or leftmost half, and the responder value forms the
least significant or rightmost half.

To develop the Master Key for point-to-point connections using a key development algorithm, e.g., Diffie-
Hellman, the low-order 256 bits of the resultant shared secret valueisthe Master Key. The Master Key
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octet group is not required, and will not be included in the Confidential Parameters, and will be ignored if
received. To accommodate this procedure, and also for security reasons, the modulus size for the Diffie-
Hellman algorithm shall be at least 512 hits, and the modulus size for the Elliptic Curve Key Agreement
Scheme-Diffie Hellman algorithm shall be at least 150 hits. The Initial Key Exchange Key isthen set
equal to the Master Key value and used as input to the Zmask algorithm for encryption of the Confidential
Parameters.

5.2.3.2 Master Keys on Point-To-Multipoint Connections

For the case of point-to-multipoint calls, the addition of leaf nodesis handled differently from theinitial
call setup. Thisis because the Master Key for the connection has already been established (as described
above), and need only be distributed to the new leaves.

When using public key encryption algorithms (e.g., RSA) the Master Key is encrypted in the responder’s
public key by the initiator and sent to the leaf as described in Section 5.1.

If the Master Key for the point-multipoint connection is encrypted using the Zmask algorithm defined in
Section 8.6.4.1, then the initial key exchange key used in the encryption algorithm (as an input to the
hash) for subsequent leaves after the initial call setup must be pre-established. The pre-establishment of
this key can be performed either through manual configuration or through prior key exchange. In both
cases the encrypted Master Key for the connection is sent in the ConfPar token, along with the encrypted
initial session keys.

5.2.4 Generation of Initial Session Keys

Session keys are the keys used by the encryption algorithm for the data confidentiality service, or the
integrity algorithm for the data integrity service. The two security agents involved in a security exchange
randomly create session keys, and they are encrypted and transferred using the security message exchange
protocol. The method used to encrypt the initial session keys when using public or secret key encryption
algorithmsis different from the one used with key development algorithms.

When using public or secret key encryption algorithms or key devel opment algorithms, Initial Session
Keys (1SKs) for confidentiality and integrity are created using a random number generator, and are
exchanged in the session key octet group of the Confidential Parameters octet group. The Confidential
Parameters octet group is encrypted in the other party’s public key or the shared secret key. If using a key
devel opment algorithm, the Confidential Parameters octet group containing the ISKsis encrypted in the
shared Initial Key Exchange Key. Thisisaccomplished by performing the Zmask operation, as specified
in Section 8.6.4.1, on the Initial Key Exchange Key and using the Zmask value to encrypt the
Confidential Parameters.

For smplex calls (e.g., point-to-multipoint) only a single session key per serviceis needed. Thiskeyis
always provided by the SA providing security for the root on point-to-multipoint calls, and by the SA
providing security for the node which is generating the traffic on the ssimplex connection., i.e,, the node
which has bandwidth allocated in the forward direction. The ConfPar token is sent in both directions for
simplex connections, but only one value is used; the other discarded. For full duplex calls, separate
initial session keys and initialization vectors shall be used in each direction.

5.2.5 Error Processing

Error processing for the key exchange service is described in the context of the security message exchange
protocol in Section 5.1.
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5.3 Session Key Update

5.3.1 Session Key Update Protocol

When either party wants to use a new session key, it sends key update OAM cells within the user data
stream to exchange the new session key with the remote partner and to indicate to the remote partner
when to start using the new session key. The key update OAM flows are end-to-end F4 flows for VPCs
and end-to-end F5 flows for VCCs, respectively.

The session key update protocol involves two processes. exchanging a new session key between the
initiator and responder, and changing over from the old session key to the new session key. Thefirst
process is referred to as “ session key exchange” (SKE) and the second processis referred to as “ session
key changeover” (SKC). The format for these OAM cellsis defined in Section 5.1.7.

In order to change keys at high speeds, without disrupting service to the end user, two session keys are
required: a current-key and a next-key. The next-key is delivered from the source to the destination using
the SKE cdll. The destination stores the next-key in a separate memory location until needed. The Bank
ID or key number fieldsin the SKE cell are used to identify the next-key (with respect to the current key).
The actual changeover occurs when the SKC cdll is sent.

The process of performing key updatesis independent in each direction of data flow for full duplex
connections. It isthe responsibility of the source (e.g., the encrypting side of the data confidentiality
service) of each data flow to initiate the key update in its direction. In point-to-multipoint connections
there are one source and multiple destinations. Since point-to-multipoint connections are one-directional
(from the source to destinations), only the root updates the session keys, and the same session keys are
used by the root aswell as all the leaves.

5.3.1.1 Session Key Exchange (SKE) Process

The SKE OAM cdll is used to securdy transfer the next session key from the source to the destination(s).
Each key update uses a sequential key number for synchronization between the source and destination(s),
aswaell as for cryptographic protection. A 32-bit numbering schemeis used, which means that 2%2— 1
session key updates can be performed on a connection before the key number wraps around.

The next session key is encrypted using the master key obtained during secure call establishment. Thisisa
32-octet (256-hit) field that provides sufficient length for all currently defined algorithms. The actual
length of the information in thisfield is dependent on the session key length of the algorithm being used.

The SKE processis derived from the method described in [31]. The processis defined using both the
MD5 and SHA-1 hash functions. The determination of which to useis negotiated during secure call
establishment.

5.3.1.1.1 SKE Processing at the Source (or Key Update Initiator)

Given a shared secret “master key” that is exchanged using the authentication/key exchange protocol at
connection establishment time, the source can inform the destination(s) of a new session key that will be
used for subsequent data traffic. When the source wants to send a new session key to the destination(s), it
invokes the SKE process.
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The format of the SKE OAM cell isdefined in Section 5.1.7.2.1.1. The Bank ID isa 4-bit binary
indication, coded as all zeros or all ones, which indicates the bank associated with the next session key.
The key number (KN) is a4-octet field, which indicates the key number associated with the new session
key. Each session key is assigned a number. Thefirst session key to be exchanged by the session key
update protocol is assigned 1; the second session key is assigned 2, and so forth (using binary unsigned
coding).

The key number field is used to maintain key update synchronization between the source and destination
(i.e, to ensure both ends are using the same session key).

Thefollowing procedure is used to generate the SKE OAM cdll. It is assumed that the source A shares a
secret master key, K ag, With the destination B. In a point-to-multipoint connection, it is assumed that the
same master key is shared by the source and all the destinations.

A generates the new Bank ID = current Bank ID [J OF hex.
Aincrements its key number (i.e., KNn) by one. KN, is set to O at the time the connection is established.

A generates a new session key Ksag - This session key is generated randomly, and is checked to ensureit is
not “weak” (with respect to the data confidentiality algorithm or the data integrity algorithm).

A encrypts the session key under the master key as defined in Section 8.6.5 or 8.6.6.

Each source shall insure that the combination of the master key and the key number are locally unique for
each key update, to maintain the strength of the security. This does not include the extremely improbable
case when randomly generated master keys might happen to be identical.

A sends the Bank ID, key number (i.e., KN,), and the encrypted session key (i.e., Encc . (Ksag)) toBin

the SKE OAM cdll. The session key, K ag, Can have any length up to 256 bits (which is the length of the
encrypted session key field of the SKE OAM cell). For caseswhen it islessthan 256 bits long, the key
shall reside in the low-order bits and be prepended with zeroes. For Triple DES with keying option 2, the
k2 key shall usethe low order 64 hits, and the k1 key the next higher 64 hits.

Note that the old session key remains “active” at the source and destination(s) until session key
changeover (SKC) is performed. The SKE OAM cell may get lost and the source will not be able to detect
that (since there is no acknowledgment). To improve the probability that the session key exchangeis
successful, the source shall transmit the SKE OAM cdll at least three (3) times with a fixed interval
between transmissions. Theinterval is an implementation parameter and need not be specified.

5.3.1.1.2 SKE Processing at the Destination (or Key Update Responder)
Upon receipt of an SKE OAM cell, the destination B extracts the Bank 1D, key number KN,, and the
encrypted session key E, and performs the following steps:

Verifiesthe 10-bit OAM cell CRC is correct, and discards the cell if it is not.

Checks the received KN,. If thisisthefirst session key received from A in a SKE OAM cdll, the key
number isvalid. if it is greater than or equal to one. If thisis not the first session key received from Ain a
SKE OAM cdll, the key number isvalid only if it is greater than the key number associated with the most
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recent (i.e., the previous) session key received from A. If these tests fail, then the SKE OAM cdl is
discarded and no further action is taken.

If the key number isvalid, then B recovers the new session key by:
K e=E L] Mask

The mask is computed as defined in section 8.6.5 using MD5, or section 8.6.6 for SHA-1.

The recovered key (or next-key) is stored in memory, until the corresponding SKC cdll isreceived. The
Bank 1D, the KN, or both can be used to access the next-key.

5.3.1.2 Session Key Changeover (SKC) Process

After the SKE process is completed from the source point of view (i.e., after the SKE OAM cdl is
transmitted multiple times), the source invokes the session key changeover processto indicate to the
destination(s) when to start using the new session key. The format of the SKC cell shall be as shown
Section 5.1.7.2.2.1.

The source sends the SKC OAM cdll that instructs the destination(s) to start using the new session key on
the cells following the SKC OAM cdl. The SKC OAM cdl carries the key number associated with the
new session key to which the destination(s) shall switch. The SKC OAM cdll is sent multiple timesto
increase the probability of receipt at the destination(s) in the presence of cell loss. The SKC OAM cdll is
not cryptographically protected (since it does not carry any confidential information).

5.3.1.2.1 SKC Processing at the Source (or Key Update Initiator)
The source performs the following steps:

1. Wait at least 1 second after sending the last SKE OAM cell before sending the corresponding SKC
OAM cdll, to alow the destination sufficient time to compl ete the SKE processing.

2. Set the Bank ID and the KN of the SKC OAM cell to the most recent values sent in the SKE OAM
cell.

3. Set the State Vector (SV) of the SKC cell to all zeros, unless the counter mode of the data
confidentiality service is being used, in which case the SV isinitialized as described in Section 8.2.

4. Inject the SKC OAM cdl into the connection undergoing key changeover in such a manner that the
session key(s) negotiated by the SKE process and the state vector (if applicable) are used on the next
user cell transmitted on that connection for the confidentiality service, and the next SDU for the
integrity service.

5. Transmit the SKC OAM cdll at least three (3) times with afixed interval between transmissions. The
interval isan implementation parameter and need not be specified. For the counter mode of the
confidentiality service, the state vector will be different each time the SKC OAM cdll issent if any
user cellsoccur in theinterim.
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In the case of the Integrity service, the SKC OAM cdll is repeated three times, and each cell shall be
inserted between SDUs.

Note that in counter mode for the confidentiality service, the SKC OAM cell is also used to perform a
cryptographic resynchronization as well as a key changeover. It is permissible to send an SKC OAM cdll
expressly for this purpose, without any key changeover. Thisisaccomplished by setting the Bank 1D and
key number to the values currently in use.

5.3.1.2.2 SKC Processing at the Destination (or Key Update Responder)
Upon receipt of an SKC OAM cdll, the destination shall perform the following steps:

1. Extract the Bank 1D, key number, and state vector (if applicable).
2. Veify that the 10-bit OAM cell CRC iscorrect, and discard the cdl if it is not.
3. Useeither the Bank ID or the key number to access the session key negotiated by the SKE process.

4. Initialize the state vector as described in Section 8.2.4.3, if the counter mode of the data
confidentiality serviceis being used.

5. Usethe session key and state vector (if applicable) for the next user data cell received on the
connection in the case of the confidentiality service or the next SDU received in the case of the
integrity service.

6. When the confidentiality serviceis used with resynchronization, treat further SKC OAM cdlls
received for the same key update as resyncs; otherwise ignore them.

Note that the SKC OAM cdll is aso used to perform a cryptographic resynchronization in the counter
mode case.

5.3.1.3 Session Key Exchange Algorithms

Associated with each algorithm is a codepoint that is used for identification when negotiating security
options. These codepoints are listed in Section 7. Procedures for using user-defined algorithm codepoints
are also described in Section 7.

Thefollowing algorithms are defined in this specification for session key exchange.

Algorithm Nor mative Reference
MD5 Section 8.6.5

SHA-1 Section 8.6.6
RIPEMD-160 Section 8.6.6, [21]
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5.4 Certificates

The security message exchange protocol described in Section 5.1 also provides for the exchange of public
key certificates.

The X.509 v1 certificate shall be used when certificate exchange is performed in the signaling channdl.
When certificate exchangeis performed in-band (in the user data channel), one of the X.509 v1, v2, and
v3 certificates shall be used.
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6 In-Band Security Message Exchange Finite
State Machine (FSM)

The Finite State Machine (FSM) described in this section specifies the intended behavior for the in-band
security message exchange protocol. This FSM corresponds to the textual procedures described in Section
5.1.5.3 of this specification. If there are any discrepancies between the textual procedures and the FSM
description, the FSM description shall take precedence.

The FSM covers the procedures for the Initiator and the Responder of the security message exchange.
The FSM is described in five sections:

An overview of the message sequenceis given in Section 6.1.

The FSM States are described in Section 6.2.

The FSM Events are described in Section 6.3.

The timers and constants needed to control the FSM are described in Section 6.4.

The FSM Specification and Description Language (SDL) diagrams are contained in Section 6.5.

g k~ w DN PRE

6.1 Message Sequence Chart

An overview of the sequence of messages (Flow-1, Flow-2, etc.) and the use of timers for the normal case
isshown in Figure 36.
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Initiator Responder

Flow 1
T100

Flow 2

4  T102
Flow 3
T101  >

CONFIRM-AP

Figure 36: Basic M essage Exchange Sequence.

6.2 FSM States

The FSM states for the Initiator and Responder sides are as follows. (It should be noted that the Initiator
and Responder Idle states are really one and the same state.)

Initiator States:
* Idle: No requests for a secure connection are outstanding.

»  Setup initiated: A secure connection has been initiated by sending a Flow-1, and Flow-2 is expected.

*  Waiting for Confirmation: A Flow-3 has been sent and waiting for a CONFIRM-AP to indicate that
the Responder has completed the message exchange.

»  Operating at Initiator: The connection has been made available to the user.
» Failed: Errors have been detected.

Responder States:
* Idle: No requests for a secure connection are outstanding.

*  Exchanging Parameters: A Flow-2 has been sent and waiting for a Flow-3.
» Operating at Responder: The connection has been made available to the user.
* Failed: Errors have been detected.

6.3 FSM Events
The FSM events which may be received by the Initiator and the Responder are as follows:

Eventsat Initiator:
»  Securerequest: Theinitiator has been requested to secure a connection.
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» Valid Fow-2 received: A message was received which passed all the format requirements, was
recognized as a Flow-2, and contains all required parameters.

*  Confirm-AP received: A message was received which passed all the format requirements and was
recognized as a CONFIRM-AP.

* T100 expires: The set time as shown in Table 7 is exceeded without receipt of a Flow-2.

* T101 expires: The set time as shown in Table 7 is exceeded without receipt of CONFIRM-AP.
* Fault received: Theinitiator has received a fault message from the Responder

* Invalid Flow-2 received: A Flow-2 has been received with errors.

Events at Responder:

* Valid Fow-1 received: A message was received which passed all the format requirements, was
recognized as a Flow-1, and contains all required parameters.

» Valid Fow-3 received: A message was received which passed all the format requirements, was
recognized as a Flow-3, and contains all required parameters.

* T102 expires: The set time as shown in Table 7 is exceeded without receipt of Flow-3.
*  Fault received: The responder has received a fault message from the Initiator

* Invalid Flow-1 received: A Flow-1 has been received with errors.

* Invalid Flow-3 received: A Flow-3 has been received with errors.

6.4 Timers and Constants
The control of the FSM uses the following timers as defined in Sections 5.1.5.3.4 and 5.1.5.3.5:
* T100, started each time Flow-1 is sent or resent.

e T101, started when Flow-3 is sent (thefirst time).
* T102, started each time Flow-2 is sent or resent.

The control of the FSM uses the following constants as defined in Sections 5.1.5.3.4 and 5.1.5.3.5:
* |-Max-Flowl-Retry, which limits the number of timesthat Flow-1 is resent.

* R-Max-Fow2-Retry, which limits the number of times that Flow-2 is resent.

6.5 SDL
The detailed SDL for the Initiator and Responder is given in Figure 37.
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Figure 37: Detailed SDL for Three-Way SME Initiator and Responder Procedures.
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7 Security Service Data Structures

This section defines the various data sections and octet groups which are used to construct the Security
Service Data Section.

7.1 Security Agent Identifiers

This section specifies the use of “distinguished names’ for initiating, responding, and explicitly targeting
security agents. There are two distinguished name formats specified here: the X.509 distinguished name
and ATM address of the ATM network element that hosts the security agent.

7.1.1 Initiator Distinguished Name

This octet group is part of the Security Agent Identification Section shown in Section 5.1.3.2.10.1. This
octet group contains the Distinguished Name (ID) of theinitiating security agent in a Security Message
Exchange.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 0 0 0 1 0
Initiator Distinguished Name Identifier x.1
Initiator Distinguished Name Length X.2
Initiator Distinguished Name Type X.3
Initiator Distinguished Name Value X.4 etc.

Initiator Distinguished Name Length (Octet x.2)

A binary number indicating the length in octets of the Initiator distinguished
name type and value fields, contained in octets x.3, x.4, etc.

Initiator Distinguished Name Type (Octet x.3)

87654321 M eaning
0000O0OO0OO01 X.509 Distinguished Name
0000O0OO0O111I0O0 ATM End System Address

Initiator Distinguished Name Value (Octet x.4 etc.)

This octet group contains the value of the distinguished name (D) of the
Initiator of the Security Message Exchange Protocol.

X.509 Distinguished Name

This document does not specify naming conventions for security agents. The
coding and length of thisfield shall be determined by the coding and length of
the same names when carried in X.509 certificates-that is, according to the
Basic Encoding Rules (BER, 1SO 8825),with the restrictions imposed by X.509
to make BER deterministic.

ATM End System Address (AESA)
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Thisfield containsthe ATM address associated with the Initiator. The address
is coded as described in 1SO 8348, Addendum 2, using the preferred binary
encoding. For further details on using thisfield, consult Section 3.0 of [3].
When these addresses need to be used in X.509 certificates, the following
ASN.1 production shall be used to define the attribute used for the
distinguished name:

aTMAddr ess ATTRI BUTE =
W TH SYNTAX OCTET STRI NG
EQUALI TY MATCH NG RULE octet StringhMatch
SUBSTRINGS MATCHING RULE  octetSubstringsMatch
ID ...aTMAddress }

7.1.2 Responder Distinguished Name

This octet group is part of the Security Agent Identification Section shown in Section 5.1.3.2.10.1. This
octet group contains the Distinguished Name (ID) of the responding security agent in a Security Message
Exchange.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 0 0 0 1 1
Responder Distinguished Name Identifier x.1
Responder Distinguished Name Length X.2
Responder Distinguished Name Type x.3
Responder Distinguished Name Value X.4 etc.

Responder Distinguished Name L ength (Octet x.2)

A binary number indicating the length in octets of the Responder distinguished
name type and value fields, contained in octets x.3, x.4, etc.

Responder Distinguished Name Type (Octet x.3)

87654321 M eaning
00000OO0OO01 X.509 Distinguished Name
0000O0OO0O111I0O0 ATM End System Address

Responder Distinguished Name Value (Octet x.4 etc.)

This octet group contains the value of the distinguished name (ID) of the
Responder of the Security Message Exchange Protocol .

X.509 Distinguished Name

This document does not specify naming conventions for security agents. The
coding and length of thisfield shall be determined by the coding and length of
the same names when carried in X.509 certificates-that is, according to the

Basic Encoding Rules (BER, 1SO 8825),with the restrictions imposed by X.509
to make BER deterministic.

ATM End System Address (AESA)
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Thisfield containsthe ATM address associated with the Responder. The
address is coded as described in 1SO 8348, Addendum 2, using the preferred
binary encoding. For further details on using thisfield, consult Section 3.0 of
[3]. When these addresses need to be used in X.509 certificates, the following
ASN.1 production shall be used to define the attribute used for the
distinguished name:

aTMAddr ess ATTRI BUTE =
W TH SYNTAX OCTET STRI NG
EQUALI TY MATCH NG RULE octet StringhMatch
SUBSTRINGS MATCHING RULE  octetSubstringsMatch
ID ...aTMAddress }

7.1.3 Security Agent Distinguished Name

This octet group contains the distinguished name (1D) of the explicitly targeted security agentin a
Security Message Exchange, as shown in Section 5.1.3.2.9.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 0 0 1 0 0
Security Agent Distinguished Name Identifier x.1
Security Agent Distinguished Name Length X.2
Security Agent Distinguished Name Type x.3
Security Agent Distinguished Name Value X.4 etc.

Security Agent Distinguished Name L ength (Octet x.2)

A binary number indicating the length in octets of the Security Agent
distinguished name type and value fields, contained in octets x.3, X.4, etc.

Security Agent Distinguished Name Type (Octet x.3)

87654321 M eaning
0000O0OO0OO01 X.509 Distinguished Name
0000O0OO0O111I0O0 ATM End System Address

Security Agent Distinguished Name Value (Octet x.4 etc.)

This octet group contains the value of the distinguished name (ID) of the
Security Agent of the Security Message Exchange Protocol.

X.509 Distinguished Name

This document does not specify naming conventions for security agents. The
coding and length of thisfield shall be determined by the coding and length of
the same names when carried in X.509 certificates-that is, according to the

Basic Encoding Rules (BER, 1SO 8825),with the restrictions imposed by X.509
to make BER deterministic.

ATM End System Address (AESA)
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Thisfield containsthe ATM address associated with the security agent. The
address is coded as described in 1SO 8348, Addendum 2, using the preferred
binary encoding. For further details on using thisfield, consult Section 3.0 of
[3]. When these addresses need to be used in X.509 certificates, the following
ASN.1 production shall be used to define the attribute used for the
distinguished name:

aTMAddr ess ATTRI BUTE o=
W TH SYNTAX OCTET STRI NG
EQUALI TY MATCH NG RULE octet StringhMatch
SUBSTRI NGS MATCHI NG RULE  oct et Substri ngsMat ch
ID ... aTMAddr ess }

7.2 Security Service Specification Section

The Security Service Specification Section provides a description of the security services that are

regquested or supported for a particular security association. This section isoptional in Flow-1 and Flow-2.
It may not be used in Flow-3. If this section is used, servicesthat are requested or supported shall be
specified in one of two ways, either using a Security Service Declaration, or using alist of specific
Security Service Options. The Security Service Declaration is provided as a concise method of declaring
to a peer or proxy security agent the services that are supported or requested on the VC. The Security
Service Option Section is designed for detailed security service declaration and negotiation. The Option is
used to specify the supported or required security service. The Declaration may be used with the 2-way
and the Options may be used with the 2-way or 3-way message exchange.

Following the Security Service Options (described in Section 7.2.2), the Algorithm Description (described
in Section 7.2.3) may be used to specify in detail the specific services.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 0 1 0 0 0
Security Service Specification Section Identifier x.1
Security Service Declaration Section X.2 etc*
Security Service Option Section X.3 etc*
Security Service Algorithm Section X.4 etc*

Security Service Declaration Section (Octet Group x.2)

This optional octet group declares the specific security services that are
requested for aVC. Details are found below.

Security Service Option Section (Octet Group x.3)

This optional octet group indicates specific options for the indicated security
service. Details are found below.

Security Service Algorithm Section (Octet Group x.4)]

This octet group describes the details of security service algorithms for the
indicated security service. Detailsarefound in section 7.2.3.
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7.2.1 Security Service Declaration

The Security Service Declaration Section provides a minimal description of the security services that are
reguested or supported by a security agent.

af-sec-0100.002

The Security Service Declaration shall only be contained in the SSIEs within a 2-way signaling-based
exchange. It shall not be generated in 3-way and shall beignored if received in 3-way.

The Security Service Declaration Section is employed when communicating a security service request to a
proxy security agent, or when declaring security capabilities to a peer SA.

Bits
7 6 5 4 3 2 1 Octet(s)
0 0 0 1 0 1 0
Security Service Declaration Identifier x.1
Security Service Declaration
X X X X X X X X.2

Security Service Declaration (Octet x.2, bits 8-1)

Bit

O FRrRPO~NPFPOOPFRPOUDFRPROPMPAPOWRERLRONPEPOLPR

Page 104

Meaning in Flow-1 from Initiator SA and
in Flow-2 from Responder SA

Confidentiality Service not supported
Confidentiality Service supported

Integrity Service not supported
Integrity Service supported

Authentication Service not supported
Authentication Service supported

Key Exchange Service not supported
Key Exchange Service supported

Certificate Exchange Service not supported
Certificate Exchange Service supported

Session Key Update Service not supported
Session Key Update Service supported

Access Control Service not supported
Access Control Service supported

Not used

Meaning in Flow-1

Meaning in Flow-2

from end system from proxy
not requested not provided
requested provided
not requested not provided
requested provided
not requested not provided
requested provided
not requested not provided
requested provided
not requested not provided
requested provided
not requested not provided
requested provided
not requested not provided
requested provided
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7.2.2 Security Service Options Section

The Security Service Options Section contains one or more octet groups, each used during security service
negotiation to indicate whether a specific security serviceisrequired or supported. The following octet
groups are all optional and may be included in any order, but each not more than once.

In the 2-way exchange, the initiator shall indicate which security services are required for the connection.
The responder shall examine the security services specification, and accept the call if it is suitable, or
reject it if not.

In the 3-way exchange, theinitiator shall indicate which security services are required, which security
services can be supported if the responder requires them, and which security services are not supported for
the connection. For each service supported by the initiator, the responder may indicate if this serviceis
required or not supported. For each service not supported by the initiator, the responder shall not include
any response.

When an octet group for a specific serviceis omitted, it shall beinterpreted to mean that the
corresponding service is not required or not supported.

7.2.2.1 Data Confidentiality Service Options

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 1 0 0 0 0
Data Confidentiality Service Option |dentifier x.1
Data Confidentiality Service Options
X X X X X X X X X.2

Data Confidentiality Service Options (Octet x.2)

87654321 M eaning
0000O0OO0OO0OO Not Supported
0000O0O0O01 Supported at ATM Cédll Leve (Note)
10000001 Required at ATM Cell Level

Note: This codepoint applies only when used by the initiator in FLOW1-3WE.

7.2.2.2 Data Integrity Service Options

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 1 0 0 1 0
Data Integrity Service Options | dentifier x.1

Data Integrity Service Options
X X X X X X X X X.2

Data Integrity Service Options (Octet x.2)
87654321 M eaning
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P PP OOO
O O O O oo
O O O O oo
O O O O oo
O O O O oo
R O O OO O
OpPFr OFr OO
OO PFr OFr o

af-sec-0100.002

Not supported

Supported, with Replay / Reordering Protection (Note)
Supported, without Replay / Reordering Protection (Note)
Required, with Replay/Reordering Protection

Required, without Replay/Reordering Protection

Required, with or without Replay/Reordering Protection
(Note)

Note: This codepoint applies only when used by the initiator in FLOW1-3WE.

7.2.2.3 Authentication Service Options
Bits
8 7 6 5 4 3 2 Octet(s)
1 0 0 1 0 0 1
Authentication Service Options | dentifier x.1
Authentication Service Options
X X X X X X X X.2
Authentication Service Options (Octet x.2)
87654321 M eaning
000O0O0OO0OCODO Not supported
0000O0O0O01 Supports Authentication (Note)
10000001 Requires Authentication
Note: This codepoint applies only when used by the initiator in FLOW1-3WE.
7.2.2.4 Key Exchange Service Options
Bits
8 7 6 5 4 3 2 Octet(s)
1 0 0 1 0 1 0
Key Exchange Service Options | dentifier x.1
Key Exchange Service Options
X X X X X X X X.2

Key Exchange Service Options (Octet x.2)
87654321

0000O0OOODO
00000OO0OO01
01000001
Note: This codepoint applies only when u

7.2.2.5

M eaning

Not supported

Supports Key Exchange (Note)
Requires Key Exchange

sed by the initiator in FLOW1-3WE.

Session Key Update Service Options
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 1 0 1 0 1
Session Key Update Service Options I dentifier x.1
Session Key Update Service Options
X X X X X X X X X.2

Session Key Update Service Options (Octet x.2)

87654321 M eaning

000O0O0OO0OODO Not supported
0000O0O0O01 Supports Session Key Update (Note 1)
10000001 Requires Session Key Update

Note 1: This codepoint applies only when used by the initiator in FLOW1-3WE.
Note 2: Theresult of SKU negotiation applies to both the confidentiality and integrity services.

7.2.2.6  Access Control Service Options

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 1 0 1 1 0
Access Control Service Options |dentifier x.1

Access Control Service Options
X X X X X X X X X.2

Access Control Service Options (Octet x.2)

87654321 M eaning
000O0O0OOODO Not supported
0000O0O0O01 Supports Access Control (Note)
10000001 Requires Access Control

Note: This codepoint applies only when used by the initiator in FLOW1-3WE to indicate that it supports
access control.

7.2.2.7 Certificate Exchange Service Options
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 0 1 0 1 1 1
Certificate Exchange Service Options Identifier x.1

Certificate Exchange Service Options
X X X X X X X X X.2

Certificate Exchange Service Options (Octet x.2)

87654321 M eaning
00000O0O0OO Not supported
0000O0O0O01 Supports Certificate Exchange (Note)
10000001 Requires Certificate Exchange

Note : This codepoint applies only when used by the initiator in FLOW1-3WE.
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7.2.3 Security Service Algorithm Description Section

The security algorithm section is used during negotiation for proposing and specifying algorithmsto be
used for the indicated security services. This also includes the algorithm’s mode of operation, when
appropriate. In addition, the parameters associated with each algorithm are also included.

This section may include:

*  Oneor more octet groups for Data Confidentiality, Data Integrity, Hash, Signature, Key
Exchange, and Session Key Update algorithms. Octet groups for the same service may be
included multiple timesin the order of preference selected by the initiator. Octet groups for
different services may bein any order.

*  Oneor more octet groups for the Authentication, Integrity, and Confidentiality Algorithm Profile
Groups. Octet groups for the same Algorithm Profile Group may be included multipletimesin
the order of preference selected by theinitiator. Octet groups for different Algorithm Profile
Groups may bein any order.

Only one of the above methods shall be used for each security service. Different methods may be used for
different security services.

This specification allows for the use of user (or vendor) specified algorithms. If a user (or vendor)
specified algorithm is used, then the optional octet group containing the user’s (or vendor’s)
Organizationally Unique Identifier (OUI) shall be used. The value of the OUI is unique to the user (or
vendor), and is assigned by the Institute for Electrical and Electronics Engineers (IEEE).

Asdefined in IEEE Std 802-1990, the OUI is a 6-hex character identifier which is also represented asa
24-hit value. These 24 bits are placed in the octet groups defined in this section as follows:

» Thefirst 8 bits of the OUI are mapped to the first octet, and so on.

* Themost significant bit of the OUI is mapped to bit 8 of that first octet and the least significant
bit of the OUI is mapped to hit 1 of the third octet.

»  Because of the coding defined by |EEE, bit 7 of thefirst octet is aways set to“0.”

Asan example, for an OUI of ACDEA48, the contents of the three octets in the security message would be
asfollows:

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 1 1 0 0 1st
1 1 0 1 1 1 1 0 2nd
0 1 0 0 1 0 0 0 3rd

7.2.3.1 Data Confidentiality Algorithm

This octet group indicates an algorithm for the data confidentiality service.

Page 109 ATM Technical Committee



ATM Security Specification, Version 1.1

af-sec-0100.002

Bits
7 6 5 4 3 2 1 Octet(s)
0 1 0 0 0 0 0
Data Confidentiality Algorithm Identifier x.1
Length of Data Confidentiality Algorithm Contents X.2
Data Confidentiality Algorithm X.3
Qul x.4 (Note 1)
OUI (continued) x.5 (Note 1)
OUI (continued) x.6 (Note 1)
Data Confidentiality Mode of Operation X.7
Qul x.8 (Note 2)
OUI (continued) x.9 (Note 2)
OUI (continued) x.10 (Note 2)
Data Confidentiality Algorithm Details x.11 etc.*
Data Confidentiality Mode Details X.12 etc.*

Length of Data Confidentiality Algorithm Contents (Octet x.2)

A binary number indicating the length in octets of the data confidentiality

algorithm/mode fields, contained in octets x.3, x.4, X.5 etc.

Data Confidentiality Algorithm (Octet x.3)

8

= O O O O

7654321 M eaning

0000O0OO0T1 DES with 56 hits effective key
0000010 DES with 40 hits effective key
0000011 Triple-DES with keying option 2 [7]
0000100 FEAL, N=32, 64 hit key, no key block parity
X X X X X X X User-defined data confidentiality algorithm

(the value of bits 1-7 is user-defined)

OUI (Octets x.4 - x.6)

Note 1: if the data confidentiality algorithm is*user defined,” then the IEEE OUI of the
vendor or user that assigned the user-defined codepoint shall be included in these octets.
Otherwise, these octets are not included.

Data Confidentiality M ode of Operation (Octet x.7)

8

R O O O O

7654321 M eaning
000OO0O0OO0OO Mode not applicable
0000O0OO0T1 CBC
000O0O0O1IO Counter Mode
00000112 ECB

X X X X X X X

User-defined data confidentiality mode of

operation (the value of bits 1-7 is user-defined)

OUI (Octets x.8 - x.10)
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Note 2: if the data confidentiality mode of operation is*user defined,” then the IEEE
OUI of the vendor or user that assigned the user-defined codepoint shall be included in
these octets. Otherwise, these octets are not included.

Data Confidentiality Algorithm Details (Octet x.11 etc.)

These octets indicate coding details for each data confidentiality algorithm.
These details are found bel ow:

0 DEScoding details
- No further detail required
0 DE$AO coding details
Two eight-octet fields are added to the data confidentiality algorithm information
element details. Thefirst eight octets contain a binary encoded 64-bit random
number. The second eight octets contain the binary encoding of that random
number encrypted under the DES40 key in the ECB mode.
[Note: these details originally were included to satisfy certain export requirements.]
O Triple DES coding details
- No further detail required
0 FEAL coding details
- No further detail required
0 User-defined algorithm details
- Format of details specified by user

Data Confidentiality M ode Details (Octet x.12 etc.)

These octets indicate coding details for each data confidentiality mode of
operation. These details are found below:

0 CBC mode coding details

A 64-hit (8-octet) binary encoded value. Thisistheinitialization vector (V) for the
CBC mode.

0 Counter mode coding details
- No further detail required
0 ECB mode coding details
- No further detail required
0 User-defined mode details
- Format of details specified by user

7.2.3.2 Data Integrity Algorithm

This octet group indicates an algorithm for the data integrity service.
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 0 0 1 0
Data Integrity Algorithm Identifier x.1
Length of Data Integrity Algorithm Contents X.2
User | Replay Algorithm
Data Integrity Algorithm X.3
Qul x.4 (Note)
OUI (continued) x.5 (Note)
OUI (continued) x.6 (Note)
Data Integrity Algorithm Details X.7 etc.*

Length of Data Integrity Algorithm Contents (Octet x.2)

A binary number indicating the length in octets of the data integrity algorithm
fields, contained in octets x.3, x.4, efc.

User Defined Indicator (Octet x.3 Bit 8)

8 M eaning
0 ATM Forum Defined Algorithm
1 User Defined Algorithm

When a User Defined Algorithm isindicated, Bits 7-1 are user defined. The following
definitions of Replay/Reordering protection and Data Integrity Algorithm apply only
when Bit 8 indicates“ATM Forum Defined Algorithm”.

Replay/Reor dering Protection Indicator (Octet x.3 Bit 7)

7 M eaning
0 No replay/reordering protection provided.
1 Replay/reordering protection provided.

Data Integrity Algorithm (Octet x.3 Bits 6 - 1)

6 54321 M eaning
000O0O012 HMAC-MD5
000010 HMAC-SHA-1
000011 HMAC-RIPEMD-160
000100 DES/CBC MAC
000101 DES40/CBC MAC
000110 Triple DESICBC MAC
000111 FEAL/CBC MAC

OUI (Octets x.4 - x.6)

Note: if the data integrity algorithm is“user defined,” then the IEEE OUI of the vendor
or user that assigned the user-defined codepoint shall be included in these octets.
Otherwise, these octets are not included.
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Data Integrity Algorithm Details (Octet x.7 etc.)

These octets indicate coding details for each data integrity algorithm. These
details are found below:

0 HMAC-MDS5 coding details
- No further detail required
0 HMAC-SHA-1 coding details
- No further detail required
0 HMAC-RIPEMD-160 coding details
- No further detail required
0 DESin CBC mode MAC details
- No further detail required
0 DES-40in CBC mode MAC details
- No further detail required
O Triple DESin CBC mode MAC details
- No further detail required
0 FEAL in CBC mode MAC details
- No further detail required
0 User-defined algorithm details
- Format of details specified by user

7.2.3.3 Hash Algorithm
This octet group indicates a hashing algorithm for the authentication service.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 0 1 0 0
Hash Algorithm Identifier x.1
Length of Hash Algorithm Contents X.2
Hash Algorithm X.3
oul x.4 (Note)
OUI (continued) x.5 (Note)
OUI (continued) X.6 (Note)
Hash Algorithm Details X.7 etc.*

Length of Hash Algorithm Contents (Octet x.2)

A binary number indicating the length in octets of the hash algorithm fields
contained in octets x.3, x.4, etc.

Hash Algorithm (Octet x.3)

87654321 M eaning
00000OO0OO01 MD5
0000O0OO0O11I0O0 SHA-1
00000011 RIPEMD-160
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1 XX X X X X X User-defined hash algorithm
(the value of bits 1-7 is user-defined)

OUI (Octets x.4 - x.6)

Note: if the hash algorithm is“user defined,” then the IEEE OUI of the vendor or user
that assigned the user-defined codepoint shall be included in these octets. Otherwise,
these octets are not included.

Hash Algorithm Details (Octet x.7 etc.)

These octets indicate coding details for each hash algorithm. These details are
found below:

0 MDS5 coding details
- No further detail required
0 SHA-1 coding details
- No further detail required
0 RIPEMD-160 coding details
- No further detail required
0 User-defined algorithm details
- Format of details specified by user

7.2.3.4 Signature Algorithm
This octet group indicates a signature algorithm or MAC for the Authentication Service.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 0 1 1 0
Signature Algorithm Identifier x.1
Length of Signature Algorithm Contents X.2
Signature Algorithm X.3
Oul x.4 (Note)
OUI (continued) x.5 (Note)
OUI (continued) x.6 (Note)
Signature Algorithm Details X.7 etc*.

Length of Signature Algorithm Contents (Octet x.2)

A binary number indicating the length in octets of the signature algorithm
fields contained in octets x.3, x.4, etc.

Signature Algorithm (Octet x.3)

87654321 M eaning
00000OO0OO01 RSA
0000O0OO0O1110O0 DSA
00000011 EC-GDSA
00000O1O00 ESIGN
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= O O O O
X O O O o

OUI (Octets x.4 - x.6)

000101 DES/CBC MAC
000110 DES40/CBC MAC
000111 Triple DESICBC MAC
001000 FEAL/CBC MAC

X X X X X X User-defined algorithm

(the value of bits 1-7 is user-defined)

Note: If the signature algorithm is “user defined,” then the IEEE OUI of the vendor or
user that assigned the user-defined codepoint shall be included in these octets.
Otherwise, these octets are not included.

Signature Algorithm Details (Octet .7 etc.)

These optional octets indicate coding details for each signature algorithm.
These details are found below:

O

O

RSA coding details
- No further detail required
DSA coding details
- No further detail required
EC-GDSA coding details
- No further detail required (cf. Section 8.7)
ESIGN coding details
The order of k:
This o)g:t)et contains the binary encoding of the order of k (i.e,, X, in the relation
k=2
DES/CBC MAC coding details
- No further detail required
DESA0/CBC MAC coding details
- No further detail required
Triple DESYICBC MAC coding details
- No further detail required
FEAL/CBC MAC coding details
- No further detail required

User-defined algorithm details
- Format of details specified by user

7.2.3.5 Key Exchange Algorithm

This octet group indicates the algorithm used for key exchange.
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 1 0 0 0
Key Exchange Algorithm Identifier x.1
Length of Key Exchange Algorithm Contents X.2
Key Exchange Algorithm X.3
oul x.4 (Note)
OUI (continued) x.5 (Note)
OUI (continued) X.6 (Note)
Key Exchange Algorithm Details X.7 etc.*

Length of Key Exchange Algorithm Contents (Octet x.2)

A binary number indicating the length in octets of the key exchange algorithm
fields contained in octets x.3, x.4, etc.

Key Exchange Algorithm (Octet x.3)

87654321 M eaning
0000O0O0O01 RSA

0000O0OO010O0 Diffie-Hellman
0000O0OO0OT112 ECKAS-DH (primefield)
00000100 ECKAS-DH (characteristic 2 field)
00000101 DES/CBC
00000110 DES40/CBC
00000111 Triple DES/CBC
00001000 FEAL/CBC

1 X X X X X X X User-defined key exchange algorithm

(the value of bits 1-7 is user-defined)
OUI (Octets x.4 - x.6)

Note: If the key exchange algorithm is*user defined,” then the IEEE OUI of the vendor
or user that assigned the user-defined codepoint shall be included in these octets.
Otherwise, these octets are not included.

Key Exchange Algorithm Details (Octet x.7 etc.)

These octets indicate coding details for each key exchange algorithm. These
details are found below:

0 RSA coding details
- No further detail required
O DiffieeHellman coding details
Diffie-Hellman public key identifier (Octet x.7a):
This octet isthe identifier for the Diffie-Hellman public key.
87654321 M eaning
0000O0O0O01 Diffie-Hellman public key
Diffie-Hellman public key length (Octet x.7b):
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This octet specifies the length of the Diffie-Hellman public key in
octets.

Diffie-Hellman public key value (Octet x.7c etc.):

Thisfield contains the octet string representation of the Diffie-
Hellman public key value. Thisfield contains theinitiator’s Diffie-
Hellman public key value (X) when thisinformation element is sent in
FLOWZ1-3WE. Thisfield contains the responder’ s Diffie-Hellman
public key value (Y) when this information element is sent in FLOW2-
3WE.

Diffie-Hellman modulus identifier (Octet x.8a):
This octet isthe identifier for the Diffie-Hellman public modulus.
87654321 M eaning
0000O0OO010O0 Diffie-Hellman public modulus
Diffie-Hellman modulus length (Octet x.8b):

This octet specifies the length of the Diffie-Hellman public modulusin
octets.

Diffie-Hellman modulus value (Octet x.8c etc.):

Thisfield contains the octet string representation of the Diffie-
Hellman public modulus value (P).

Diffie-Hellman base identifier (Octet x.9a):
This octet isthe identifier for the Diffie-Hellman public base.
87654321 M eaning
0000O0OO0OT112 Diffie-Hellman public base
Diffie-Hellman base length (Octet x.9b):

This octet specifies the length of the Diffie-Hellman public basein
octets.

Diffie-Hellman base value (Octet x.9c etc.):

Thisfield contains the octet string representation of the Diffie-
Hellman public base value (G).

O Elliptic Curve Key Agreement Scheme-Diffie Hellman Analogue (ECKAS-DH)
coding details for prime fields (cf. Section 8.7.5):

ECKAS-DHp public key identifier (Octet x.7a):
This octet is the identifier for the ECKAS-DHp public key.
87654321 M eaning
0000O0O0O01 ECKAS-DHp public key
ECKAS-DHp public key length (Octet x.7b):
This octet specifies the length of the ECKAS-DHp public key in octets.
ECKAS-DHp public key value (Octet x.7c tc.):

Thisfield contains the octet string representation of the ECKAS-DHp
public key value. Thisfield contains the initiator’ s ECKAS-DHp
public key value (aP) when thisinformation element issent in
FLOWZ1-3WE. Thisfield contains the responder’s ECKAS-DHp
public key value (bP) when thisinformation element issent in
FLOW2-3WE.

ECKAS-DHp modulusidentifier (Octet x.8a):
This octet is the identifier for the ECKAS-DHp public modulus (p).
87654321 M eaning
00000010 ECKAS-DHp public modulus
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ECKAS-DHp modulus length (Octet x.8b):

This octet specifies the length of the ECKAS-DHp public modulusin
octets.

ECKAS-DHp modulus value (Octet x.8c etc.):

Thisfield contains the octet string representation of the ECKAS-DHp
public modulus value (p).

ECKAS-DHp baseidentifier (Octet x.9a):
This octet isthe identifier for the ECKAS-DHp public base (P) (cf.

Section 8.7).
87654321 M eaning
000000111 ECKAS-DHp public base

ECKAS-DHp base length (Octet x.9b):

This octet specifies the length of the ECKAS-DHp public basein
octets.

ECKAS-DHp base value (Octet x.9c etc.):

Thisfield contains the octet string representation of the ECKAS-DHp
public base.

ECKAS-DHp Weier strass coefficient identifier (Octet x.10a):

This octet isthe identifier for the ECKAS-DHp Weierstrass coefficient
(a) (cf. Section 8.7).

87654321 M eaning
0000O0O1O00 ECKAS-DHp Welerstrass
coefficient

ECKAS-DHp Weier strass coefficient length (Octet x.10b):
This octet specifies the length of the ECKAS-DHp Weierstrass
coefficient (a) in octets.

ECKAS-DHp Weier strass coefficient value (Octet x.10c etc.):
Thisfield contains the octet string representation of the ECKAS-DHp
Weierstrass coefficient (a).

ECKAS-DHp Weier strass coefficient identifier (Octet x.11a):

This octet isthe identifier for the ECKAS-DHp Weierstrass coefficient
(b) (cf. Section 8.7).

87654321 M eaning
00000101 ECKAS-DHp Welierstrass
coefficient

ECKAS-DHp Weier strass coefficient length (Octet x.11b):
This octet specifies the length of the ECKAS-DHp Welerstrass
coefficient (b) in octets.

ECKAS-DHp Weier strass coefficient value (Octet x.11c etc.):
Thisfield contains the octet string representation of the ECKAS-DHp
Weiergtrass coefficient (b).

O Elliptic Curve Key Agreement Scheme-Diffie Hellman Analogue (ECKAS-DH)
coding details for characteristic 2 (cf. Section 8.7.5):

ECKAS-DH2 public key identifier (Octet x.7a):
This octet is the identifier for the ECKAS-DH2 public key.
87654321 M eaning
0000O0OO0OO01 ECKAS-DH2 public key

ECKAS-DH2 public key length (Octet x.7b):
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This octet specifies the length of the ECKAS-DH2 public key in octets.
ECKAS-DH2 public key value (Octet x.7c etc.):

Thisfield contains the octet string representation of the ECKAS-DH2
public key value. Thisfield contains the initiator' s ECKAS-DH2
public key value (aP) when thisinformation element issent in
FLOW1-3WE. Thisfield contains the responder’s ECKAS-DH2
public key value (bP) when thisinformation element issent in
FLOW2-3WE.

ECKAS-DH2field sizeidentifier (Octet x.8a):
This octet isthe identifier for the ECKAS-DH2 field size (m).
87654321 M eaning
0000O0OO0O1110O0 ECKAS-DH2 fiedld size
ECKAS-DH2 field size length (Octet x.8b):

This octet specifies the length of the ECKAS-DH2 field size (m) in
octets.

ECKAS-DH2 field size value (Octet x.8c &tc.):

Thisfield contains the octet string representation of the ECKAS-DH2
field size value (m).

ECKAS-DH2 baseidentifier (Octet x.9a):
This octet isthe identifier for the ECKAS-DH2 public base (P) (cf.

Section 8.7).
87654321 M eaning
00000011 ECKAS-DH2 public base

ECKAS-DH2 base length (Octet x.9b):

This octet specifies the length of the ECKAS-DH2 public basein
octets.

ECKAS-DH2 base value (Octet x.9c etc.):
Thisfield contains the octet string representation of the ECKAS-DH2
public base.

ECKAS-DH2 Weierstrass coefficient (a) identifier (Octet x.10a):
This octet is the identifier for the ECKAS-DH2 Weierstrass coefficient
(a) (cf. Section 8.7).

87654321 M eaning
00000100 ECKAS-DH2 Weierstrass
coefficient (a)

ECKAS-DH2 Weier strass coefficient (a) length (Octet x.10b):
This octet specifies the length of the ECKAS-DH2 Welerstrass
coefficient (a) in octets.

ECKAS-DH2 Weier strass coefficient (a) value (Octet x.10c etc.):
Thisfield contains the octet string representation of the ECKAS-DH2
Weierstrass coefficient (a).

ECKAS-DH2 Weierstrass coefficient (b) identifier (Octet x.11a):

This octet isthe identifier for the ECKAS-DH2 Weierstrass coefficient
(b) (cf. Section 8.7).

87654321 M eaning
00000101 ECKAS-DH2 Weierstrass
coefficient (b)

ECKAS-DH2 Weier strass coefficient (b) length (Octet x.11b):
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This octet specifies the length of the ECKAS-DH2 Weierstrass
coefficient (b) in octets.
ECKAS-DH2 Weier strass coefficient (b) value (Octet x.11c etc.):
Thisfield contains the octet string representation of the ECKAS-DH2
Weierstrass coefficient (b).
O DES/CBC coding details
- No further detail required
0 DESA0/CBC coding details
- No further detail required
O Triple DESJCBC coding details
- No further detail required
O FEAL/CBC coding details
- No further detail required
0 User-defined algorithm details

- Format of details specified by user

7.2.3.6 Session Key Update Algorithm

This octet group indicates a session key update algorithm for updating the data confidentiality and data
integrity session keys.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 1 0 1 0
Session Key Update Algorithm Identifier x.1
Length of Session Key Update Algorithm Contents X.2
Session Key Update Algorithm x.3
Oul x.4 (Note)
OUI (continued) x.5 (Note)
OUI (continued) x.6 (Note)
Session Key Update Algorithm Details X.7 etc.*

Length of Session Key Update Algorithm Contents (Octet x.2)

A binary number indicating the length in octets of the key exchange algorithm
fields, contained in octets x.3, x.4, efc.

Session Key Update Algorithm (Octet x.3)

87654321 M eaning

00 0 01 SKE with MD5
0000O0OO0O1110O0 SKE with SHA-1
00000011 SKE with RIPEMD-160

1 XX X X X X X User-defined key exchange algorithm

(the value of bits 1-7 is user-defined)
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OUI (Octets x.4 - x.6)

Note: if the session key update algorithm is “user defined,” then the IEEE OUI of the
vendor or user that assigned the user-defined codepoint shall be included in these octets.
Otherwise, these octets are not included.

Session Key Update Algorithm Details (Octet x.7 etc.)

These octets indicate coding details for each session key update algorithm.
These details are found bel ow:

O SKE with MD5 coding details
- No further detail isrequired.
O SKE with SHA-1 coding details
- No further detail isrequired.
O SKE with RIPEMD-160 coding details
- No further detail isrequired.
0 User-defined algorithm details
- Format of details specified by user

7.2.3.7 Authentication Algorithm Profile Group
This octet group indicates a set of algorithms supporting the authentication service.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 1 1 0 0
Authentication Algorithm Group Identifier x.1
Length of Authentication Algorithm Group Contents X.2
Authentication Algorithm Group X.3
oul x.4* (Note)
OUI (continued) x.5* (Note)
OUI (continued) x.6* (Note)
1 | o | 2] 12| o | o 1] o
Signature Algorithm Details | dentifier X.7*
Length of Signature Algorithm Details X.8*
Signature Algorithm Details X.9 efc.*
1 | o | 2] 12| o | 12| o | o
Hash Algorithm Details | dentifier x.10*
Length of Hash Algorithm Details x.11*
Hash Algorithm Details x.12 etc.*

Length of Authentication Algorithm Group Contents (Octet x.2)

A binary number indicating the length in octets of the authentication algorithm group
fields contained in x.3, x.4, etc.

Authentication Algorithm Group (Octet x.3)
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M eaning

AUTH-1
Signature=DES/CBC MAC
Hash=Not Applicable

o
[@REN]
o o
o o
[@ N
o w
o N
N

0000O0OO0OT1I0O0 AUTH-2
Signature=DSA
Hash=SHA-1

0000O0OO0OT112 AUTH-3
Signature=EC-GDSA
Hash=SHA-1

00000100 AUTH-4
Signature=ESIGN
Hash=MD5

00000101 AUTH-5
Signature=FEAL/CBC MAC
Hash=Not Applicable

00000110 AUTH-6
Signature=RSA
Hash=MD5

1 X X X X X X X User-defined Authentication Algorithm Group
(the value of bits 1-7 is user defined)

OUI (Octets x.4-x.6)

Note: If the authentication algorithm group is “user defined,” then the IEEE OUI of the
vendor or user that assigned the user-defined codepoint shall be included in these octets.
Otherwise, these octets are not included.

Signature Algorithm Details (Octets x.7 through x.9 etc.)

This optional octet group is formatted the same as the Signature Algorithm Details of
the Signature Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.4.

This octet group may be included once in each Authentication Algorithm Profile Group.
Hash Algorithm Details (Octets x.10 through x.12 etc.)

This optional octet group is formatted the same as the Hash Algorithm Details of the
Hash Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.3.

This octet group may be included once in each Authentication Algorithm Profile Group.
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7.2.3.8 _Inteqgrity Algorithm Profile Group

This octet group indicates a set of algorithms supporting integrity service.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 0 1 1 1 0
Integrity Algorithm Group Identifier x.1
Length of Integrity Algorithm Group Contents X.2
Integrity Algorithm Group X.3
oul x.4* (Note)
OUI (continued) X.5* (Note)
OUI (continued) x.6* (Note)
1 | o | 12| 2| o | 12| 1] o
MAC Algorithm Details Identifier X.7T*
Length of MAC Algorithm Details X.8*
MAC Algorithm Details X.9 etc.*
1 | o | 2] 12| o | o 1] o
Signature Algorithm Details | dentifier X.10%
Length of Signature Algorithm Details X.11*
Signature Algorithm Details X.12 etc.
1 | o | 2] 2| 1] o | o | o
Key Exchange Algorithm Details Identifier X.13*
Length of Key Exchange Algorithm Details X.14*
Key Exchange Algorithm Details x.15 etc.*
1 | o | 12| 2| 1] o | 1] o
Key Update Algorithm Details Identifier x.16*
Length of Key Update Algorithm Details X.17*
Key Update Algorithm Details x.18 etc.*
1 | o | 1 | 1 o | 1] o | o
Hash Algorithm Details | dentifier x.19*
Length of Hash Algorithm Details X.20*
Hash Algorithm Details x.21 etc.*

Length of Integrity Algorithm Group Contents (Octet x.2)

A binary number indicating the length in octets of the integrity algorithm group fields
contained in X.3, X.4, €tc.

Integrity Algorithm Group (Octet x.3)

87654321 M eaning

0000O0O0O01 INTEG-1
MAC=DES/CBC
Signature=RSA
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Key Exchange=RSA
Key Update=MD5
Hash=MD5

0000O0O010O0 INTEG-2
MAC=DES/CBC
Signature=DSA
Key Exchange=DH
Key Update=SHA-1
Hash=SHA-1

000000112 INTEG-3
MAC=DES/CBC
Signature=EC/DSA
Key Exchange=EC/DH
Key Update=SHA-1
Hash=SHA-1

00000O1O00 INTEG-4
MAC=DES/CBC
Signature=DES/CBC
Key Exchange=DES/CBC
Key Update=MD5
Hash=Not Applicable

00000101 INTEG-5
MAC=HMD5
Signature=RSA
Key Exchange=RSA
Key Update=MD5
Hash=MD5

0000O0O110 INTEG-6
MAC=HMD5
Signature=DES/CBC
Key Exchange=DES/CBC
Key Update=MD5
Hash=Not Applicable

00000111 INTEG-7
MAC=HSHA-1
Signature=DSA
Key Exchange=DH
Key Update=SHA-1
Hash=SHA-1
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00001000 INTEG-8
MAC=HSHA-1
Signature=EC/DSA
Key Exchange=EC/DH
Key Update=SHA-1
Hash=SHA-1

00001001 INTEG-9
MAC=HSHA-1
Signature=DES/CBC
Key Exchange=DES/CBC
Key Update=SHA-1
Hash=Not Applicable

00001010 INTEG-10
MAC=FEAL/CBC
Signature=ESIGN
Key Exchange=DH
Key Update=MD5
Hash=MD5

00001011 INTEG-11
MAC=FEAL/CBC
Signature=FEAL/CBC
Key Exchange=FEAL/CBC
Key Update=MD5
Hash=Not Applicable

1 X X X X X X X User-defined Authentication Algorithm Group
(the value of bits 1-7 is user defined)

OUI (Octets x.4-x.6)

Note: If the integrity algorithm group is“user defined,” then the IEEE OUI of the
vendor or user which assigned the user-defined codepoint shall beincluded in these
octets. Otherwise, these octets are not included.

MAC Algorithm Details (Octet x.7 through x.9 etc.)

This optional octet group is formatted the same as the Data Integrity Algorithm Details
of the Data Integrity Algorithm octet groups defined in octet x.7 etc. in Section 7.2.3.2.

This octet group may be included once in each Integrity Algorithm Profile Group.
Signature Algorithm Details (Octets x.10 through x.12 etc.)

This optional octet group is formatted the same as the Signature Algorithm Details of
the Signature Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.4.
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This octet group may be included once in each Integrity Algorithm Profile Group.
Key Exchange Algorithm Details (Octets x.13 through x.15 etc.)

This optional octet group is formatted the same as the Key Exchange Algorithm Details
of the Key Exchange Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.5.

This octet group may be included once in each Integrity Algorithm Profile Group.
Key Update Algorithm Details (Octets x.16 through x.18 etc.)

This optional octet group is formatted the same as the Session Key Update Algorithm
Details of the Session Key Update Algorithm octet group defined in octet X.7 etc. in
Section 7.2.3.6.

This octet group may be included once in each Integrity Algorithm Profile Group.
Hash Algorithm Details (Octets x.19 through x.21etc.)

This optional octet group is formatted the same as the Hash Algorithm Details of the
Hash Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.3.

This octet group may be included once in each Integrity Algorithm Profile Group.

7.2.3.9 Confidentiality Algorithm Profile Group
This octet group indicates a set of algorithms supporting confidentiality service.
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 0 1 1 0 0 0 0
Confidentiality Algorithm Group Identifier x.1
Length of Confidentiality Algorithm Group Contents X.2
Confidentiality Algorithm Group X.3
oul x.4* (Note)
OUI (continued) X.5* (Note)
OUI (continued) x.6* (Note)
1 | o | 12| 2| 1| 12| 1] o
Encryption Algorithm Details Identifier X.7T*
Length of Encryption Algorithm Details X.8*
Encryption Algorithm Details X.9 etc.*
1 | o | 2] 12| o | o 1] o
Signature Algorithm Details | dentifier X.10%
Length of Signature Algorithm Details X.11*
Signature Algorithm Details X.12 etc.
1 | o | 2] 2| 1] o | o | o
Key Exchange Algorithm Details Identifier X.13*
Length of Key Exchange Algorithm Details X.14*
Key Exchange Algorithm Details x.15 etc.*
1 | o | 12| 2| 1] o | 1] o
Key Update Algorithm Details Identifier x.16*
Length of Key Update Algorithm Details X.17*
Key Update Algorithm Details x.18 etc.*
1 | o | 1 | 1 o | 1] o | o
Hash Algorithm Details | dentifier X.19*
Length of Hash Algorithm Details X.20*
Hash Algorithm Details x.21 etc.*

Length of Confidentiality Algorithm Group Contents (Octet x.2)

A binary number indicating the length in octets of the confidentiality algorithm group
fields contained in x.3, x.4, €tc.

Confidentiality Algorithm Group (Octet x.3)
87654321 M eaning
0000O0OO0OO01 CONF-1

Encryption=DES/CBC
Signature=RSA

Key Exchange=RSA
Key Update=MD5
Hash=MD5

0000O0OO010O0 CONF-2
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00000011

00000100

0000O01O01

00000110

00000111

00001000

Page 128
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Encryption=DES/CBC
Signature=DSA

Key Exchange=DH
Key Update=SHA-1
Hash=SHA-1

CONF-3
Encryption=DES/CBC
Signature=EC/DSA
Key Exchange=EC/DH
Key Update=SHA-1
Hash=SHA-1

CONF-4
Encryption=DES/CBC
Signature=DES/CBC

Key Exchange=DES/CBC
Key Update=MD5
Hash=Not Applicable

CONF-5
Encryption=DES/Counter
Signature=RSA

Key Exchange=RSA

Key Update=MD5
Hash=MD5

CONF-6
Encryption=DES/Counter
Signature=DSA

Key Exchange=DH

Key Update=SHA-1
Hash=SHA-1

CONF-7
Encryption=DES/Counter
Signature=EC/DSA

Key Exchange=EC/DH
Key Update=SHA-1
Hash=SHA-1

CONF-8
Encryption=DES/Counter
Signature=DES /CBC

Key Exchange=DES /CBC
Key Update=MD5

ATM Technical Committee



ATM Security Specification, Version 1.1

Page 129

af-sec-0100.002

Hash=Not Applicable

CONF-9
Encryption=TripleeDES/CBC
Signature=RSA

Key Exchange=RSA

Key Update=MD5
Hash=MD5

CONF-10

Encryption=Triplee DES/CBC
Signature=DSA

Key Exchange=DH

Key Update=SHA-1
Hash=SHA-1

CONF-11

Encryption=Triplee DES/CBC
Signature=EC/DSA

Key Exchange=EC/DH

Key Update=SHA-1
Hash=SHA-1

CONF-12
Encryption=TripleeDES/CBC
Signature= TripleeDES/ICBC

Key Exchange= Triple-DES/CBC
Key Update=MD5

Hash=Not Applicable

CONF-13
Encryption=Triple-DES/Counter
Signature=RSA

Key Exchange=RSA

Key Update=MD5

Hash=MD5

CONF-14
Encryption=Triple-DES/Counter
Signature=DSA

Key Exchange=DH

Key Update=SHA-1
Hash=SHA-1

CONF-15
Encryption=Triple-DES/Counter
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OUI (Octets x.4-x.6)
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Signature=EC/DSA
Key Exchange=EC/DH
Key Update=SHA-1
Hash=SHA-1

CONF-16
Encryption=Triple-DES/Counter
Signature= TripleeDES/ICBC

Key Exchange= Triple-DES/CBC
Key Update=MD5

Hash=Not Applicable

CONF-17
Encryption=FEAL/CBC
Signature=ESIGN

Key Exchange=DH

Key Update=MD5
Hash=MD5

CONF-18
Ecryption=FEAL/CBC
Signature=FEAL/CBC

Key Exchange=FEAL/CBC
Key Update=MD5
Hash=Not Applicable

CONF-19
Encryption=FEAL/Counter
Signature=ESIGN

Key Exchange=DH

Key Update=MD5
Hash=MD5

CONF-20
Encryption=FEAL/Counter
Signature=FEAL/CBC

Key Exchange=FEAL/CBC
Key Update=MD5
Hash=Not Applicable

User-defined Authentication Algorithm Group
(the value of bits 1-7 is user defined)
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Note: If the confidentiality algorithm group is “user defined,” then the IEEE OUI of the
vendor or user which assigned the user-defined codepoint shall beincluded in these
octets. Otherwise, these octets are not included.

Encryption Algorithm Details (Octets x.7 through x.9 etc.)

This optional octet group is formatted the same as the Data Confidentiality Algorithm
Details and Data Confidentiality Mode Details of the Data Confidentiality Algorithm
octet group defined in octets x.11 etc. and x.12 etc. in Section 7.2.3.1.

This octet group may be included once in each Confidentiality Algorithm Profile Group.

Signature Algorithm Details (Octets x.10 through x.12 etc.)

This optional octet group is formatted the same as the Signature Algorithm Details of
the Signature Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.4.

This octet group may be included once in each Confidentiality Algorithm Profile Group.
Key Exchange Algorithm Details (Octets x.13 through x.15 etc.)

This optional octet group is formatted the same as the Key Exchange Algorithm Details
of the Key Exchange Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.5.

This octet group may be included once in each Confidentiality Algorithm Profile Group.
Key Update Algorithm Details (Octets x.16 through x.18 etc.)

This optional octet group is formatted the same as the Session Key Update Algorithm
Details of the Sesion Key Update Algorithm octet group defined in octet x.7 etc. in
Section 7.2.3.6.

This octet group may be included once in each Confidentiality Algorithm Profile Group.
Hash Algorithm Details (Octets x.19 through x.21 etc.)

This optional octet group is formatted the same as the Hash Algorithm Details of the
Hash Algorithm octet group defined in octet x.7 etc. in Section 7.2.3.3.

This octet group may be included once in each Confidentiality Algorithm Profile Group.

7.3 Confidential Parameters Section

The confidential parameters section provides for the exchange of confidential information in the SME.
This optional section provides an opportunity to include encrypted datain an SAS.
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Bits
8 7 6 5 4 3 2 1 Octets
1 1 0 0 0 0 0 0
Confidential Parameters Section Identifier x.1
Length of Confidential Parameters Section X.2
Length of Confidential Parameters Section (cont.) x.3
Confidential Data X.4 etc

Length of Confidential Parameter s Section (Octet x.2, x.3)

This 16-hit octet group provides the length of the Confidential ParametersSection. This
isthe length of the ciphertext, which may not be the same as the plaintext.

Confidential Data (Octet x.4 €tc.)

This Octet group contains encrypted data that requires decryption in order
to be meaningful to the security agent. In the SME, thisisthe encryption
of the Confidential Parameters defined in Section 7.3.1, using the key
exchange algorithm referenced by the SAS identifier.

7.3.1 Confidential Parameters

The Security Message Exchange Protocol supports the exchange of confidentiality parameters. Thisisthe
original confidential parameters section.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 0 0 1 0 0
Confidential Parameters Identifier x.1
Master Key X.2 etc
First Data Confidentiality Session Key X.3 etc
First Data Integrity Session Key X.4 etc

Master Key (Octet x.2 etc. Optional)

This octet group provides the Master Key for the cryptographic services. It
contains the identifier, length, and value as defined in octets x.1, x.2, and x.3
efc. in Section 7.3.2. Further details on the use of this key can be found in
Section 0.

First Data Confidentiality Session Key (Octet x.3 etc. Optional)
Thisfield contains the initial Data Confidentiality Session Key. It contains the

identifier, length, and value as defined in octets x.1, x.2, and X.3 etc. in Section
7.3.3. Further details on the use of this key can be found in Section 5.2.4.

First Data Integrity Session Key (Octet x.4 etc. Optional)

Page 132 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

This field contains the initial Data Integrity Session Key. It contains the
identifier, length, and value as defined in octets x.1, x.2, and X.3 etc. in Section
7.3.4. Further details on the use of this key can be found in Section 5.2.4.

7.3.2 Master Key
This octet group contains one party’ s contribution to the key used to encrypt subsequent session keys.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 0 1 0 0 0
Master Key Identifier x.1
Length of Master Key X.2
Master Key Value x.3 etc.

Master Key Length (Octet x.2)

A binary number indicating the length in octets of the Master Key value
contained in octets x.3, etc.

Master Key Value (Octet x.3 etc.)

This field contains the binary encoding of the Master Key value, with bit 8 of
the first octet being the most significant bit, and bit 1 of the last octet being the
least significant bit. The Master Key length must be an integer multiple of 8
bits.

7.3.3 First Data Confidentiality Session Key
This octet group contains the first session key to be used to provide the data confidentiality service.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 0 1 0 1 0
First Data Confidentiality Session Key Identifier x.1
Length of First Data Confidentiality Session Key X.2
First Data Confidentiality Session Key Value x.3 etc.

First Data Confidentiality Session Key Length (Octet x.2)

A binary number indicating the length in octets of the First Data
Confidentiality Session Key Value contained in octets x.3, etc.

First Data Confidentiality Session Key Value (Octet x.3 €tc.)

Thisfield contains the binary encoding of The First Data Confidentiality
Session Key Value, with bit 8 of thefirst octet being the most significant bit,
and hit 1 of the last octet being the least significant bit. The First Data
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Confidentiality Session Key length must be an integer multiple of 8 bits.
Algorithm-specific details for thisfield are as follows:

O When the data confidentiality algorithm is DES with 56-hit effective key,
the 64-hit (8-octet) key value (which includes parity) is encoded in binary
in thisfield.

O When the data confidentiality algorithm is Triple-DES with keying option
2 [7], the 128-bit (16-octet) key value (which includes parity) is encoded in
binary in thisfield asfollows: The “first key” isencoded in binary in octets
x.3 through x.10 and the “second key” is encoded in binary in octets x.11
through x.18 of thisfield.

O When the data confidentiality algorithm is FEAL with 64-bit effective key,
the 64-bit (8-octet) key isencoded in binary in this field.

7.3.4 First Data Integrity Session Key
This octet group contains the first session key to be used to provide the data integrity service.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 0 1 1 0 0
First Data Integrity Session Key |dentifier x.1
Length of First Data Integrity Session Key X.2
First Data Integrity Session Key Value x.3 etc.

First Data Integrity Session Key Length (Octet x.2)

A binary number indicating the length in octets of the First Data Integrity
Session Key value contained in octets x.3, etc.

First Data Integrity Session Key Value (Octet x.3 €tc.)

Thisfield contains the binary encoding of the First Data Integrity Session Key
value, with bit 8 of the first octet being the most significant bit, and bit 1 of the
last octet being the least significant bit. The First Data Integrity Session Key
length must be an integer multiple of 8 hits.

7.4 Authentication Section

This octet group specifiesthe SAS Authentication Section. This section is intended to support
authentication as specified in the Security Message Exchange Protocol. However, the design provides a
generic authentication service that can be applied to any part of the SSIE. All octet groups of this section
are optional and may be included in any order, except that the SAS Digital Signature, if present, shall be
last. Each octet group may be included no more than once.

The specified digital signature type determinesthe digital signature’ s scope. When used in the Security
Message Exchange Protocol, the digital signature must be a Security Message Exchange Digital
Signature.
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 0 0 0 0
Authentication Section |dentifier x.1
Initiator Random Number X.2 etc
Responder Random Number x.3 etc
Time Variant Time Stamp X.4 etc
Credentials x.5 etc
Security Message Exchange Digital Signature X.6 etc
SASDigital Signature X.7 etc

Initiator Random Number (Octet x.2 etc Optional)

This section providestheinitiator supplied nonce, if provided in the exchange. Further
details on the format and use of thisfield are found below.

Responder Random Number (Octet x.3 etc Optional)

This section provides the responder supplied nonce, if provided in the exchange.
Further details on the format and use of thisfield are found below.

Time Variant Time Stamp (Octet x.4 etc Optional)

This section specifies a unique time stamp/sequence number that will provide replay
protection. Further details on the format and use of thisfield are found below.

Credentials (Octet x.5 etc Optional.)

This section is employed when credential presentation or exchangeisrequired in the
Security Message Exchange. Further details on using thisfield are found bel ow.

Security M essage Exchange Digital Signature (Octet x.6 etc optional)

This section contains the Security Message Exchange Digital Signature as described in
Section 7.4.5.

SAS Digital Signature (Octet X.7 etc optional)

This section contains the SAS Digital Signature as described in Section 7.4.6.

7.4.1 Initiator Random Number (Nonce)
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 0 1 0 0
Initiator Random Number Identifier x.1
Initiator Random Number Value X.2
Initiator Random Number Value (cont.) X.3
Initiator Random Number Value (cont.) x.4
Initiator Random Number Value (cont.) X.5
Initiator Random Number Value(Octet x.2-5)
Thisfield isa 32-bit binary random number.
7.4.2 Responder Random Number (Nonce)
Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 0 1 0 1
Responder Random Number |dentifier x.1
Responder Random Number Value X.2
Responder Random Number Value (cont.) x.3
Responder Random Number Value (cont.) X.4
Responder Random Number Value (cont.) x.5

Responder Random Number Value (Octet x.2-5)
Thisfield isa 32-bit binary random number.

7.4.3 Time-Variant Time Stamp

Thisfield, combined with the identity of the assigning security agent, provides alabel that can be used as
aunique identifier for agiven SAS used in an authentication exchange. Thisfield consists of two 32-hit
(four octet) integers, one for the time stamp (with one second resolution), and the other for a sequence
number that within each time interval starts at zero and isincreased by one each timeit is used. Thetime
stamp shall be encoded in Octets x.2 - x.5, and the sequence number shall be encoded in Octets x.6 - x.9.
Each of these integers are encoded as 32-bit unsigned binary integers, with bit 8 of the first octet being the
most significant bit, and bit 1 of the fourth octet being the least significant bit. For further details on using
thisfield, consult Sections 5.1 and 5.1.1.2.
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Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 0 1 1 0
Time-Variant Time Stamp Identifier x.1
Time Stamp Value X.2
Time Stamp Value (cont.) x.3
Time Stamp Value (cont.) x.4
Time Stamp Value (cont.) X.5
Sequence Number X.6
Sequence Number (cont.) x.7
Sequence Number (cont.) x.8
Sequence Number (cont.) x.9

Time Stamp Value (Octet x.2-5)

The time stamp value is a 4-octet coordinated universal time, the Greenwich Mean Time
(GMT) at which the signature was generated. Thisvalue is the binary encoding of the
number of seconds since 00:00:00 GMT on January 1, 1970 (same as UNIX time). This
isencoded in binary in octets x.2 through x.5.

Sequence Number (Octet x.6-9)

The sequence number is a 4-octet binary number that isincremented with each
authentication flow that is sent to the same destination with the same time stamp value.
When the time stamp value changes, the sequence number isreset to 0. The sequence
number value is encoded in binary in octets x.6 through x.9.

7.4.4 Credentials

Certificate exchangeis an optional feature of the Security Message Exchange Protocol, and isin general, a
credential presentation feature. User defined credential types may contain a complete set of security
services, and as such, additional authentication sections, such as time stamps, random numbers, and
signatures, may not be required in the authentication process.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 1 0 0 0
Credential Identifier x.1
Length of Credential Contents X.2
Length of Credential Contents (cont.) X.3
Credential Type x.4
Credential Value x.5 etc.

Length of Credential Contents (Octets x.2 - 3):

The overall length of the SSIE limits maximum length of the credential, when signaling
channel isused for certificate exchange
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Credential Type (Octet x.3):

87654321 M eaning

0 0 0001 X.509 Certificate V1
0000O0OO010O0 X.509 Certificate V2
00000011 X.509 Certificate V3

1 X X X X X X X User defined credential type.

(the value of bits 1-7 is user-defined)

Credential Value (Octet x.4 etc.):

This field contains the binary encoding of the credentials value, the format of
which conforms to the type specified in Octet x.3.

7.4.5 Security Message Exchange Digital Signature

This octet group contains the signature value computed over the objects required by the Security Message
Exchange Protocol. The signature algorithm is specified in other sections of the SSIE SAS. Thelength is
the length of the entire octet group, excluding the identifier and the length octets.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 1 0 1 0
Security Message Exchange Digital Signature |dentifier x.1
Security Message Exchange Digital Signature Length X.2
Digital Signature Value x.3 etc.

Security M essage Exchange Digital Signature Length (Octet x.2)

A binary number indicating the length in octets of the digital signature value
contained in octets x.3 etc.

Security M essage Exchange Digital Signature Value (Octet x.3 etc.)

Thisfield contains the binary encoding of the signature value. Thisis
signature algorithm specific and both security agentsin the SME must know
the signature algorithm used. Further details on constructing the digital
signature buffer and calculating this field are found in the following sections.

Algorithm-specific details for the signature are described bel ow:

O When the signature algorithm is RSA, thisfield contains the octet string
representation of the digital signature.

0 When the signature algorithm is DSA, the two digital signature components R and
Sareencoded as octet stringsin thisfield as follows:

DSA “R” parameter identifier (Octet x.3a):

This octet isthe identifier for the R component of the DSA digital signature.
87654321 M eaning
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O

O
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0000O0O0O01 R Parameter
DSA “R” parameter length (Octet x.3b):

This octet specifies the length of R in octets.
DSA “R” parameter value (Octet x.3c etc.):

Thisfield contains the octet string representation of R.
DSA “ S’ parameter identifier (Octet x.44):

This octet isthe identifier for the S component of the DSA digital signature.

87654321 M eaning

0000O0OO010O0 S Parameter
DSA “ S’ parameter length (Octet x.4b):

This octet specifies the length of Sin octets.
DSA “ S’ parameter value (Octet x.4c etc.):

Thisfield contains the octet string representation of S.

When the signature algorithm is ESIGN, the digital signature component Sis
encoded as octet stringsin thisfield as follows:

ESIGN “S’ parameter identifier (Octet x.3a):
This octet isthe identifier for the ESIGN digital signature S.
87654321 M eaning
0000O0OO0OO0L1 S Parameter

ESIGN “S’ parameter length (Octet x.3b):
This octet specifiesthe length of Sin octets.

ESIGN “S’ parameter value (Octet x.3c etc.):
Thisfield contains the octet string representation of S.

When the signature algorithm is Elliptic Curve Digital Signature Algorithm (EC-
GDSA), thetwo integersr and s are encoded as octet stringsin thisfield as follows
(cf. Section 8.7.3):

EC-GDSA “r” parameter identifier (Octet x.3a):
This octet isthe identifier for ther component of the EC-GDSA digital

signature.
87654321 M eaning
0000O0OO0OO01 r Parameter

EC-GDSA “r” parameter length (Octet x.3b):
This octet specifies the length of r in octets.
EC-GDSA “r” parameter value (Octet x.3c €tc.):
Thisfield contains the octet string representation of r.
EC-GDSA “g' parameter identifier (Octet x.4a):
This octet isthe identifier for the s component of the EC-GDSA digital

signature.
87654321 M eaning
00000010 s Parameter

EC-GDSA “g' parameter length (Octet x.4b):
This octet specifies the length of sin octets.
EC-GDSA “g' parameter value (Octet x.4c etc.):
Thisfield contains the octet string representation of s.
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7.4.5.1 Digital Signature Calculation—Two-Way Exchange Protocol

The contents and structure of the data to be hashed for the Digital Signature for Flow-1 and Flow-2 of the
Two-Way Security Message Exchange Protocol are defined bel ow.

74511 FLOW1-2WE

For FLOW1-2WE, the SME Digital Signature octet group contains the digital signature as defined in
Section 5.1.1.2, and reproduced bel ow:

Sgka(Hash(A, B, Ta, Ra, SecOpt, {ConfPar.}))

In order to calculate this signature, the hash value is cal culated across the octet groups shown in Table 12
in the order listed. Bit ordering within each octet isidentical to the bit ordering within the respective
octets of the Security Services Information Element. In addition, this buffer is padded according to the
appropriate hash algorithm procedures.

Table 12: Digital Signature Buffer for FLOW1-2WE.

Symboal Description of Octet Group | Octets Refer to Section
A Initiator Digtinguished Name | X.1-X.4,etc. | 7.1.1
B Responder Distinguished X.1-X4,etc | 712
Name
Ta Time-Variant Time Stamp X.1-X.9 7.4.3
Ry Initiator Random Number X.1-X5 7.4.1
SecOpt Security Service Specification | X.1, 7.2
Section X.2, ec,,
X.3, ec.
{ConfParg} | Confidential Parameters X.1, 731
(Note) X.2, etc.,
X.3, €c.,
X.4, ec

Note: If this octet group is present, the hash function operates on the plaintext data. That is, the
confidential parameters asthey exist either before encryption without any padding (if the digital signature
is generated by the sending agent), or after decryption after removal of any padding (if the digital
signature is validated by the receiving agent).

7.45.1.2 FLOW2-2WE

For FLOW2-2WE, the SME Digital Signature octet group contains the digital signature as defined in
Section 5.1.1.2, and reproduced bel ow:

Sgwp(Hash(A, B, R, {ConfPary}))

In order to calculate this signature, the hash value is cal culated across the octet groups shown in Table 13
in the order listed. Bit ordering within each octet isidentical to the bit ordering within the respective octet
of the Security Services Information Element. In addition, this buffer is padded according to the
appropriate hash algorithm procedures.
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Table 13: Digital Signature Buffer for FLOW2-2WE.

Symboal Description of Octet Group | Octets Refer to Section
A Initiator Digtinguished Name | X.1- X.4,etc. | 7.1.1
B Responder Distinguished X.1-X4,etc | 712
Name
Ry Initiator Random Number X.1-X5 7.4.1
(Note 1)
{ConfParp} | Confidential Parameters (Note | X.1, 731
2) X.2, etc.,
X.3, €c.,
X.4, etc

Note 1: These octets are received from theinitiator in FLOW1-2WE.

Note 2: If this octet group is present, the hash function operates on the plaintext data. That is, the
confidential parameters asthey exist either before encryption without any padding (if the digital signature
is generated by the sending agent), or after decryption after removal of any padding (if the digital
signature is validated by the receiving agent).

7.4.5.2 Digital Signature Buffer—Three-Way Exchange Protocol

The contents and structure of the data to be hashed for the Digital Signature for Flow-2 and Flow-3 of the
Three-Way Security Message Exchange Protocol are defined bel ow.

74521 FLOW2-3WE

For FLOW2-3WE, the SME Digital Signature octet group contains the digital signature as defined in
Section 5.1.1.1, and reproduced bel ow:

Sgw(Hash(A, B, Ra, Ry, SecNeg,, SecNeg,, {ConfPary}))

In order to calculate this signature, the hash value is cal culated across the octet groups shown in Table 14
in the order listed. Bit ordering within each octet isidentical to the bit ordering within the respective octet
of the Security Services Information Element. In addition, this buffer is padded according to the
appropriate hash algorithm procedures.
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Table 14: Digital Signature Buffer for FLOW2-3WE.

Symbal Description of Octet Group | Octets Refer to Section
A Initiator Digtinguished Name | X.1- X.4,etc. | 7.1.1
B Responder Distinguished X.1-X4,etc | 712
Name
Ry Initiator Random Number X.1-X5 7.4.1
(Note 1)
Ry Responder Random Number X.1-X.5 7.4.2
SecNeg, Security Service Specification | X.1, 7.2
Section X.2, etc., (Note 2)
X.3, €tc.
SecNeg, Security Service Specification | X.1, 7.2
Section X.2, dc.,
X.3, €tc.
{ConfParp} | Confidential Parameters (Note | X.1, 731
3) X.2, etc,,
X.3, €c.,
X.4, etc

Note 1: These octets are received from theinitiator in FLOW1-3WE.
Note 2: These octets are received from theinitiator in FLOW1-3WE, and are not sent in FLOW2-3WE.

Note 3: If this octet group is present, the hash function operates on the plaintext data. That is, the
confidential parameters asthey exist either before encryption without any padding (if the digital signature
is generated by the sending agent), or after decryption after removal of any padding (if the digital
signature is validated by the receiving agent).

7.45.2.2 FLOWS-3WE

For FLOW3-3WE, the SME Digital Signature octet group contains the SME digital signature as defined
in Section 5.1.1.1, and reproduced bel ow:

Sgka(Hash(A, B, R,, {ConfPar,}))

In order to calculate this signature, the hash valueis cal culated across the octet groups shown in Table 15
in the order listed. Bit ordering within each octet isidentical to the bit ordering within the respective octet
of the Security Services Information Element. In addition, this buffer is padded according to the
appropriate hash algorithm procedures.
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Table 15: Digital Signature Buffer for FLOW3-3WE.

Symboal Description of Octet Group | Octets Refer to Section
A Initiator Digtinguished Name | X.1- X.4,etc. | 7.1.1
B Responder Distinguished X.1-X4,etc | 712
Name
Ry Responder Random Number X.1-X.5 7.4.2
(Note 1)
{ConfParg} | Confidential Parameters (Note | X.1, 731
2) X.2, etc.,
X.3, €c.,
X.4, ec

Note 1: These octets are received from the responder in FLOW2-3WE.

Note 2: If this octet group is present, the hash function operates on the plaintext field. That is, the
confidential parameters asthey exist either before encryption without any padding (if the digital signature
is generated by the sending agent), or after decryption after removal of any padding (if the digital
signature is validated by the receiving agent).

7.4.6 SAS Digital Signature

This octet group contains a digital signature computed over an SAS, using avalue of ‘00’ in the transport
indicator field for the purpose of this signature calculation. The digital signature value is computed over
the entire contents of the SAS, up to, but not including, the signatureitself. An SAS can contain at most
one SAS digital signature.

Bits
8 7 6 5 4 3 2 1 Octet(s)
1 1 0 1 1 1 0 0
SAS Digital Signature Identifier x.1
Length of Digital Signature Contents X.2
Length of Digital Signature Contents (cont.) X.3
Digital Signature Value X.4 etc.

Digital Signature Length (Octet x.2-3)

A binary number indicating the length in octets of the digital signature value
contained in octet group Xx.4, etc.

Digital Signature Value (Octet x.4 etc.)

Thisfield contains the binary encoding of the signature value. The signatureis
computed over the encoded contents of this Security Association Section (excluding this
digital signature octet group). The contents of this SAS must remain intact as this SSIE
(and SAS) travels through the network. That is, the network must not change or reorder
the contents of this SAS.
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The algorithm-specific details for the SAS Digital Signature Value are identical to those
for the SME Digital Signature Value, found in Section 7.4.5.
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8 Cryptographic Procedures

8.1 Symmetric Encryption Bit Ordering

8.1.1 Bit Ordering for Data

The ATM layer encryption process is used to encrypt the 48 payl oad octets contained in user cells. The 48
payl oad octets are numbered 6 to 53, and within an octet the bits are numbered 8 to 1 (from high to low
order) with bit 8 transmitted first, as defined in the ITU-T 1.361 [35]. The DES and triple DES standard
[7] and FEAL standard [28], [29], define 64 bit input and output data blocks, with the bits numbered 1 to
64 (from high order to low order). Each ATM cdll payload contains 384 hits, and hence must be divided
into 6 equal blocks of 64 hits to perform the encryption.

The mapping of the bits from the cell payload into the encryption algorithm and the mapping of the
encrypted data back into the cell payload shall be as follows: The first 8 octets of the cell payload (cell
octets 6-13) form the first block for encryption with bit 8 of octet 6 becoming bit 1 of the first encryption
block. The result of the block encryption is mapped back into the same octets 6-13 of the cdll. Thisis
shown in Figure 38. This process continues with each successive 8 octets of the cell.

Cell bit position 8|7!6/5/4/3/2/1] .. |8l7/6/5/4/3 2|1

Cdl octet number 6 13

Bit positionof input | 1 |2 3|4 /5|67 /8| .. |57|58/59 60 61 62|63 64]
[ Encryption [

Bit positionof output | 1 | 2 | 3|4 5|67 |8| .. |57/58/50/60/ 61 62|63 64]

Cell bit position 8|7!6/5/4/3/2/1 .. |8l7/6/5/4/3 21

Cdl octet number 6 13

Figure 38: SymmetricEncryption Algorithm Data Bit Ordering.

8.1.1.1 The Effect of the Mode of Operation

The mapping indicated above applies directly to the ECB mode of operation. For CBC modeit is
intended that the first ciphertext output bit (Bit position 1) be xored with the highest-order payload bit (bit
8 of payload octets 1, 9, ... 41). Theresult is sent back into thefirst input bit position (Bit position 1), and
so on.

For the Counter Mode it isintended that the first output bit from the symmetric algorithm (Bit position 1)
be xored with the highest-order payload bit (bit 8 of payload octets 1, 9, ... 41), with the result put back in
thefirst payload bit, and so on. In addition, bit 63 of the state vector isinput into bit position 1, bit 62 of
the state vector into the bit position 2, and so on.
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8.1.2 Bit Ordering for Keys

Encrypted session keys are transported in the Confidential Parameters Section during secure call setup,
and in Session Key Exchange OAM cells for key updates. When using DES or FEAL, thiskey is 64 hits.
When using triple DES, this key is 128 hits. The use of the DES parity hits after transport is
implementation specific, and is not defined here.

The mapping of keys from either an Information Element, or an SKE OAM cdll, shall be as shown in
Figure 39.

Bit | 8| 7| 6| 5| 4| 3| 2| 1]|e| 8| 7|6|5|4|3]|2]|1
Position

OCtd | [T | + 7
Number

U H O

DESBit | 1 | 2| 3| 4| 5| 6| 7 | 8| e |57 |58 |59|60|61|62|63| 64
Position

Figure 39: Symmetric Encryption Algorithm Key Bit Ordering.

Note: Octet number i represents the first octet of the key in either an information element or OAM cell.

8.2 The Counter Mode of Operation

8.2.1 Purpose
This version of the counter mode is intended for use with any 64-bit block encryption agorithm.

Block (or codebook) encryption algorithms are rarely used in a stand-alone fashion because they have
several security weaknesses. The most seriousisthat patternsin the plaintext are not adequately
concealed in the ciphertext. In addition it is possible to remove, duplicate, and interchange ciphertext
without detection. Typically some form of a feedback mechanism, along with an exclusive OR operation,
is used to overcome these problems. The feedback information must be retained in memory at both the
encryptor and decryptor, on a per connection basis.

The counter modeiswell suited for use with ATM encryption. It provides an efficient implementation
allowing it to scale to higher data rates than other modes, such as cipher block chaining. With the counter
mode the feedback information can be updated and restored to memory in parallel with the encryption
algorithm processing. Second, and perhaps more important, it allows multiple blocks of plaintext to be
encrypted in paralld. For example, an entire 48-octet cell payload can be encrypted in one operation
using 6 copies of the encryption algorithm (with a 64-bit block size). Because each of the 6 payload
blocks is given a unique segment number, implementations that use the parallel encryption approach are
completely interoperable with those that don't.

8.2.2 Description

In counter mode both the encryptor and decryptor are synchronously producing identical key stream,
based on each end having identical State Vectors (SVs) feeding like-keyed encryption algorithms. This
state vector, which is described in more detail in Section 8.2.6, consists of several fields that contain the
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results from various counters and a Linear Recurring Sequence. This ensures that unique key stream
values are used for each block that is encrypted.

Once the key stream value is determined, the encryptor XORSs the key stream with the plaintext to produce
ciphertext. Similarly, the decryptor XORs the key stream with the ciphertext to recover the original
plaintext. A block diagram of this processis shown in Figure 40. Note that both the encryptor and
decryptor use the encryption algorithm to “encrypt” the SV.

Current Next Current Next
SV YY) SV SV
Update Update
- Function - Function
Key Encryption Key Encryption
——»{ Algorithm ——»| Algorithm
E(K) EK)

Plain Text Cipher Text Cipher Text Plain Text
U U
(bit-by-bit XOR) (bit-by-bit XOR)

(a) Encryption (b) Decryption

Figure 40: Counter Mode Block Diagram.

The SV must be changed on every new encryption; otherwise the generator will produce identical key
streams. The definition of the SV, and the associated processing to update it, are described in later
sections.

8.2.3 Properties

With the counter mode, cell lossin the ATM network causes the decryptor to lose cryptographic
synchronization. The mechanisms for recovering synchronization are described in the following sections.
The counter mode exhibits no error extension however, as a bit error in the ciphertext produces only a
single bit error in the plaintext.

8.2.4 Cryptographic Synchronization

Cryptographic synchronization is maintained on a per connection basis. To recover from synchronization
loss the decryptor must be provided with the same State Vector (SV) that the encryptor isusing, for a
particular connection. To accomplish this the encryptor transmits a resync message containing the new
SV. Theencryptor begins using the new SV on the very next cell to occur on that connection. The
decryptor, upon receipt of the resync message, loads the new SV into itsinternal memory. Cell sequence
integrity ensures that the next cell to arrive at the decryptor, on the connection in question, will
correspond with the new SV.
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8.2.4.1 SKC OAM Cell

The session key changeover cell defined in Section 5.1.7.2.2 shall be used for both key changeover and
resynchronization. A key changeover occurs when the Bank ID and key number fieldsin the SKC OAM
cell aredifferent from those currently in use. For aresync cell they are the same. For the counter mode, it
is permissible smply to change the Bank ID of the periodic resync SKC OAM cell processing to perform
akey changeover (after the corresponding SKE processing is completed). If this approach istaken, no
additional SKC OAM cells arerequired.

8.2.4.2 Encryptor Processing of SKC OAM Cells

It isthe job of the encryptor to insert the SKC OAM cdlls periodically, at the rate sufficient to ensure
required Quality of Service. A description of one method for determining the desired rateis given in
Appendix I. This appliesto both ends of afull duplex connection. A new SV is computed as follows (see
Section 8.2.6 for a definition of the fieldsin the SV): the jump number isincremented, the I/R is set
accordingly, the SEQ and SEG fields are set to all zeros. The LFSR is st to the default preset value,
05A5A hex. The new SV isloaded into internal memory and may also be loaded into the payload of the
SKC OAM cdll, although only the jump number is required. The encryptor shall set the other fieldsin the
SV dither to their default preset values or to all zeros. The CRC-10 is computed and inserted at the end of
thecell. Thenew SV isused to encrypt the next incoming cell on that connection.

For the case of a key changeover, the encryptor may reset the jump number to any value, although zerois
recommended. If multiple key changeover SKC OAM cdlls are transmitted, the jump number is reset for
thefirst copy, and then incremented thereafter.

8.2.4.3 Decryptor Processing of SKC OAM Cells

Upon receipt of a SKC OAM cdll the decryptor verifies that the CRC-10 is correct, and discards the cell if
itisnot. It also verifiesthat the jJump number (see Section 8.2.6 for a definition of the fieldsin the SV) is
greater than the current jump number in use on that connection, and discards the cell if it isnot. An
exception to thisruleis made in the case of a key changeover. When the Bank 1D and key number of an
SKC OAM cdll are different from those currently in use, any jump number is acceptable. If either the
CRC-10 or jump number test fails, the decryptor discontinues processing the OAM cdll. [If both tests pass,
it continues as follows. The decryptor setsthe LFSR to the default preset value, 05A5A HEX. Thel/R hit
is unchanged, and the SEQ and SEG fields are set to all zeros. The decryptor loads the new jump number
into its internal memory and begins using the new SV on the next incoming cell of that connection. The
decryptor discards the SKC OAM cdll, removing it from the cell stream.

8.2.5 Cell Loss Insensitivity

In some applications the performance of secure connections, in the presence of cell loss, may not be
satisfactory. Depending on the AAL type information may be used to improve this performance. The
AAL type of the connection is obtained during call establishment.

8.2.5.1 AAL1 and AAL3/4 Connections

Celson AAL1 or AAL3/4 connections contain a 3 or 4 bit cell sequence number, respectively. This
information is extracted from the cell payload and used as part of the SV. The LFSR isonly updated
when the sequence number of the received cell islessthan or equal to the sequence number of the
previous cell on that connection (i.e., the sequence number has wrapped around). It isheld constant
otherwise. Other than those cells where the sequence number wraps around, the only part of the SV that
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changes is the sequence number extracted from the cell. This givesimmunity to cell loss (up to the
maximum size provided by the sequence number minusone, i.e,, 7 for AAL1 and 15 for AAL3/4) by
maintaining SV synchronization in the event of dropped cdlls.

The sequence number must be available from the ciphertext cell for this schemeto work. Therefore, this
field is masked (i.e. excluded) from the XOR function that otherwise encrypts or decrypts the payload with
key stream.

8.2.5.2 AALS5 Connections

AALS uses two specific valuesin the PTI field (i.e., PTI = 001 or 011) of the ATM cell header to indicate
end-of-message cells. After encrypting or decrypting an end-of-message cell, the LFSR is preset to
05A5A hex, and the jJump number isincremented. Thus, the process automatically resynchronizes at the
beginning of each new packet, provided the end-of-message cell itsalf isnot lost. Even though the cells
after the lost cell(s) are decrypted incorrectly, no additional negative effects are seen by the user, since the
AALS receive processing discards the entire packet anyway. This process improves the performance of
the counter mode to be roughly identical to the self-synchronizing modes. If an end-of-message cell is
lost, the SKC OAM cdll will eventually resynchronize the decryptor.

8.2.6 State Vector (SV) Definition
The format of the 64 bit SV isshown in Figure 41. The definition of each of the fields follows.

<- 21 bits -><- 1 bit -><- 4 bits -> <- 3 bits -> <- 35 bits ->

Figure4l: 64-Bit State Vector (SV) Definition.

8.2.6.1 Galois Linear Feedback Shift Register (LFSR)

The LFSR isalinear non-repeating sequence that is stepped once per cell or once per sequence of cells
depending on AAL type. The LFSRis preset back to its starting value each time the connection is
resynchronized. The maximum resync interval and the cell rate determine the 21-bit size of the LFSR. At
622 Mbps the maximum interval between resyncs should be 1 second. A full bandwidth connection at 622
Mbps produces roughly 1.4 million cells/sec. The LFSR, when clocked at the cell rate, must produce a
non-repeating sequence longer than this. A 21-bit LFSR produces 2E21-1 = 2,097,151 unique values,
satisfying this condition. The LFSR on a full bandwidth 622 Mbps connection would not repeet for 1.48
sec. To prevent LFSR wrap-around on higher bandwidth connections, the resync period should be
proportionally shortened such that the number of cells sent during the maximum resync period isless than
2,097,151.

An LFSR must implement a primitive polynomial mod 2 in order to maximize its non-repeating sequence.
Non-primitive polynomials will cause the LFSR to repeet at shorter intervals. From Schneier [37] Table
16.2, the polynomial XE21 + xE2 + 1 is selected and a Galois implementation of this polynomial is
specified.
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The Galoisimplementation is as shown in Figure 42. Bit 0 is the leftmost bit and the shift isto the | eft.

Figure42: GaloisLFSR.

The update algorithm for the Galois LFSR is defined as follows:
If bO =1 (SV negative):
t hen
flip b2 (XOR with pre-defined mask word)
rotate left (shift left 1 bit) and set b20 to 1
el se
rotate left (shift left 1 bit) and set b20 to O
endi f

8.2.6.1.1 LFSRFormatin SV
The 21-bit LFSR field of the SV isthefirst 21 bits of the SV as shown in Figure 43.

SVBit# | 63 | 62 | 61 | 60 | ... | 45 | 44 | 43 |

LFSR bit# | 0 1 2 3 18 19 20 |

Figure43: 21-Bit LFSR Format.

8.2.6.1.2 LFSR Processing

For AALS connection types the LFSR is updated (or clocked) once per cell, after the cell is encrypted or
decrypted.

For AAL1 and AAL3/4 connections, the LFSR is updated (or clocked) each time the incoming cell
sequence number (read from the cell) isless than or equal to the previous cell sequence number (stored in
SV memory), on that connection. That is, each time a new cell sequenceis detected. For this case the
LFSR is updated (or clocked) before the cell is encrypted or decrypted.

The LFSRisinitialized to a fixed value (OXO5A5A) at the beginning of a connection (i.e., during call
setup), and preset to that fixed value when a Secure Key Changeover (SKC) OAM cdll isreceived. (SKC
cells are sent to resync the connection.) For AALS5 connections the LFSR is also preset to 0XO5A5A when
an end-of-message cell is received.
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Note that the preset value OXO5A5A is used to encrypt/decrypt thefirst cell in all cases. On AAL1 and
AAL3/4 the “previous’ sequence number isinitialized to zero (in SV memory) so that the first incoming
cell (with seg# = 1) does not update the LFSR.

In al cases, no action need be taken if the receiver’s LFSR wraps-around. Because the encryptor’s LFSR
is always reset before it wraps, the receiver will experience an out-of-sync condition before its LFSR ever
wraps around, and, once out-of-sync, LFSR wrap-around is of no significance to the receiver.

8.2.6.2 Initiator/Responder bit

Duplex connections may use the same key for traffic encryption in both directions. If both directions use
the same SV then aresponse that enclosed the original message would have part of the ciphertext
identical to the original message's ciphertext. To prevent such an occurrence, an initiator/responder bit is
used in the SV. Thisforces the responder’s key stream to be different so enclosing the original plaintext
would produce different ciphertext. TheI/R bit is set to onefor cdls flowing away from the calling party
(initiator) toward the called party (responder), and set to zero in the opposite direction.

The /R bit field of the SV ishit 42 as shown in Figure 44. Initiator = 1; Responder = 0.

|
SV Bt # | 42

|
I/Rbit | I/R

Figure44: I/R Bit Format.

8.2.6.3 Sequence number

For AAL1 connections the most significant bit of the sequence number (bit 41) is set to zero. The
remaining three bits are extracted from the sequence number within the payload of the cell.

For AAL3/4 connections the sequence number is extracted from the four bit sequence number in the
payload of the cell. For all other connection types these four bits are set to all zeros.

The 4-hit sequence number field of the SV is bits 41-38 as shown in Figure 45. The MSB isthe leftmost
bit.

SVBit# | 41 | 40 | 39 | 38

Seq No bit# | 3 2 1 0 |

Figure 45: Sequence Number Bit Format.
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8.2.6.4 Segment number

The 384-bit ATM cdll payload is segmented into six 64-bit segments for encryption or decryption. The
LFSR is held constant for the entire cell payload. The segment number is a 3-bit field that defines which
64-hit segment within the payload is being encrypted or decrypted. The segment number for thefirst 64
bit segment (i.e., octets 1-8 of the payload) is 000, followed by 001, and so on using a binary count
through 101. Thevalues 110 and 111 are not used. The format of the segment number in the SV is
shown in Figure 46. The MSB isthe leftmost bit.

SV Bit # | 37 | 36 | 35 |

Seg No bit# | 2 1 0 |

Figure 46: Segment Number Bit Format.

8.2.6.5 Jump Number

The jump number isinitialized to all zeros at call setup time and incremented each time aresync SKC
OAM cdl issent or, on AAL5 connections, with each end-of-message cell. A 35-bit jump number allows
2E35-1 or 3.44x10E+10 resyncs without repeating.

Thisensures the SV is always unique so that repeating patterns in the plaintext will not show through in
the ciphertext.

For example, afull bandwidth 622 Mbps connection (1,416,907 cells/sec), with a cell lossratio of 10E-4,
requires 1417 resyncs per second (10x the expected number of cellslost per second). At thisrate the jump
number won’t repeat for 2.42x10E+07 seconds, about 280 days or 9 months. At this point in time, key
stream will start to repeat. To avoid reusing key stream, the session key should be changed prior to the
expiration of this period. The implementation should prevent Jump number wrap-around. A Jump
number of all ones should be considered an error condition.

The format of the Jump number is shown in Figure47. The MSB ison the left. The jump number is
incremented as a binary count.

Figure 47: 35-Bit Jump Number Format.

Of the 64-hit SV, the jJump number isthe only field required to be transmitted to the receiver during a
resync or key changeover. The other fieldsin the SV are preset to their default values.
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When an SKC OAM cdll istransmitted, the sender placesits current Jump number in Octets 17-21 as
shown below in Figure 48. The remaining bits (bits 4-8 in Octet 17 and Octets 14-16) are set to zero.

The receiver copies the Jump number from the SKC OAM cell into the SV for that connection only if the
new Jump number is greater than the previous Jump number. SKC OAM cdlls containing Jump numbers
less than or equal to the previous Jump number are rejected and this should be treated as an error

condition.

_______________________________________________ |

8 | 7| 6 | 5 | 4] 3| 2| 1|
octet 171 % 3 9z |
ctet 18 31 30 20 2 27 2 28 24 |
T
wret 201 15 14 18 12 u 10 8 8]
T P

Figure 48: Jump Number Position within SKC OAM Call.

8.2.7 Using the Counter Mode with Triple DES

When using Triple DES, or multiples of any encryption algorithm, the application of the counter mode
must be clarified. It isintended that the counter be applied as follows:

Ciphertext = E 1(Dg2(Ex1(SV))) XOR plaintext
Plaintext = Exq(Dk2(Ex1(SV))) XOR ciphertext

8.3 Asymmetric Authentication Using ESIGN

8.3.1 Basic Procedure

Private Key:

p; alarge prime number,
q; alarge prime number (p > q).

Public Key:
n=p’q.

k; an integer (4<k),

Signature Generating:
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X; chosen at random (0 <x <pg-1),
d; the least integer that islarger or equal to
[n[/3 where |n| isa bit length of n,
m; ainput data to be signed (m < n/2%%),
w; the least integer that islarger or equal to (m 2* - (X mod n))/(pa),
y =w/(k x") mod p,
S=x+ypq,
ESIGNyp, (M) is defined by avalue S.

Verifying:
ESGN,, (S is defined as the upper d-bit value of S mod n. When m' = ES GNn, (S, accept
(m', § asvalid if m' contains information which a verifier wants to verify.

Note: In normal case, accept (M, §) if H' = H” wherem’ contains a hash value H’ = Hash(M), and
H” = Hash(M) is newly generated from an original message M by a verifier.

8.3.2 Precomputation Procedure
ESIGN'’s basic procedure can be accelerated if the Signature Generating process is divided into two parts:

Signature Generating:

a) Precomputation
X; chosen at random (0<x<pg-1),
u=x*mod n,
v=1/(k X*) mod p.

b) Signing (accel erated)
w; the least integer that is larger or equal to (m 2% - u)/(pq),
y=wvmodp,
S= x+ ypg.

Even if one cannot determine an input data m, parameters u and v related to x can be computed separately.
Just after selecting m, only the remaining part b) is calculated by using u and v. ESIGN can be accelerated
to about ten times faster than the non-precomputation procedure. For example, if one uses atypical 8-bit
microprocessor (f=5 MHz), a signature generation delay time can be reduced from about 0.4 sto 0.05 s
where its precomputation delay is about 0.4 s.

8.3.3 Example

A small examplefor ESIGN is presented. Although the size of private keys (p, g) of ESIGN should be
more than 170 hits, the exampleis useful to understand.

Private Key :(Note" )

! Private key candidates for p, q can be easily checked by division by all prime numbers from 2 to their
square roots, respectively. However, since the real candidates are larger than 100 bits, one must check
them by using more efficient primality testing methods such as the Rabin method.
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p = 1000033,
q = 1000003.

Public Key:
n = 1000069001287003267.

Signature Generating:
X = 878087808780,
k = 1024,
m= 641219,
w = 172197; the least integer that islarger or equal to
(641216 x 1099511627776 - (878087808780™°* mod 1000069001287003267))/10403
y = 172197/(1024 x 878087808780™°*) mod 1000033 = 49898, (Note? )
S= 878087808780 + 49898 x 1000033 x 1000003 = 49900674420748682,
d = 20; the least integer that islarger or equal to |n|/3 where |n|
isahit length 60.

Verifying:
Accept (', 9 as valid because the upper 20-bit value of m' = S‘mod n
= 49900674420748682"°* mod 1000069001287003267 = 705028336500982591
(= 100111001000110000111000100101100001101110011100001100111111 in binary
representation) equals 641219 (= 10011100100011000011 in binary representation) = nv’
wherem” contains information which a verifier wants to verify.

8.4 Block Cipher/CBC Mode Message Authentication Code

Another method for providing the MAC for AAL SDU dataintegrity isto use a block cipher in the cipher
block chaining (CBC) mode of operation, which is described in detail in ISO/IEC 9797 [20]. Note that
when this method is used for data integrity protection, the block cipher isresponsible for generating a
MAC, not for encrypting data.

8.4.1 Padding and Blocking

This method first requires that the AAL SDU data be padded. The SDU may be appended with as few
(possibly none) “0” hits as necessary to obtain a data string whose length (in bits) is an integer multiple of
n (the block size of the algorithm).

The resulting data is divided into n-bit blocks (D1,D,,...,Dg). This padded data is only used for calculating
and verifying the MAC. Consequently, the padding bits (if any) are not stored or transmitted with the
data.

% The equation of y is modified to:
y = 172197 x 878087808780 / (1024 x 878087808780'%**) mod 1000033.
After 1024 x 878087808780"%%* mod 1000033 is computed, one can compute its inverse modulo,
(1024 x 878087808780"%**)* mod 1000033. This s carried out by using the extended Euclidian algorithm.
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8.4.2 The Cryptographic Key

The key should be randomly or pseudo-randomly generated. If the same algorithm is used for
encipherment of the message, the key used for the calculation of the MAC should be different from that
used for encipherment.

8.4.3 The Initial Stage
The MAC iscalculated asillustrated in Figure 49.

Theinput register isinitialized with thefirst block (D). Thisinput data (1,) is passed through the
algorithm (A), which uses a key (K) to produce n hits in the output register (O,).

Stage 1 Stage 2 Stace a-1 Stage q
l1=D1 > 12 lo-1 > lq
K> A K> A K> - K> A
encinher encinher . encinher encinher
01 O Oqg-1 Oq
output
pnrocess
MAC
D2 Ds Dq
Leaend inout block(=1.....a)
A n-bit blockcipher algorithm
o output blocki=1.....a)
K key
D data block(i=1.....a)
& exclusive or

Figure49: CBC-MAC Calculation.

8.4.4 Subsequent Stages

The next n bits of data (D,) are bitwise exclusive or’ ed with the n bits of the output register (O,) and the
result isloaded into the input register of the next stage (1;). The contents of the input register (1) is
passed through the algorithm (A), which uses the key (K) to produce n bits in the output register (O,).
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This operation continues until all blocks have been processed. The result will be the output block (Oy).

8.4.5 Output Process

To increase the strength of the CBC MAC, the output block Oy is subjected to an output process. This
process uses an additional key, K1, which is the bitwise complement of the key original key K (as shown
in the examplesin Sections 8.4.6.1 and 8.4.6.2).

The n-bit block (Oy) isfirst generated using key (K) in the procedure specified in Sections 8.4.3 and 8.4.4.
After Oy is generated, two additional steps shall then be performed (see Figure 50):

a) decipher the output (Og) using key (K1) to obtain (O'g):
b) encipher (O'y) using key (K) to obtain (O"g).

This completes the output process, and the resulting n bitsis the MAC.
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K>

Figure 50: CBC-MAC Output Process.

8.4.6 CBC-MAC Examples

This section presents examples of the generation of a MAC employing the DES and FEAL block
encipherment algorithms. The messages are 7-bit ASCII codes (no parity) for

“Now_is the time for_all_" and “Now_is the time for_it” where" " denotes a blank. Thefirst message
does not require any padding. The key (K) is 0123456789ABCDEF. The key (K1) for the output process
is FEDCBA9876543210.

8.4.6.1 Examples using DES
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Example 1: Now_is the time for_all_

1 = D1 4E 6F 77 20 69 73 20 74
o1 3F A4 OE 8A 98 4D 48 15
2 = Ol XOR D2: 57 C1 2E FE F1 20 2D 35
a2 0B 2E 73 F8 8D C5 85 6A
I3 = 2 XOR D3: 6D 41 01 D8 EC A9 E9 4A
a3 70 A3 06 40 CC 76 DD 8B

Output Process:

key( K1) FE DC BA 98 76 54 32 10
o3 B4 8D 36 EC 7A D5 69 4F
o3 Al C7 2E 74 EA 3F A9 B6

TheMACisO"3=A1 C7 2E 74 EA 3F A9 B6

Example 2: Now_is_the time for_it
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Output Process:

key( K1) FE DC BA 98 76 54 32 10
o3 : 32 8A C7 8B A1 CA 0B 3F
o3 : 2E 2B 14 28 CC 78 25 4F

TheMACisO"3=2E 2B 14 28 CC 78 25 4F

8.4.6.2 Examples using FEAL-32

Example 1: Now_is the time for_all_
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Output Process:

key( K1) FE DC BA 98 76 54 32 10
o3 5E D4 4C 5A D1 E5 61 EF
o3 88 02 6E 69 54 5B 63 23

TheMACisO"3=88 02 6E 69 54 5B 63 23
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Example 2: Now_is_the time for_it
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Output Process:

key( K1) FE DC BA 98 76 54 32 10
o3 AA 10 A1 5B 3D 95 12 F7
o3 B6 72 A6 02 1C EA D2 03

TheMACisO"'3=B6 72 A6 02 1C EA D2 03

8.5 DES-40

DES-40 isavariant of DES; however, it isno longer recommended for use. It uses an effective 40-bit key
instead of the 56-bit key.

Thekey is presented as a 64-bit value with bits numbered k1 through k64 (where k1 is the most
significant bit, and k64 is the least significant bit). k8, k16, k24, k32, k40, k48, k56, and k64 are ignored
by DES and can be used to parity check the key.

Thefollowing bits shall be set to O:
k1-4, k17-k20, k33-k36, k49-k52.
These are the top 4 bits of the 1st, 3rd, 5th, and 7th octets of the key.

8.6 Algorithm-Specific Use of Security Message Exchange

Protocols
The security message exchange protocol s described in Section 5.1 are not dependent on the use of any
specific cryptographic algorithm. In the following sections, the use of these protocols with Diffie-Hellman
for key exchange, with RSA for digital signature and key exchange, and with DSA for digital signature
are specified.
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8.6.1 RSA - Digital Signature and Key Exchange

RSA is a public-key algorithm that works for both encryption and digital signatures. The security of RSA
depends on the difficulty of factoring large numbers. The public and private keys of RSA are generated as
follows: Two random positive large primeintegers, p and q are selected. Their product n= pq is
computed. n is called the public modulus. A random positive integer e lessthan n and relatively prime
to product (p—1)(q-1) isselected. Thismeansthat e and (p—1)(q—1) have no common factor except

1. Then, apositiveinteger d such that de—1 isdivisibleby (p—1)(q-1) iscomputed. In other words,

d=e! mod((p —1)(q -1)). Thevalues eand d are called the public and private exponent, respectively.
The public key isthe pair (e n) and the private key isthe pair (d, n) . Once the public and private keys
are computed, the prime factors, p and q are no longer needed and shall be either kept secret or
destroyed.

An important property of RSA isthat the steps of encryption and decryption can be reversed, i.e.,
data= RSA(e’n)(RSA(d’ n) (data)) = RSA(d’n)(RSA(e’n) (data)) . Thisproperty allowsit to work for both

encryption aswell asfor digital signatures.

In the following discussion, it is assumed that each authentication entity (A and B) possesses a
public/private RSA key pair. Each authentication entity must either know or obtain its partner’s public
key. The three-way security message exchange protocol provides an option for the authentication entities
to exchange certificates (which contain public key information). When supported, the authentication
entities may use the certificate exchange option of the three-way security message exchange protocol to
obtain each other’s public key.

RSA can be used in both the two- and three-way security message exchange protocols for both digital
signature as well as key exchange.

In the following discussions, upper-case italic symbols (e.g., PS) denote octet strings and lower-caseitalic
symbals (e.g., n) denote integers.

8.6.1.1 RSA Encryption/Decryption Processes

The following sections describe the encryption/decryption process that shall be used in the two- and three-
way security message exchange protocol when RSA is used for digital signature and/or key exchange. The
encryption/decryption process described here is based on the methods of PKCS#1 [27].

8.6.1.1.1 RSA Encryption Process

Let the length of the modulus n in octets be K. The length K of the modulus shall be at least 12 octetsto
accommodate the block formats defined here. The message (M) to be encrypted shall have a length which
is an integer multiple of 8 bits. To encrypt M, first divide it into data blocks of length K-11 octets, which
is positive since the length K is at least 12 octets.

M =M, M,,...,M, where m=>1

Thelast data block (i.e., M,,) may be of length less than K-11 octets. Encrypt each datablock M; using
the four-step process described below to obtain EM; . Then, concatenate the individually encrypted data
blocks to obtain the encrypted message EM.
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EM =EM,,EM,,...,EM, where m>1

Let D represent any data block ( M; ) of the message M. The encryption process of D consists of four steps
which are described below.

1. Encryption-block formatting: Format the data block D to an encryption block (EB) octet string as

follows.
EB = 00, BT, PS, 00, D

A 00 octet, a block type (BT) octet, a padding string (PS) octets, and a 00 octet are prepended to the
data block D to form the encryption block (EB). The leading 00 octet ensures that the encryption
block EB value will be less than the modulus n when it’s converted to an integer. The block type BT
octet shall be set to 01 for private-key operation and shall be set to 02 for public-key operation. The
padding string PSshall consist of K -3 —| 0| octets (where ||D] isthelength of D in octets). The PS

octet string shall be pseudorandomly generated and must have no octet with 00 value. The
randomness of PS strengthens the security of RSA encryption. So, the total length of the encryption
block (EB) isequal to K octets.

2. Octet-string tointeger conversion: Convert the encryption block EB to an integer x . Let
EB,,EB,,...,EB¢ bethe octets of EB from first to last. Then theinteger x shall satisfy
K
X = ZZS(K‘D EB, where EB, J[0,...,255]
i=1
With this representation, thefirst octet EB, isthe most significant in theinteger x and thelast octet
EBy istheleast significant.

3. RSA computation: Compute the RSA classical computation of the integer x asfollows. Raise x to
the power ¢ modulo n to obtain y, the integer encrypted data bl ock.

y=xmodn 0<y<n
For aprivate-key operation, theinteger ¢ isan entity’s private exponent d ; for a public-key
operation, theinteger ¢ isan entity’s public exponent e.

4. Integer to octet-string conversion: Convert the integer encrypted data y to an octet string ED of
length K octets. The encrypted data ED shall satisfy
K

y= Z 28(KA)ED, where ED, O[O0,...,255]
=1

where ED;, ED,,...,EDy arethe octets of ED from first to last. Thefirst octet ED,; isthe most
significant in the integer and the last octet EDy istheleast significant.

8.6.1.1.2 RSA Decryption Process

Let the length of the modulus n in octets be K. To decrypt the encrypted message EM, first divideit intom
data blocks of length K octets. (Note that the length of EM is an integer multiple of K octets.)

EM =EM,,EM,,...,EM, where m>1

Decrypt each data block EM; using the four-step process described below to obtain M; . Then,
concatenate the individually decrypted data blocks to obtain the message M.
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M =M, M,,...,M, where m>1

Let ED represent any encrypted data block ( EM; ) of the message EM. The decryption process of ED
consists of four steps that are described bel ow.

1. Octet-string tointeger conversion: Convert the encrypted data ED of length K octets to an integer
y . The octet string ED shall satisfy

K
y= Z 28(KA)ED, where ED, O[O0,...,255]
=1

where ED;, ED,,...,EDy arethe octets of ED from first to last. Thefirst octet ED,; isthe most
significant in the integer and the last octet EDy istheleast significant.

2. RSA computation: Compute the RSA classical computation of theinteger y asfollows. Raise y to
the power ¢ modulo n to obtain x, theinteger decrypted data block.
x=y®modn  0<x<n
For a private-key operation, theinteger c isan entity’s private exponent d ; for a public-key
operation, theinteger ¢ isan entity’s public exponent e.

3. Integer to octet-string conversion: Convert theinteger x to encryption block EB of length K octets.
Let EB,EB,,...,EB¢ bethe octets of EB from first to last. Then theinteger x shall satisfy

K
X = ZZS(K‘D EB, where EB, (J[0,...,255]
i=1
With this representation, thefirst octet EB, isthe most significant in theinteger x and the last octet
EBy istheleast significant.

4. Encryption-block parsing: Parsethe encryption block (EB) octet string into a block type BT, a
padding string PS, and the data block D as follows.
EB = 00, BT, PS, 00, D
The padding scheme allows the encryption block EB to be parsed unambiguously without knowing
the length of the data block D. Thisis because the padding string PS contains no octets with value 00
and the padding string is separated from the data block D by an octet with value 00.

8.6.1.2 Digital Signature

The following sections describe the digital signature generation and validation with RSA using the
methods of PKCSH1 [27].

Signature Generation:

For digital signature computation, the message (M) to be signed isfirst reduced using a hash algorithm
(e.g., SHA-1) and then the hash value is encrypted with the RSA private key of the signer (i.e., the
authentication entity that’s generating the signature) using the RSA encryption process described above.

Refer to Sections 7.4.5.1 and 7.4.5.2 for specifications on constructing the digital signature buffer (or
message) M.
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The procedure to compute the digital signature (S) over the message M is as follows.

1. Runahash agorithm (e.g., SHA-1) over M to produce a hash octet string H.
H = Hash(M)

2. Encrypt H with the RSA private key of the signer (i.e., the authentication entity that’ s generating the
signature) using the RSA encryption process described above to obtain a digital signature octet string

S
S=R#q,n(H)

The signature octet string Sis placed in the “Digital Signature Value® field in the appropriate digital
signature octet group of the Security Services Information Element (SSIE).

Signature Verification:

For digital signature verification, the signature (S) octet string isfirst decrypted with the signer’s RSA
public key (using the RSA decryption process described above) and then compared with the hash of the

message (M).
The procedure to verify the digital signature (S) over the message M is as follows.

1. Decrypt thedigital signature Swith the RSA public key of the signer (i.e., the authentication entity
that generated the signature) using the RSA decryption process described above to obtain the octet

string H’.
H' =R:Ag ) (S)
2. Run the hash algorithm used to generate the signature over M to produce a hash octet string H" .
H"=Hash(M)

3. Comparethe octet strings H' and H" . If they are equal, the signature verification process shall be
successful, and it shall fail otherwise.

8.6.1.3 Key Exchange

Key exchange with RSA is achieved by encrypting the key (C) to be exchanged with the RSA public key
of therecipient (i.e, the entity that should receive the key). The “Confidential Data’ part (i.e., octet x.4
and higher) of the “Confidential Parameters Section” of the SSIE (see Section 7.3) contains the key (or
keys) to be exchanged.

Sender’s procedure:

Let C represent the octet string of the “Confidential Data” in the SSIE. The sender first encrypts C with
the RSA public key of the receiver using the RSA encryption process described above to obtain an octet
string EC.

EC = RSAq ) (C)

Then, the sender replaces the entire octet string of the “Confidential Data” in the SSIE with EC and
adjusts the length field for the Confidential Parameters Section if the length of EC is different from the
length of C.

Receiver’s procedur e

Thereceiver decrypts EC with its RSA private key using the RSA decryption process described above to
obtain the octet string C.
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C = RS ) (EC)

8.6.2 DSA - Digital Signature
DSA isapublic-key algorithm that can only be used for digital signatures. The security of DSA depends

on the difficulty of computing discrete logarithms modulo aprime (i.e., in aprimefinitefield). A detailed
description of the DSA agorithm can be found in [10].

DSA uses a number of public parametersin its operation. These parameters are p (a prime modulus), g (a
prime divisor of p-1), and g (a generator). These parameters, along with the public key y, are contained in
the DSA certificate for the user that generates the DSA digital signature (the private key x is kept secret
by the user). In the following discussion of ATM authentication using DSA, it is assumed that each
authentication entity (A and B) possesses a public/private DSA key pair, and that any entity which wishes
to verify the signature has accessto p, g, g, and y.

In order to generate a digital signature, the Digital Signature Standard [10] specifies the use of the Secure
Hash Algorithm, which isdefined in [9]. SHA-1 isused in DSSto generate a“fingerprint” of the
message, which isthen encrypted using DSA to bind the fingerprint to the signing entity. In order to
generate the SHA-1 “fingerprint,” the message must be padded such that its length is an integer multiple
of 512 hits. This procedure, which is defined in [9], is summarized below:

SHA-1 padding procedure

Pad the message to produce a new message M, the length of which isamultiple of 512 bits. The
padding is performed as follows:

1. Storethe current length (in bits) of the message for later use.

2. Append a*“1” hit to the original message data, followed by enough “0” bits to make the
length of the new message 64 bits short of a 512 bit boundary.

3. Storethebinary encoding of the message length (in bits) in the final 64 bits of the new
message M. At this point, the length of M isamultiple of 512 hits.

In order to perform ATM authentication using SHA-1 and DSA, octet strings (e.g., padded message, DSA
parameters, etc.) must be converted to integers. This conversion isdefined in [10], and is summarized
bel ow:

Octet-String to Integer Conversion
An integer x is computed from ablock of K octets By, B, ..., B asfollows:

K
X = ZZS(K‘D B, where B, J[O0,...,255]
i=1

where B, (the leftmost octet) is the most significant octet.

In order to transport DSA parametersin ATM information e ements, integers (e.g., public parameters,
signatures, etc.) must be converted to octet strings. This conversion isdefined in [10] and is summarized
bel ow:

Integer to Octet-String Conversion
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Given an integer x, determine ablock of K octets By, B, ..., B« such that the following relation
applies:

K

X = ZZS(K‘D B, where B, J[0,...,255]

=1

where B, (the leftmost octet) is the most significant octet.

8.6.2.1 DSA Digital Signature Generation

The following steps are required to produce a DSA digital signature for use in the Security Message
Exchange Protocols:

1 Construct the digital signature buffer according to the procedures defined in Sections 7.4.5.1and
7.45.2.

2. Pad the digital signature buffer to produce a message M using the padding procedure defined in
[9] (and summarized earlier).

3. Calculate the SHA-1 hash H=SHA(M) as defined in [9] and convert the resulting octet string to a
160-hit (20 octet) integer as specified in [10] (and summarized earlier).

4. Calculater and sas defined in [10].

5. Convert the 160-bit (20-octet) quantitiesr and s to octet strings using the procedure defined in
[10] (and summarized earlier).

6. Insert the octet stringsr and sinto the “Digital Signature Value” in the appropriate digital

signature octet group of the Security Services Information Element (SSIE).

8.6.2.2 DSA Digital Signature Verification

The following steps are required to validate a DSA digital signature when used in the Security Message
Exchange Protocols:

1 Construct the digital signature buffer according to the procedures defined in Sections 7.4.5.1 and
7.45.2.

2. Pad the message to produce a new message M’ using the padding procedure defined in [9] (and
summarized earlier).

3. Calculate the SHA-1 hash H'=SHA(M’) as defined in [9] and convert the resulting octet string to
a 160-bit (20 octet) integer as specified in [10] (and summarized earlier).

4, Extract the received values of r and sfrom the “Digital Signature Value’ field of the appropriate

digital signature octet group of the SSIE. Convert ther and s octet strings to 160 bit (20 octet)
integersr’ and s’ using the procedure defined in [10] (and summarized earlier).

5. Calculate v as defined in [10].
6. If v=r’ , then the signature verification process shall be successful. Otherwisg, it shall fail.

8.6.3 ESIGN - Digital Signature

ESIGN is a public-key algorithm that can only be used for digital signatures. The security of ESIGN
depends on the difficulty of factoring large numbers. A detailed description of the ESIGN algorithm can
be found in Section 8.3.
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The public and private keys of ESIGN are generated as follows: Two random positive large prime
integers, p and q (p > q) are sdlected. Their product n = p® g is computed. n is called the public modulus.
The private key for signature process isthe pair (p, q) (p > g) and the public key for verification processis
the pair (n, k) wherek isan integer (4 < k). A positive integer d is computed which isthe least integer that
islarger or equal to |n|/3 where |n| isahit length of n.

ESIGN Signature Process SD = ESIGN,, (SB)

1. Octet-string tointeger conversion: Convert the signature block SB to an integer m. Let an integer d
be 8K and SB;, By, ..., B bethe octets of B from first to last. Then, an integer mto be signed shall
satisfy

K .
m= 228“")53 where  SB, 0[0,...,255]

With this representation, the first octet 3B, has the most significance in the integer m and the last
octet By has the least significance.

2. ESIGN computation: Compute the ESIGN computation of the integer mto obtain Sas follows: After
arandom positive integer x lessthan pq - 1 is selected,

_ Om2* —(x* modn) O
= L}
O Pq O

\W

w
y:—kxk_lmodp,and

S=x+ypq.
Clear definitions are described in Section 8.3.

3. Integer to octet-string conversion: Convert the integer signed data Sto an octet string SD of length
3K octets. The signed data SD shall satisfy

3K _
S=Y VD where D, O[0,...,255]

where SD;, D, ..., Pk arethe octets of SD from first to last. The first octet SD; has the most
significance in theinteger and the last octet SD3¢ has the least significance.

ESIGN Verification Process SB = ESIGNyy, 1(SD)

1. Octet-string tointeger conversion: Convert the signed data SD of length 3K octets to an integer S.
The octet string SD shall satisfy

3K )
5:228@“")513i where D, 0[0,...,255]

where SD;, D, ..., Pk arethe octets of SD from first to last. The first octet SD; has the most
significance in theinteger and the last octet SD3¢ has the least significance.

2. ESIGN computation: Compute the ESIGN computation of the integer Sto obtain m as follows;

_ [8*modnCO
m=3 2d L
o 2 m

Clear definitions are described in Section 8.3.

3. Integer to octet-string conversion: Convert theinteger mto signature block SB of length K octets.
Let By, By, ..., Bk bethe octets of B from first to last. Then the integer m shall satisfy

K .
m= 228“")53 where  SB, 0[0,...,255]
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With this representation, the first octet 3B, has the most significance in the integer m and the last
octet By has the least significance.

8.6.3.1 ESIGN Signature Generation

For digital signature computation, the message (M) to be signed isfirst reduced using a hash algorithm
(e.g., SHA-1) and then the hash valueis signed with the ESIGN private key of the signer (i.e., the
authentication entity that’s generating the signature) using the ESIGN signature processin [33] [36].

Refer to Sections 7.4.5.1 and 7.4.5.2 for specifications on constructing the digital signature buffer (or
message) M.

The procedure to compute the digital signature (SD) over the message M is as follows:

1. Runahash agorithm (e.g., SHA-1) over M to produce a hash octet string H.
H = Hash(M)
2. Format the hash data H to a signature block (SB) octet string as follows.
$B=00,PS FF, H
A 00 octet, a padding string (PS) octets, and a FF octet are prepended to the hash value H to form the
signature block (SB). Theleading 00 octet ensures that the signature block SB value will be less than
2% when it's converted to an integer. The padding string PS shall consist of K-2-||H|| octets (where
[[H]| isthe length of H in octet). The PS octet string shall have no octet with FF value. The total
length of the signature block (SB) is equal to K octets.

3. Signto SB with the ESIGN private key of the signer (i.e., the authentication entity that’s generating
the signature) using the ESIGN signature process described above to obtain a digital signature octet
string SD. Thetotal length of the signed data (SD) is equal to 3K octets.

SD = ESIGNyp, ¢(SB)

The signature octet string SD is placed in the “ Digital Signature Value® field in the appropriate digital
signature octet group of the Security Services Information Element (SSIE).

8.6.3.2 ESIGN Signature Verification

For digital signature verification, the signature (SD) octet string is verified with the signer’sESIGN
public key and the hash of the message (M). The procedure to verify the digital signature (SD) over the
message M is as follows:

1. Veifythedigital signature SD with the ESIGN public key of signer (i.e., the authentication entity
that generated the signature) using the ESIGN verification process described above to obtain the octet
string SB'.

"= ES GN(n' k)(SD).
2. Parsethesignature block (SB’) octet string into a padding string PS, and the data block H’ as follows.
B’ =00, PS, FF, H’
The padding scheme allows the signature block SB’ to be parsed unambiguoudly without knowing the
length of the hash value H'. Thisis because the padding string PS contains no octets with value FF
and the padding string is separated from the data block H’ by an octet with value FF. Then, theH’ is
picked out to verify.

3. Run the hash algorithm used to generate the signature over M to produce a hash octet string H” .
H” = Hash(M)
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Compare the octet string H and H”. If H’is equal to H ””, the signature verification process shall be
successful, and it shall fail otherwise.

8.6.4 Diffie-Hellman Key Exchange

Diffie-Hellman is a public-key algorithm that allows two parties (say A and B) to come up with a secret
shared key that is known only to them. The two parties first agree on a pair of public parameters: p, a

positive large prime integer and g, a positive integer. These two parameters are not secret. p iscalled
the public modulus and g is called the public base. The base must satisfy 0<g < p. The party A

generates a private random integer a such that 0<a < p -1 and computes x =g?®mod p, where
0<x<p.Thevalues a and x are called the private and public key of A, respectively. Similarly, the

party B generates a private random integer b such that 0<b < p -1 and computes y = g° mod p , where
O<y<p.Thevalues b and y are called the private and public key of B, respectively. Then, the two
parties exchange their public keys, i.e., A sends x toB and B sends y to A. The public keys are not
secret. Then, each party independently computes the Diffie-Hellman integer secret shared key z. That is
A computes z=y#mod p and B computes z = x° mod p,where 0< z<p.

Since Diffie-Hellman is a key exchange algorithm and does not protect against man-in-the-middle attack,
it shall be used in combination with a digital signature algorithm (such DSA, RSA, etc.) to protect the
exchange of public keys when used over an insecure channel. Additionally, the use of the Diffie-Hellman
algorithm itsdlf is limited to the three-way security message exchange protocol. The reason for this
limitationsis that the two-way security message exchange protocol cannot support Diffie-Hellman because
encrypting ConfPay, in Flow-1 would require the knowledge of the secret shared key, which is not

established yet.

8.6.4.1 Diffie-Hellman With Three-Way Security Message Exchange Protocol
Theinitiator first selects p (the public modulus) and g (the public base) and computesits public key x .
Theinitiator convertstheintegers p, g, and x to octet strings P, G, and X, respectively.

Integer to octet-string or octet-string to integer conversion: Let r be an integer and R be its
corresponding octet string of length K octets. The octet string R shall satisfy

K
r= ZZS(K‘i) R where R [0...255]
Eil

where R, R,,...,R¢ aretheoctets of R from first to last. Thefirst octet Ry isthe most significant in the
integer and the last octet Ry istheleast significant.

Theinitiator sends P, G, and X in SecNeg, of FLOW1-3WE to the responder. Upon receiving P, G, and
X, theresponder computesits public key y and the secret shared key z. The responder convertsits
public key y to octet string Y and sendsit to theinitiator in SecNeg, of FLOW2-3WE. Upon receiving

Y, theinitiator computes the secret shared key z. Both the initiator and responder convert the secret
shared key z to octet string Z.

The low order 256 bits of Z shared by the initiator and responder isthe Initial Key Exchange Key Z used
to encrypt ConfPar, and ConfPar.

Page 170 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

Let C represent the “Confidential Data” part (i.e., octet x.4 and higher) of the “Confidential Parameters
Section” of the SSIE (see Section 7.3). To encrypt C with the secret shared key Z , aZconcat isfirst built

from Z asfollows: Z ., = Z,,Z,,..., where Zconcat is the concatenation of Z;, Z,, etc. such that its

total length is greater than or equal to the length of C. Each Z, (where i = 1) is computed as follows:
Z = SHA(Z,KeyFill, A, B,i, Ry, Z, ShaFill)

First, the shared key Zis appended KeyFill to the next 512-bit boundary, using the pad with length
technique defined for SHA-1 (Secure Hash Algorithm) in [9]. Then, thefilled shared key is concatenated
with (immediately followed by) the source' s distinguished name A, concatenated with (immediately
followed by) the destination’ s distinguished name B, concatenated with (immediately followed by) a one-
octet (8-bit) counter i , concatenated with (immediately followed by) arandom number Ra generated by

the source, and concatenated with (immediately followed by) the shared key Z again. A trailing pad (i.e.,
ShaFill) with length to the next 512-bit boundary for the entire message is added by SHA-1 itself. Then,

the 20-octet SHA-1 message digest is calculated (as defined in [9]) and theresult is Z, .

Then, Zmask is formed by removing the rightmost | Zconcat|| - |C|| octets of Zconcat (where || Zconcat]

isthe length of Zconcat in octets and | C|| isthe length of C in octets), so that Zmask has the same length

as C. The encrypted C is obtained by xoring Zmask with C. That is, EC = Zmask 0 C . Then, the sender
replaces the entire octet string of the “Confidential Data”’ in the SSIE with EC. To recover C, the
encrypted C (i.e., EC) is xored with Zmask. That is, C = Zmask OEC .

8.6.5 Session Key Exchange using MD5

The hash function to be used in SKE for a connection may be negotiated at the time the connection is
established. Here the MD5 method of RFC-1321 [13] is defined as one option for use with SKE. The
shared master key, Kn g, iS not constrained by this schemeto any particular size.

The*Mask” for xoring with the session key is obtained using MD5 as follows:

HalfMaskl= MDS5(K, ag , KeyFill, A,KN 4,c1,K, x5, MD5Fill)

HalfMask2= MD5(K, ag . KeyFill, A,KN »,c2,K;, g , MD5Fill) if session key > 128 bits
HalfMask2= 0 if session key < 128 hits

Mask = (HalfMask2, HalfMask1)

Where the constants c1 = 0000 0000 hex, and c2 = 5555 AAAA hex for theinitiator, and
where the constants c1 = 00FF FFOO hex, and c2 = 6666 CCCC hex for the responder

Note: for simplex connections (e.g., point-to-multipoint) the constants associated with the initiator are
used.

Thefirst half mask is computed as follows: The KeyFill is appended to the shared master key to the next
512-hit boundary, using the pad with length technique defined for MD5 in RFC-1321 [13]. Then, the
filled master key is concatenated with (immediately followed by) A, concatenated with (immediately
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followed by) KN,, concatenated with (immediately followed by) the constant c1, and concatenated with
(immediately followed by) the original variable length master key again. A trailing pad (i.e., MD5Fill)
with length to the next 512-bit boundary for the entire message is added by MD5 itself. Then, the 16-octet
MD5 message digest is calcul ated (as defined in RFC-1321 [13]), and the result isthe HalfMask1.

The length of the session key being encrypted determines the computation of the second half mask. If itis
greater than 128 hits, the second half mask is computed in a similar fashion to the first half mask, except
that the constant c2 is used in place of cl. If the session key is 128 bits or |ess, the second half mask is
simply set to zero.

The Mask is then obtained by concatenating the two HalfMasks. The Mask length is 32 octets, which is
equal to the length of the “encrypted session key” field of the SKE OAM cell. To obtain the encrypted
session key, the session key isfirst prepended with zeros (with ZeroPad) so that itstotal length is 256 bits
(i.e, 32 octets). If the session key length is already 256 bits, no padding is required. Then, the padded
session key is xored with the Mask to obtain the 32-octet encrypted session key.

EncKmYAB (KS,AB) = (ZeroPad, KS,AB) 0 Mask

To recover the session key, Ksas, from the encrypted session key, Ency (K ag ) , the encrypted session
key isfirst xored with the Mask and then the prepended ZeroPad is removed.

8.6.6 Session Key Exchange using SHA-1 and RIPEMD-160

The hash function, H to be used in SKE for a connection may be negotiated at the time the connection is
established. Here the SHA-1 [9] and the RIPEMD-160 [21] methods are defined as two options for use
with SKE. The shared master key, Km ag, iS not constrained by this scheme to any particular size.

The“Mask” for xoring with the session key is obtained using H as follows:

HalfMask1= trunc,g (H(K, s » KeyFill, A,KN 5 ,C1, K, ag . H_Fill))

HalfMask2 = trunc,,g (H(K, ag » KeyFill, A,KN 5 ,c2,K,, a5 , H_Fill)) if session key > 128 hits
HalfMask2= 0 if session key < 128 hits

Mask = (HalfMask2, HalfMask1)

Where the constants c1 = 0000 0000 hex, and c2 = 5555 AAAA hex for theinitiator, and
where the constants c1 = 00FF FF0O hex, and c2 = 6666 CCCC hex for the responder.

Thefirst half mask is computed as follows: The KeyFill is appended to the shared master key to the next
512-hit boundary, using the pad with length technique defined for SHA-1in [9] or RIPEMD-160 in [21].
Then, thefilled master key is concatenated with (immediately followed by) A, concatenated with
(immediately followed by) KNa, concatenated with (immediately followed by) the constant c1, and
concatenated with (immediately followed by) the original variable length master key again. H itself adds
atrailing pad (i.e.,, H_Fill) to the next 512-bit boundary for the entire message. Then, the 20-octet H
message digest is calculated (as defined in [9] or [21]). TheH digest isthen truncated to 128 bits by
throwing away the high order 32 bits, and the result is the HalfMask1.

The length of the session key being encrypted determines the computation of the second half mask. If itis
greater than 128 hits, the second half mask is computed in a similar fashion to the first half mask, except
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that the constant c2 is used in place of c1. If the session key is 128 bits or |ess, the second half mask is
simply set to zero.

The Mask isthen obtained by concatenating the two HalfMasks. The Mask length is 32 octets, which is
equal to the length of the “encrypted session key” field of the SKE OAM cell. To obtain the encrypted
session key, the session key isfirst prepended with zeros (with ZeroPad) so that itstotal length is 256 bits
(i.e., 32 octets). If the session key length is aready 256 bits, no padding is required. Then, the padded
session key is xored with the Mask to obtain the 32-octet encrypted session key.

EncKmYAB (KS,AB) = (ZeroPad, KS,AB) 0 Mask

To recover the session key, Ksas, from the encrypted session key, Ency (K ag ) , the encrypted session
key isfirst xored with the Mask and then the prepended ZeroPad is removed.

8.7 Asymmetric Authentication and Key Exchange Using Elliptic

Curve Cryptosystems

This section describes the method of performing authentication and key exchange using an dliptic curve
cryptosystem. This section is self-contained, that is, all references indicated in this section (Section 8.7)
can be found in Section 8.7.6. Recent standardization results can be found in [ANS98], [1SO 15946-1],
[1SO 15946-2], and [P1363].

Many public-key cryptographic systems are based on exponentiation operationsin large finite
mathematical groups. The cryptographic strength of these systemsis derived from the believed
computational intractability of computing logarithms in these groups. The most commonly seen groups

are the multiplicative group of Z, (the integers modulo a prime p) and F,m (characteristic 2 finite fields).
The primary advantages of these groups have been their rich theory, easily understood structure, and
straightforward implementation. However, they are not the only groups that have the requisite properties.
In particular the mathematical structures known as elliptic curves have the requisite mathematical
properties, have arich theory, and are especially amenable to efficient implementation in hardware or
software.

The algebraic system defined on the points of an éliptic curve provides an aternate means to implement
the EIGamal and ElGamal-like public key encryption and signature protocols. These protocols are
described in the literature in the algebraic system Z;, integers modulo p, where p isaprime. For example,
the Digital Signature Algorithm (DSA) defined in ANSI X9.30-1-1997 [ANS 97a] and in NIST's FIPS
186-1 [NIS 98], is an ElGamal-like signature scheme defined over Z,. Precisely the same protocol for
signing can be defined over the points on an dliptic curve.

Elliptic curves as algebraic/geometric entities have been studied extensively for the past 150 years, and
from these studies has emerged a rich and deep theory. Elliptic curve systems as applied to EIGamal
protocols were first proposed in 1985 independently by Neal Koblitz from the University of Washington,
and Victor Miller, who was then at IBM, Y orktown Heights [Kob87, Mil86].

The security of the cryptosystems using éliptic curves hinges on the intractability of the discrete
logarithm problem in the algebraic system. Since 1985, this problem has received attention from leading
mathematicians around the world. Unlike the case of the discrete logarithm problem in finite fields, or the
problem of factoring integers, there is no subexponential-time algorithm known for the eliptic curve
discrete logarithm problem. The best algorithm known to date takes fully exponential time.

The primary advantage of eliptic curve systemsistheir high cryptographic strength relative to the key
size. The attractiveness of the eliptic curve cryptosystems will increase relative to other public-key
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cryptosystems, as computing power improvements force an increase in the key size. The significantly
shorter key sizeresultsin significantly shorter certificates and system parameters. These advantages
manifest themselvesin many ways, including:

o  Storage efficiencies,
*  Bandwidth savings, and
» Computational efficiencies.

The computational efficiencieslead in turn to:

»  Higher speeds,
*  Lower power consumption, and
*  Code sizereductions.

Associated with any finite field F, there are on the order of q different elliptic curves that can be formed
and used for the cryptosystems. Thus, for a fixed finite field with g elements and with q large, there are
many choices for the dliptic curve group. Since each dliptic curve operation requires a number of more
basic operationsin the underlying finite field Fg, afinite field may be selected with a very efficient
software or hardware implementation, and there remain an enormous number of choices for the

cryptosystem.

8.7.1 Definitions, Abbreviations, Symbols, and Notation

8.7.1.1 Definitions And Abbreviations

addition rule An addition rule describes the addition of two éliptic curve points P,
and P, to produce athird eliptic curve point Ps.

basis A representation of the ements of the finite field Fom. Two special
kinds of basis are optimal normal basis and polynomial basis.

bit string A bit string is an ordered sequence of Os and 1s.

characteristic 2 finitefield A finitefield containing 2™ elements, where m= 1 is an integer.

cryptographic hash A (mathematical) function that maps values from alarge (possibly

function very large) domain into a smaller range. It satisfies the following
properties:

1. itiscomputationally infeasible to find any input which mapsto
any pre-specified output;

2. itiscomputationally infeasible to find any two distinct inputs that

map to the same outpui.
EC-GDSA A mechanism for producing a digital signature using elliptic curves.
EC Elliptic Curve.
eliptic curve An dlliptic curveis a set of points specified by two parameters a and b,

which are elements of afield F,. The éliptic curveis said to be
defined over Fq, and Fq is sometimes called the underlying field.

If gisan odd primep, p >3, (sothefield is Fp), then the Weierstrass
equation defining the curveis of the form yfz x3+ax+ b, where
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elliptic curve key pair

eliptic curve private key

eliptic curve public key

dliptic curve parameters

dliptic curve point

nonsupersingular

octet string

order of a point

order of acurve

owner

primefinitefield

scalar multiplication
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((4a® + 27b% mod p) # 0. If gisapower of 2 (sothefield is Fam),
then the Weierstrass equation defining the curveis of theform
V+xy = X+ ai+ b whereb# 0.

Given particular dliptic curve parameters, an elliptic curve key pair
consists of an eliptic curve private key and the corresponding eliptic
curve public key.

Given particular dliptic curve parameters, an elliptic curve private
key consists of a gtatistically unique and unpredictable integer d in the
interval [2,n- 2].

Given particular dliptic curve parameters and an dliptic curve private
key d, the corresponding elliptic curve public key consists of the
eliptic curve point Q = dP.

These parameters specify an underlying field F, the type of basis used
to represent the elements of F, the equation of an éliptic curve over
Fq, an dliptic curve point P of prime order, and the order n of P.

If Eisan dliptic curve defined over afield Fy, then an elliptic curve
point P iseither (i) apair of field elements (Xp, yp) (Where Xp, ye U Fg)
such that the values x = xp and y = yp satisfy the equation defining E,
or (ii) aspecial point Ocalled the point at infinity.

If an dliptic curveis not supersingular, it is called nonsupersingular.
Only nonsupersingular eliptic curves are considered in this
specification.

An octet isabit string of length 8. A hexadecimal string of length 2
represents an octet. The first hexadecimal digit represents the four
leftmost (high-order) bits of the octet, and the second hexadecimal
digit represents the four rightmost (low-order) bits of the octet. For
example, 9D represents the bit string 10011101. An octet also
represents an integer in theinterval [0,255]. For example, 9D
represents the integer 157.

An octet string is an ordered sequence of octets.

The order of a point P isthe smallest positive integer n such that
nP = O (the point at infinity).

The order of an elliptic curve E defined over thefield Fy isthe
number of points on the dliptic curve E, including O, and is denoted

by #E(Fq).

The entity whose identity is associated with a private/public key pair.
A finitefield containing p eements, where p isan odd prime number.
If kisapositive integer, then kP denotes the point obtained by adding

together k copies of the point P. The process of computing kP from P
and k is called scalar multiplication.
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The Secure Hash Algorithm, SHA-1 implements a hash function which maps messages of length
Revison1 (SHA-1) less than 2% bits to hash values of length exactly 160 bits.
supersingular An dliptic curve E defined over F is supersingular if the order of E is

verifier

x-coordinate

y-coordinate

p + 1. An dliptic curve defined over Fomis supersingular if its
defining equation is of the form:

yV+coy=xX+ax+b where.  ab,cOF,mandc#0.

The use of such a curveis prohibited by this specification.
The entity that verifies the authenticity of a digital signature.
The x-coordinate of an dliptic curve point, P = (Xp, Yp), iS Xp.

They-coordinate of an dliptic curve point, P = (Xp, Yp), IS Yp.

8.7.1.2 Symbols And Notation

(a0
(a0
[a,b]
Xy
X|IY

IXII

|092X

amodn

O T m
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Ceiling: the smallest integer > a. For example, [50=5 and [5.300= 6.
Floor: the largest integer < a. For example, (50= 5 and [5.300= 5.
Theinterval of integers between and including a and b.

Bitwise exclusive-or of two bit strings X and Y of the same bit length.

Concatenation of two strings X and Y. X and Y are either both bit strings, or both octet
strings.

Length in octets of the octet string X.
The logarithmic function to the base 2.

Theunique remainder r, 0<r < n- 1, when integer aisdivided by n. For example, 23
mod7=2since23=7+ 3+ 2

Thefinitefield containing p e ements, where p isprime.
Thefinite field containing 2™ elements.

The degree of thefinite field F,m.

Thefinitefield containing g e ements. For this specification, g will either be a prime
number (p) or a power of 2 (2).

Thelength of afield element in bits; t = log, qCJ In particular, if g = 2", then afield
element in F,m can be represented as a bit string of bit lengtht = m.

Thelength of afield element in octets; | = [ / 80
An dliptic curve.
A base point (Xp, yp) 0n an dliptic curve.

A special point on an dliptic curve, called the point at infinity. Thisis the additive
identity of the dliptic curve group

The order of the point P. For this specification, n is a prime number.
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h The maximum length, in bits, of an integer in theinterval [0, n - 1]; h = og, n{.

f The maximum length, in octets, of an integer in theinterval [0, n- 1]; f=T[h/ 80

E (Fg) The set of &l points on an dlliptic curve E defined over F, and including the point at
infinity O

#E(Fq) If E isdefined over Fy, then #E(F,) denotes the number of points on the curve. #E(F,) is
called the order of the curve E.

M Message to be signed.

m’ Message as received.

mod Modulo.

mod n Arithmetic modulo n.

p An odd prime number.

Q EC public key.

8.7.2 Mathematical Conventions

8.7.2.1 Finite Field Arithmetic

This section describes the representations that shall be used for the e ements of the underlying finite
fidd Fq.

8.7.2.1.1  The Finite Field F,
Let p be an odd prime, p > 3. Thefinitefield Fy is comprised of the set of integers{0, 1, 2, ..., p- 1}.

8.7.2.1.2 The Finite Field F,m
Thefinitefield Fomis comprised of all bit-strings of bit length m.

8.7.2.1.3 Polynomial Basis
Let f(x) =x™+ fraX™ + ... + ¢ + fix + o, fi O F,, be an irreducible polynomial of degree mover F»,

i.e., f(x) cannot be factored into two polynomials over F,, each of degreelessthan m. Thefinite field F,m
iscomprised of all polynomials over F, of degree less than m:

Fom={anX™ + ... + & + a;x + ag: & 1{0,1}},
i.e, {1 x%,..., X"} isthe polynomial basis of F,m. Thefield dement (. X™ + ... + ax@ + a;x + ag) is
usually denoted by the binary string (am1...&1a0) of length m, so that
Fom = {(am1...a180): & 0{0,1}}.
Thus the elements of F,m can be represented by the set of all binary strings of length m.
Field elements are added and multiplied as follows:
» Field addition: (ay1...a180) + (Bm1.--b1bg) = (Cm1-.-C1Co) Where ¢ = g + by in the field FZ.
That is, field addition is performed componentwise.

*  Field multiplication: (am1...2180) (Bmy1...0100) = (rm1...r1r0), where the polynomial
(rmaX™ + ... + 13X + ro) isthe remainder when the polynomial
(A X™ + ... + @ + aiX + ag) (BnaX™ + ... + b + byx + by) isdivided by f(x) over F.
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This method of representing F,m is called a polynomial basis representation.

For performance reasons we choose the irreducible polynomial f(x) to have as few nonzero terms as
possible (asf(x) is not divisible by x and has an odd number of terms, it has at least threeterms). If, for a
fixed m, there are two polynomials with the same number of terms, we choose the one for which f(2) is
minimum (here f(2) is evaluated as a polynomial over the integers). For all field sizes proposed in this
specification f(x) will be atrinomial, i.e, of theform x™+ x“+ 1 or a pentomidl, i.e., of theform x™ + X +
X+ X + 1.

8.7.2.1.4 Field Sizes
For F,, the prime p shall be in the range of 2'*° to 2°%".

Thefollowing field sizes are typically used for F,m:
m= 163, 191, 233, 239, 283, 359, 409, 431, 571

8.7.2.1.5 Curve Parameters

Curve parameters for common field sizes and curve types recommended herein can be found in
[1SO15946-1].

8.7.2.2 Data Representation
The data typesin this section are octet strings, integers, field elements, and points.

Figure 51 provides a cross-reference for the sections defining conversions between data types that shall be
used in the algorithms specified in this specification. The number on alineisthe section number where
the conversion techniqueis specified.

Field 8.7.2.33
Element

8.7.23.1 8.7232

A 4 A 4

8.7.2.2.1
Octet
String 8.7.2.2.2

A

Integer

A

8.72.43.2 872431

A 4

Point

Figure 51: Data Typesand Conversion Conventions.
8.7.2.2.1 Integer-to-Octet-String Conversion
Input: A nonnegative integer X, and the intended length k of the octet string satisfying:
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25> x.
Output: An octet string M of length k octets.

1. Let My, My, ..., My bethe octets of M from leftmost to rightmost.

2. Theoctets of M shall satisfy:
k

X = z 28D\,

=1

8.7.2.2.2  Octet-String-to-Integer Conversion
Input: An octet string M of length k octets.

Output: Aninteger x.

1. Let My, My, ..., My bethe octets of M from leftmost to rightmost.
2. M snall be converted to an integer x satisfying:

k
X = 28k
2

8.7.2.3 Finite Field Element Representations
8.7.2.3.1 Field-Element-to-Octet-String Conversion
Input: Aneement a inthefield F,

Output: An octet string Sof length | = [f / 80octets, wheret = [Iog, qUJ

1. Ifgisanodd prime, then a must be an integer in theinterval: [0, g - 1];

o shall be converted to an octet string of length | octets using the technique specified in
Section 8.7.2.2.1.

2. If g=2" then o must be abit string of length m bits. Let s;,S,...,S, be the bits of a from |eftmost to
rightmost. Let S;,S;,...,S bethe octets of Sfrom leftmost to rightmost. The rightmost bit s, shall
become the rightmost bit of the last octet S, and so on through the leftmost bit s;, which shall become
the (8 - m+ 1)"" bit of the first octet S. The leftmost (8] - m) bits of the first octet S; shall be zero.

8.7.2.3.2  Octet-String-to-Field-Element Conversion
Input: An octet string Sof length | octets, and an indication of the field Fy used.
Output: Anelement o in F,.

1. Ifgisanodd prime, then convert Sto an integer a using the technique specified in Section 8.7.2.2.2.
Itisan error if a doesnot liein theinterval [0, q - 1].

2. If g=2" then a shall be abit string of length mbits. Let 1,5, ...,Sy be the bits of o from |eftmost to
rightmost. Let S;,S;,...,S bethe octets of Sfrom leftmost to rightmost. The rightmost bit of the last
octet S shall become the rightmost bit s, and so on through the (8l - m+ 1)"" bit of the first octet S,
which shall become the leftmost bit s;. The leftmost (8] - m) bits of the first octet S; are not used.

8.7.2.3.3  Field-Element-to-Integer Conversion
Input: Anelement a inthefield F,.

Output: An integer x.

Page 179 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

1. If gisan odd primethen x = a (no conversion is required).

2. If g= 2" then a must be abit string of length m bits. Let 5,5, ...,S, be the bits of a from leftmost to
rightmost. a shall be converted to an integer x satisfying:

m
X = z 2m-Ng

1=1

8.7.2.4 Elliptic Curve Parameters, Keys, and Point Representations

8.7.2.4.1  Elliptic Curve Parameters

Elliptic curve parameters may either be common to several key pairs (common elliptic curve parameters)
or specific to one key pair (specific elliptic curve parameters). The elliptic curve parameters may be
public; the security of the system does not rely on these parameters being secret. Two cases are
distinguished:

1. When the underlying field is F, (p an odd prime), and
2. When the underlying field is Fom.

8.7.2.4.1.1  Elliptic Curve Parameters Over F,
Elliptic curve parameters over F, shall consist of the following parameters:

a Afield sizeq= p which defines the underlying finite field Fy, where p, p > 3, shall beaprime
number;

b. Twofield dementsaand b in F, which define the equation of the dliptic curve E: y* = X% + ax + b;
c. Twofield eements xe and yr in Fq which define apoint P = (xp,yr) on E of prime order; and
d. Theorder nof the point P. It must be the case that n > 2'*°.

8.7.2.4.1.2  Elliptic Curve Parameter Validation Over F,

The following conditions shall be used to verify the éliptic curve parameters over F,. A user of the system
may alternately verify these conditions.

Verify that g = p isan odd prime number.

Verify that (4a® + 27b% # 0 (mod p).

Verify that yp? = xp° + axp+ b (mod p).

Verify that nis prime and that n > 2!,

VeifythatnP= O

Verify that the MOV or equivalent condition holds (Section 8.7.8.1).

-~ 0o a0 T @

If any of the above verifications fail, then reject the elliptic curve parameters.

8.7.2.4.1.3  Elliptic Curve Parameters Over F,m
Elliptic curve parameters over F,m shall consist of the following parameters:

a Afieddsizeq= 2" which defines the underlying finite field F
b. Twofield eementsaand b in F, which define the equation of the éliptic curve E;
c. Twofield eements xe and yr in Fq which define apoint P = (xp,yr) on E of prime order; and
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d. Theorder n of the point P. It must be the case that n > 2%

8.7.2.4.1.4  Elliptic Curve Parameter Validation Over F,m
The following conditions may be used to verify the dliptic curve parameters over Fom:

Verify that g = 2" for some m.

Verify that b # 0.

Verify that yp? + Xpyp = Xp° + axp> + bin Fom

Verify that nis prime and that n > 2!,

Veifythat nP= O

Verify that the MOV or equivalent condition holds (Section 8.7.8.1).

-~ 0o a0 o

If any of the above verifications fail, then reect the elliptic curve parameters.

8.7.2.4.2 Key Generation

Given particular liptic curve parameters, an eliptic curve key pair shall be generated by performing the
following operations:

1. Select astatistically unique and unpredictable integer d in theinterval [2, n - 2].

It is acceptable to use a random or pseudorandom number. If a pseudorandom number is used, it shall
be generated using the procedure of ANSI X9.30, Part 1 [ANS97a], Appendix B.

Compute the point Q = (Xo,Yo) = dP.
Thekey pair is (Q,d), where Q isthe public key, and d isthe private key.

The key and algorithm details are conveyed by the Security Services Information Element as described in
Section 7.2.3.5.

8.7.2.4.3 Representing an Elliptic Curve Point

A finite point on E is specified by two elements x and y in F satisfying the defining equation for E. These
are called the affine coordinates for the point. The point at infinity O has no affine coordinates. For
purposes of internal computation, it ismost convenient to represent O by a pair of coordinates (x,y) not on
E. In the characteristic 2 case the smplest choiceis O=(0,0). For g=p, one chooses O=(0,0) unlessb=01in
which case O=(0,1).

An dliptic curve point P (which is not the point at infinity O) isrepresented by two field elements, the x-
coordinate of P and the y-coordinate of P: P = (Xp,Yp).

8.7.2.4.3.1 Point-to-Octet-String conversion

The octet string representation of the point at infinity Oshall be a single zero octet 00.

An dliptic curve point P = (X, , ¥) which isnot the point at infinity shall be represented as an octet string
in the following form:

Input: An dliptic curve point P = (x;,Y,), not the point at infinity.
Output: An octet string PO of length 2| octets. (I = [{log, g)/8L])

1 Convert the field element x, to an octet string X;. (See Section 8.7.2.3.1.)
2. Convert the field element y,, to an octet string Y;. (See Section 8.7.2.3.1.)
3. Theresult isthe octet string PO = X, ||Y1.
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8.7.2.4.3.2  Octet-String-to-Point conversion

Input: An octet string PO of length 1 octet or 2| octets. (I = [{log, g)/8L])
Output: An dliptic curve point P = (X ,Yp).

1 If the length of PO is 1 and has value 00, then output the point at infinity, otherwise:
2. Convert thefirst | octets X; to the field element x, (See Section 8.7.2.3.2.)

3. Convert the last | octets Y; to the field element y,,. (See Section 8.7.2.3.2.)

4 Theresult isthe eliptic curve point P = (X;,Yy).

8.7.3 The Elliptic Curve Digital Signature Algorithm (EC-GDSA)

8.7.3.1 Signature Generation

This section describes the EC-GDSA signature generation process. This signature is suggested for
standardization in ISO/IEC JTC1.

The signature generation process consists of three steps: message digesting, €liptic curve computations,
and modular computations.

Theinput to the signature processis:
* Themessage, M, of arbitrary length, which isrepresented by a bit string.
e Elliptic curve parametersq, a, b, P = (xp, Yp), and n.

* Andliptic curve private key d.
To sign amessage M, A should do the following.

8.7.3.1.1 Message Digesting

Compute the hash value e = H(M) using the hash function SHA-1 per ANSI X9.30-199X, Part 2
[ANS97D]. eisrepresented as an integer of length 160 bits.

8.7.3.1.2  Elliptic Curve Computations
1. Select astatistically unique and unpredictable integer kin theinterval [2, n - 2].

2. Computethedliptic curve point (X, y1) = kP.

3. Convert thefield element x; to an integer X, , as described in Section 8.7.2.3.3.
4. Setr= X modn.

5. Ifr=0thengotostep 1.

8.7.3.1.3  Modular Computations
1. Compute s=(kr-e)d™ modn in the case of EC-GDSA.

2. If s=0then goto Step 1 of Section 8.7.3.1.2.

8.7.3.1.4 The Signature

The output from the signature generation process shall be the signature for M, which isrepresented as the
two integers, r and s.

Page 182 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

Note: If kischosen correctly (see Section 8.7.3.1.2, item 1), the probability that eitherr =0or s=0is
negligibly small.

8.7.3.2 Signature Verification
This section describes the EC-GDSA signature verification process.

The signature verification process consists of three steps: message digesting, e liptic curve computations,
and signature checking.

Theinput to the signature verification processis:

* Therecelved message, M, represented as a bit string.

» Thereceved signature for M, represented as the two integers, r’ and s..
e Elliptic curve parametersq, a, b, P = (Xp, ¥p), and n.

* Andliptic curve public key, Q.

To verify A’s signature on message M, B should do the following.

8.7.3.2.1 Message Digesting

Compute the hash value e = H(M’) using the hash function SHA-1 per ANSI X9.30-199X, Part 2.
eisrepresented as an integer of length 160 bhits.

8.7.3.2.2 Elliptic Curve Computations for EC-GDSA
1. If r’ isnot aninteger in theinterval [1, n -1], then rgect the signature.

If S isnotaninteger intheinterval [1, n -1], then rgect the signature.
Computew = (r')™ mod n.

Computeu; =swmod nand u, = ewmod n.

a M WD

Compute the éliptic curve point (Xq, y1) = UP + u;Q.

8.7.3.2.3 Signature Checking
1. Convert thefield element x; to an integer X, as described in Section 8.7.2.3.3.
2. Computev= X, modn.

3. Ifr = v, then thesignature is verified and the verifier can have a high level of confidence that the
received message was sent by the party holding the secret key d corresponding to Q.

If r’ does not equal v, then the message may have been modified, the message may have been incorrectly
signed by the signatory, or the message may have been signed by an impostor. The message should be
considered invalid.

8.7.4 EC-GDSA Asymmetric Authentication

An asymmetric authentication scheme based on dliptic curves can be derived from the signature scheme
presented in Section 8.7.3 using the principle of “challenge-and-response.”

8.74.1 Challenge
This section describes the challenge process.

B chooses at random a challenge integer ¢, where 0 < ¢ < n, and sendsit to A.
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8.7.4.2 Response Generation
This section describes the response generation process.

The response generation process consists of two steps: dliptic curve computations and modul ar
computations.

Theinput to the response processis:

» Thechallengec.
»  Elliptic curve parameters.
* Andliptic curve private key d.

To generate aresponse to B’s challenge, A should do the following.

8.7.4.2.1  Elliptic Curve Computations
1. Choose a statistically unique and unpredictable integer k in the interval [2, n - 2].

2. Computethe curve point R = (X1,y1) = kP.

3. Convert thefield element x; to theinteger X, as described in Section 8.7.2.3.3.
4. Setr= X modn.

5. Ifr=0,gotostep 1.

8.7.4.2.2 Modular Computations

1. Compute s= (kr - c)d™ mod n in the case of EC-GDSA.
2. Ifs=0thengoto Step1of 8.7.4.2.1.

8.7.4.2.3 The Response

The response (r,s) shall be sent to B.

8.7.4.3 Response Verification
This section describes the response verification process.

There are two steps to the response verification process. dliptic curve computations and response
checking.

Theinput to the response verification processis:
* Thechallengec.

»  Elliptic curve parameters.
* Andliptic curve public key Q.
* Theresponse(r,s).
To verify A’sresponse, B should do the following.

8.7.4.3.1 Elliptic Curve Computations for EC-GDSA
1. If r’ isnot aninteger in theinterval [1, n-1], then reject the response.

2. If s isnotaninteger in theinterval [1, n -1], then reject the response.
3. Computew= (r')" mod n.
4. Computeu; =swmod nand u, = cwmod n.

Page 184 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

5. Compute the dliptic curve point (X3, 1) = UP + u;Q.

8.7.4.3.2 Response Checking

1. Convert the field element x; to an integer X, as described in Section 8.7.2.3.3.
2. Computev= X, modn.

3. Ifr = v, then theresponseis verified and the verifier can have a high level of confidence that the
response was sent by the party holding the secret key d corresponding to Q.

8.7.5 Elliptic Curve Key Agreement Scheme—Diffie-Hellman Analogue
(ECKAS-DH)
This section describes the Elliptic Curve Key Agreement Scheme—Diffie-Hellman Analogue.

Theinput to the schemeis:
»  Elliptic curve parameters.

However, it is not necessary that the users know the order n of the point P. The public and private keys of
the users are not involved in this protocol.

8.7.5.1 Key Computations
To agree upon a common key, A and B do the following calculations:

1. A chooses arandom integer a, greater than 1 but smaller than the field size, and determines the point
aP. A sendsaP to B.

2. B chooses arandom integer b, greater than 1 but smaller than thefield size, and determines the point
bP. B sends bP to A.

3. Adetermines a(bP), B determines b(aP). Both points coincide and congtitute the common key.

8.7.6 References

Elliptic curves cryptosystems were first proposed in 1985 independently by Neal Koblitz [Kob87] and
Victor Miller [Mil86]. Since then, much research has been done towards improving the efficiency of these
systems and evaluating their security. For a summary of thiswork, consult [Men93], [Bla99], and
[Eng99].

A good reference on the theory of finite fieldsis the book of Lidl and Niederreiter [LN94].

The NIST Digital Signature Algorithm (DSA) is described in [ANS97a] and [NI1S98]. The Secure Hash
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8.7.7 Security Considerations [informative]

This section is provided asinitial guidance for implementers of this specification. Thisinformation should
be expected to change over time. Implementers should review the current state of the art at the time of
implementation.

This section summarizes the best attacks known on the eliptic curve discrete logarithm problem, which is
the basis for the security of dliptic curve systems. Estimates of security levels for dliptic curve parameters
of various sizes are provided.

Notation

E denotes an dliptic curve over the finite field Fy, P [JE(Fg) isapoint of order n, wherenisaprime
number and n > 2'%°,

The Elliptic Curve Discrete L ogarithm Problem

The dliptic curve discrete logarithm problem (ECDLP) isthe following: given E, P and Q JE, determine
theinteger |, 0 <1 < n-1, such that Q = IP, provided that such an integer exists.

The best algorithm known to date for ECDLP is the Pollard-p method [Pol 78] which takes about /77n/ 2
steps. By a step here, we shall mean an dliptic curve addition. The Pollard-p can be parallelized (see
[OW94]) so that if m processors are used then the expected number of steps by each processor before a
single discrete logarithm is obtained is (,/rrn/ 2) / m.

The special classes of dliptic curves, called supersingular curves, have been prohibited in this
specification by the requirement of the MOV condition (see Section 8.7.8.1). Thisis becausethereisa
method for efficiently reducing the discrete logarithm problem in these curvesto the discrete logarithm
problem in afinitefield.

Softwar e Attacks

We assume that a MIPS (Million Instructions Per Second) machine can perform 4x10* elliptic curve
additions per second. (This estimate isindeed conservative—an ASIC built for performing elliptic curve

operations over thefield F,155 has a 40 MHz clock-rate and can perform roughly 40,000 e liptic operations
per second.) Then, the number of eliptic curve additions that can be performed by a 1 MIPS machinein
oneyear is

(4x10") [{60 x 60 x 24 x365) =2%.

Table 16 shows, for various values of n, the computing power required to compute a single discrete

logarithm. As an example, if 10,000 computers each rated at 1,000 MIPS are available, and n= 2%*°, then
an dliptic curve discrete logarithm can be computed in 3,800 years.
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Odlyzko [OdI95] has estimated that if 0.1% of the world's computing power were available for one year to
work on a collaborative effort to break some challenge cipher, then the computing power available would
be 108 MIPS yearsin 2004 and 10' to 10" MIPS yearsin 2014.

Fi_eld_size S_ize(_)fn m/2 MIPS years
(in bits) (in bits)
155 150 27 3.8x10%
158 153 27 1.1x 104"
209 204 2102 5.0 x 108
210 205 2103 7.1x 10
239 234 il 1.6x 10%

Table 16: Computing Power to Compute Elliptic Curve Logarithmswith the Pollard-p Method.

To put the numbersin Table 16 into some perspective, Table 17 (due to Odlyzko [OdI95]) shows the
computing power required to factor integers with current versions of the general number field sieve.

Size of n (in hits) MIPS years
512 3x10*
768 2x10°
1024 3x 10"
1280 1x 10™
1536 3x10%*
2048 3x10%

Table 17: Computing Power Required to Factor IntegersUsing the General Number Field Sieve.
Har dwar e Attacks
A more promising attack (for well-funded attackers) on dliptic curve systems would be to build special-
purpose hardware for a paralld search. Van Oorschot and Wiener [OW94] provide a detailed study of
such a possibility. They estimated that if n=10%¢ = 2'?°, then a machine with m = 325,000 processors
that could be built for about $10 million would compute a single discrete logarithm in about 35 days.
It must be emphasized that these estimates were made for specific eliptic curve parameters having
n=10% = 212 This specification mandates that the parameter n should satisfy

n> 210 =10%.
Discussion

It should be pointed out that for the software and hardware attacks described above, computation of a
single dliptic curve discrete logarithm has the effect of revealing a single user’ s private key. The same
effort must be repeated in order to determine another user’s private key.

In [BDR96], Blaze et al. report on the minimum key lengths required for secure symmetric-key encryption
schemes (such as DES and IDEA). Their report comes to the following conclusion:

To provide adequate protection against the most serious threats—well-funded
commercial enterprises or government intelligence agencies—keys used to protect data
today should be at least 75 bitslong. To protect information adequately for the next 20
yearsin the face of expected advances in computing power, keysin nemMy deployed
systems should be at least 90 bits long.
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Extrapolating these conclusions to the case of dliptic curves, we see that n should be at least 150 bits for
short-term security, and at least 180 bits for medium-term security. This extrapolation isjustified by the
following considerations:

1. Exhaustive search through a k-bit symmetric-key cipher takes about the same time as the Pollard-p
algorithm applied to an eliptic curve having a 2k-bit parameter n.

2. Both exhaustive search with a symmetric-key cipher and the Pollard-p algorithm can be parallelized
with alinear speedup.

3. A basic operation with dliptic curves (addition of two points) is computationally more expensive than
abasic operation in a symmetric-key cipher (encryption of one block).

4. In both symmetric-key ciphers and dliptic curve systems, a“break” has the same effect: it recoversa
single private key.

More information regarding minimum key lengths can be found in [LV99].

8.7.8 Required Number-Theoretic Algorithms [normative]

8.7.8.1 The MOV and Frey-Rueck Condition

Thereduction attack of Menezes, Okamoto, and Vanstone [MOV 93] reduces the discrete logarithm
problem in an eliptic curve (ECDLP) over F to the discrete logarithm in the finite field Fq 8 for some

B = 1. Other work has treated problems that are closdly related to ECDLP. Frey and Rueck [FR94] used a
variant of the Tate pairing for abelian varieties over local fields to obtain an attack, which works on
projective irreducible nonsingular curves of genus g over finite fields.

Theattack is only practical if B issmall; thisis not the case for most dliptic curves. The MOV and Frey-
Rueck condition ensures that an elliptic curveis not vulnerable to this reduction attack.

Before performing the algorithm, it is necessary to select an MOV and Frey-Rueck threshold. Thisisa
positive integer B such that taking discrete logarithms over Fy s is at least as difficult as taking eliptic
discrete logarithms over Fq. For this specification, a value B = 20 isrequired. This algorithm isused in
dliptic curve parameter validation (Sections 8.7.2.4.1.2 and 8.7.2.4.1.4) and dlliptic curve parameter
generation (Section 8.7.8.3.2).

Input: An MOV and Frey-Rueck threshold B, a prime-power g, and a prime n.

Output: The message “True” if the MOV and Frey-Rueck condition is satisfied for an dliptic curve over
F4 with a base point of order n; the message “False” otherwise.
1 Set=1
2. ForifromltoBdo
21 Sett=tegmodn.
2.2 If t=1then output “Falseg’ and stop.
3. Output “True.”

8.7.8.2 Primality
8.7.8.2.1 A Probabilistic Primality Test

The probabilistic primality test shall be performed as described below or using another method that can be
demonstrated to be of equal or better quality (c.f. [P1363], [ANS98]).

If nisalarge positive integer, the following probabilistic algorithm (the Miller-Rabin test) [Knu81] will
determine whether nis prime or composite, with arbitrarily small probability of error. Thisalgorithmis
used in dliptic curve parameter validation (Sections 8.7.2.4.1.2 and 8.7.2.4.1.4), dliptic curve parameter
generation (Section 8.7.8.3.2), and in checking for near primality (Section 8.7.8.2.2).
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Input: A large odd integer n, apositiveinteger T.
Output: The message “prime” or “composite.”

1. Computev and odd wsuch that n- 1 = 2"w.
2. Forjfrom1ltoTdo
2.1 Chooserandom aintheinterval [2, n - 1].
22 Setb=a"modn.
23 Ifb=21orn-1gotoStep 2.6.
24 Forifromltov-1do
241 Setb=b*>modn.
242 Ifb=n-1gotoStep 2.6.
24.3 If b=1 output “composite’” and stop.

244 Nexti.
2.5.  Output “composite’” and stop.
2.6. Nextj.

3. Output “prime.”

If the algorithm outputs “composite,” then n is composite. If the algorithm outputs “prime,” then nis
probably prime. The probability of afalse“prime’ conclusion islessthan 22", Thus the probability of
error can be made negligible by taking large enough T (say, T = 50).

8.7.8.2.2 Checking for Near Primality

The near primality test shall be performed as described below or using another method that can be
demonstrated to be of equal or better quality (c.f. [P1363], [ANS98]).

Given atrial division bound |, , we say that the positive integer k is smooth if every prime divisor of kis
at most |, . Given alarge positive integer ryn, we say that uisnearly primeif u = kn for some primen

2 I mn and some smooth integer k. The following algorithm checks for near primality. The algorithmis
used in eliptic curve parameter generation (Section 8.7.8.3.2.).

Input: Positiveintegersu, |, , and ryin.
Output: If uisnearly prime, aprimen = r;, and a smooth integer k such that: u = kn.

If uisnot nearly prime, the message “not nearly prime.”

1. Sen=u k=1
2. Forlfrom2tol,, do

2.1 If I iscomposite then go to Step 2.3.
2.2 While(l dividesn)
221 San=n/l andk=kI.
2.2.2 If n<rpynthen output “not nearly prime’ and stop.
23 Nextl.
3. If nisprime (see Section 8.7.8.2.1) then output k and n and stop.
4. Output “not nearly prime.”

8.7.8.3 Elliptic Curve Algorithms
8.7.8.3.1 Finding a Point of Large Prime Order

A point of large prime order shall be found as described below or using another equivalent method (c.f.
[P1363], [ANS98]).
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If the order #E(F) = u of an dliptic curve E is nearly prime, the following a gorithm efficiently produces
arandom point on E whose order isthelarge prime factor n of u = kn. The algorithm isused in dliptic
curve parameter generation (Section 8.7.8.3.2.).

Input: A prime n, a positive integer k not divisible by n, and an eliptic curve E over thefield F, with
#E(Fg) = u.

Output: If u= kn, apoint P on E of order n. If not, the message “wrong order.”

1. Generate arandom point G (not O) on E (see Section 8.7.9.1.1).
Set P =kG.

If P = Othen goto Step 1.

Set Q=nP.

If Q # Othen output “wrong order” and stop.

Output P.

oA ®wWN

8.7.8.3.2 Selecting an Appropriate Curve and Point at Random
Given afield size g, alower bound r,, for the point order, and trial division bound | .., , thefollowing is
the procedure that shall be used for randomly choosing a curve and point.

1. If g= p, then check the primality of p using the technique defined in Section 8.7.8.2.1.

2. Randomly select parameters a, b 0 F, to define the elliptic curve equation.
« Inthecasethat qisaprime, verify that 4a® + 27b?# 0. (mod p).
« ThecurveequationisE: y*= x>+ ax + b.
« Inthecasethat q= 2", verify that b # 0. The curve equation isE: y* + xy = x> + a + b.
3. Compute the order of the curve u = #E(F,). (See Note 5 below.)

Test u for near primality using the technique defined in Section 8.7.8.2.2. If theresult is“not nearly
prime,” then go to Step 2. Otherwise, u=kn where k is smooth and n is prime.

5. Check the MOV or equivalent condition (see Section 8.7.8.1) with inputs B, g, and n. If theresult is
“False,” then goto Step 2.

Find a point P on E of order n using the technique defined in Section 8.7.8.3.1.
Output the curve E and the point P.

Notes: 1. rpinshall be selected so that rpyn > 2'°°. The security level can beincreased by selecting a
larger ruin (€., Fmin > 2% 0r rpin > 22%).
2. If gisprimethen the order u of an dliptic curve E over F, setisfiesq + 1 - 2\/6 susqg+
1+ 2,4/Q . Hencery, must be < q+1-2\/a.
3. If g=2"then the order u of an eliptic curve E over F, satisfiesq + 1 - 2\/63 usqg+1l+
2\/6, and u iseven. Hence i, must be < (q+1-2\/a)/2.
| iStypically asmall integer (e.g., |, = 255).

5. Theorder #E(F) can be computed by using Schoof’ s algorithm [Sco 85]. Although the basic
algorithm is quite inefficient, several dramatic improvements and extensions of this method
have been discovered in recent years. Currently it is feasible to compute orders of eliptic

curves over F, where p is as large as 10, and orders of dliptic curves over F,mwheremis
aslarge as 1300. Of morerelevanceisthat the orders of eliptic curves over fields such as
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F,155 can now be computed in less than 4 minutes on a workstation [LM 95]. Substantial
improvements have made since [LM95].

8.7.9 Other Number-theoretic algorithms [informative]

8.7.9.1 Elliptic Curve Algorithms
8.7.9.1.1 Finding a Point on an Elliptic Curve

The following algorithms provide an efficient method for finding a statistically unbiased and
unpredictable point (other than O) on a given dliptic curve over afinite field.

Casel: Curvesover Fp

Input: A prime p and the parameters a, b of an €lliptic curve E over Fy,
Output: A randomly generated point (other than O) on E.

Choose random integer x with 0 < x < p.

Seta ~ X3+ ax+ bmod p.

If a = 0 then output (x, 0) and stop.

If a® V"2 =1 (mod p) then go to Step 1.

Find an integer y such that y* = a (mod p).

Output (X, ).

o0k wDdpRE

Casell: Curves over Fom.

Input: A field F,m and the parameters a, b of an eliptic curve E over Fom.
Output: A randomly generated point (other than O) on E.

Choose random x in F,om,
m-

1
If x = 0 then output (0, b*> ) and stop.
Seta=x+ad+h.
If a = 0 then output (x, 0) and stop.
SetB=x2a.
If Tr(B) = 1then goto Step 1 (Tr isthetrace function).
Find an element z such that 7 + z= B, see[P1363, A.4.7].
Sety=xz
Output (X, ).

© oo N g AON P
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Appendix | Determination of
Resynchronization Rate

(This Appendix does not form an integral part of this specification.)

Choice of Resynchronization rate is dependent on several factorsincluding actual traffic rates and cell 1oss
rates. Thefollowing information is presented as one possible method for choosing a resynchronization
rate.

.1  Expected Cell Loss Rates

Network cell loss statistics can be used to determine the appropriate resynchronization rate. Typical error
rate requirements for ATM are specified by the Cell Loss Ratio (CLR), which isdefined as: lost cdls/
transmitted cells. CLR requirements differ by type of traffic and Quality of Service (QoS). A typical
worst case CLR requirement for an ATM network is 10 for low-priority Packet Video/Audio traffic when
the Cell Loss Priority (CLP) bit in the cell header is set to one. This means that a single 622 Mbps
connection carrying this type of traffic with acell loss ratio of 10 will lose sync 142 times per second on
average, assuming no cell lossinsensitivity. Thisisaworst case example. Moretypical error ratios, e.g.,
107 result in 0.14 lost cells per second on a full bandwidth 622 Mbps connection.

To conserve the bandwidth required for resynchronization, it is necessary to resynchronize based on the

bandwidth of the connection and the negotiated QoS. Higher bandwidth connections are resynchronized
more often than those of lower bandwidths are. Connections with lower CLR may resync at a lower rate
than high CLR connections.

.2 Determining CLR

The encryptor can use the expected CLR of the connection to adjust its frequency of transmitting
resynchronization messages. The Quality of Serviceis specified by the user to the network in the QoS
parameter of the SETUP message. The encryptor can intercept the SETUP message and use the QoS
parameter to determine the acceptable CLR for the connection based on a user configurable mapping
function. Thisprovidesafair indication of the expected upper bound on the CLR to be encountered.

.3 Resynchronization Rate

The resynchronization rate can be chosen to be ten timesthe cell lossrate (CLR). For example, a
connection that loses 100 cells per second on average will have a resync rate of 1000 resyncs per second.
Making the resync rate ten times the cell lossrate will ensure that on average only 5 percent of the traffic
islost dueto loss of cryptographic synchronization. The resync rate for each connection can be based on
the following formula:

Resync rate (resyncs/second) = cell loss ratio (cells dropped/cells transmitted) x sustainable cell
rate (cells transmitted/second) x 10.
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Using the above formula, the maximum resync rate for a 622 Mbps connection will be 1417 times a
second, for aCLR of 10™. Thisresultsin an added overhead of 0. 1%. There may bevaluein
establishing a minimum resync rate.

Note: thereis no value in resynchronizing in the middle of an AAL5S message, since any cell loss causes
the entire message to be discarded by the receiver.
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Appendix Il Label-Based Access Control
(This Appendix does not form an integral part of this specification)

1.1 Scenarios

ATM access control can occur either within an ATM end-point or at any intermediate ATM node (i.e., an
ATM switch or an in-line security device). In each case, network administrators establish (either through
the network management protocol or through direct configuration of the ATM devices) that an ATM
physical interface requires access control parameters. During connection establishment, an ATM
component for such an interfaceis required to communicate the necessary access control parameters, and
an ATM device receiving these access control parameters would perform access control using those
parameters. This exchange of access control data could occur across (1) an end-point to private switch
interface, (2) a private switch to private switch interface, (3) a private switch to public switch interface, or
(4) apublic switch to public switch interface. Also, the initiator of the access control parameters could be
either theinitiator of the connection, some intermediate ATM switch, or an ATM security device. A
typical application for label-based access controls is shown in Figure 52.

Multilevel Subscriber Devices

Public-Limited

Public-Limited i
ﬂlﬂlﬂll“/ Private ATM Network
N

Public-Limited  pyplic-Limited

) T

%

Public ATM
Network

Single-Leve Subscriber Devices

Figure 52: Typical AccessControl Scenarios.

Page 196 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

In this context, multilevel refersto a device that can interpret security labels and can maintain separation
of data marked at different security levels. For this scenario, an enterprise marks its data as either
“public,” indicating that the data is releasable to the public, or “limited,” indicating that the data must
stay within the enterprise. In this scenario, the multilevel devices (switches and multilevel subscriber
devices) within the private ATM network ensure that only publicly releasable information is sent to public
subscriber devices or through the public ATM switches. Within the private ATM network, the multilevel
devices (switches and multilevel subscriber devices) ensure that all connections are labeled.

This scenario requires labeling mechanisms within the private UNI and P-NNI. Figure 53 shows a
scenario using labeling mechanisms within public ATM switches, requiring labeling mechanisms within
the public UNI and B-ICI.

In this second scenario, the public network provider offers a multilevel access control service to subscriber
networks, enabling selected private networks to communicate. Each subscriber interfaceis labeled with
the set of companies permitted to send data across that interface. This mechanism restricts which private
networks can communicate with a specific company’s private networks. For example, neither Company A
nor Company B could communicate directly with Company C’ s private networks. However, companies A
and C do share a common private network (perhaps a consortium, common supplier, or common
customer) through which they might communicate, depending on the palicy of that private network. The
multilevel devices (i.e., the public switches and the switches within the multilevel subscriber networks)
ensure that each connection islabeled.
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Multilevel Subscriber Networks

@ Private ATM

Companies A, B
CompaniesA, C } W/
mm Public ATM Network
™~

All Companies  A|| companies

iy

Company C \

Company C

Sl & A
{ Aprivate ATM { APrivate ATM

((K Network Com||oany B ((K

Private ATM
Network

Single-Level Subscriber Networks

Figure 53: Access Control Scenario for Public Switches.

Access control enforcement is the same for both scenarios. On receipt of a connection request, the
multilevel devices ensure that the connection request either (1) came from a single-level interface, in
which case the connection islabeled at the level of the interface; or (2) came from a multilevel interface,
in which case the connection must bein the set of security levels permitted for that interface. On
transmission of a connection request, the multilevel devices ensure that the connection security level is

transmitted during the connection setup protocol if the request is placed on an interface requiring labeling
(e.g., amultileved interface).

1.2 Label-Based Access Control Concepts

Typical label-based0 access control mechanisms are based on a concept of sensitivity levels. A sensitivity
level represents the sensitivity of the data to disclosure. For example, a sensitivity level might indicate the
extent to which a company’ s data must be protected, with different sensitivity levels (e.g., public data,
proprietary, company confidential, company limited, and competition sensitive) indicating different
degrees of control.

A typical sensitivity level comprises two components. (1) a hierarchical level and (2) a set of access
categories. Theselevels are used with a partially ordered relation on the set of sensitivity levels. This
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relation determines whether one sensitivity level isless than, equal to, greater than, or not comparable
with another sensitivity level. The hierarchical level component of a sensitivity level islinearly ordered,
with its own “lessthan” relation. The relation used for the access category setsis set containment. That
i, one set of access categoriesis said to be “lessthan or equal to” another set of access categoriesif the
first is a subset of the second. Thus, sensitivity level SL1=(HL1, SC1) islessthan or equal to sensitivity
level SL2=(HL2, SC2) provided HL1 islessthan or equal to HL2 and SC1 is a subset of SC2, where HL1
and HL2 are the hierarchical level components and SC1 and SC2 are the access category set components
of SL1 and SL2, respectively.

Sensitivity labels are the physical representation of a sensitivity level. There may be multiple
representations of the same sensitivity level. For a given sensitivity level, there are typically multiple
representations (or sensitivity labels), including the human readable label (e.g., company limited/finance)
and the internal representation of that label within a computing system.

1.3 Label-Based Access Control Rules

Label-based access control mechanisms within a network component require that each network object
(i.e., packet or connection) have an associated sensitivity level and typically assign maximum and
minimum sensitivity levels to each external physical interface to enable enforcement of the following
rules.

1. The system may transmit a network object across a physical interface provided the object’s
sensitivity level isless than or equal to the interface' s maximum sensitivity level.

2. The system may accept a network object across a physical interface for delivery provided the
object’s senditivity level islessthan or equal to the interface’ s maximum sensitivity level and
greater than or equal to the interface’ s minimum sensitivity level.

Note that the object sensitivity level may be determined either by alabel attached to the object or
implicitly by the sensitivity level of the physical interface in the case when the maximum and minimum
sensitivity levels of the physical interface are equal.

In the context of performing label-based access control only on connection setup, the network object is the
connection, and the label would be carried in the setup message.

Page 199 ATM Technical Committee



ATM Security Specification, Version 1.1 af-sec-0100.002

Appendix Il Security Services Information

Element Examples

(This Appendix does not form an integral part of this specification.)

This Appendix provides examples of the message formats used for Signaling-based and In-band security
message exchange.

1.1 Initiate In-Band Security Message Exchange Using a Simple
Exchange in Signaling

.11 Simple In-Band Exchange Indication

This example shows a casein which a simple two-way signaling based exchange declares that a security
service will berequired on this developing VC and that In-Band Security Message Exchange will be used
between the two security agents to establish the service.

Flow-1: A ->B
Theinitiating security agent places this SSIE in the call SETUP message:

Bits
8 7 6 5 4 3 2 1 Octet(s)
Security Services Information Element
1 1 1 0 0 1 1 1 1
Information el ement identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action 2
Indicator
0x0008
Length of Security Services Information Element (8) 3-4
0 0 0 0 0 0 0 1
Security Association Section Type (SME) 5
0x0005
Security Association Section Length (5) 6-7
0 0 1 1 1 0 0 1
Version (1.1) Transport Ind. Flow Indicator | Discard 8
0 0 1 0 0 0 0 0
Region (Remote) 9
1 1 1 0 0 0 0 0
Role (Any) 10
0 0 0 0 0 0 0 1
Relative ID (Security Association ID) 11
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved 12
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Flow-2: B —>A
The responding security agent places this SSIE in the call CONNECT message:

Bits
8 7 6 5 4 3 2 1 Octet(s)
Security Services Information Element
1 1 1 0 0 1 1 1 1
Information el ement identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action 2
Indicator
0x0008
Length of Security Services Information Element (8) 3-4
0 0 0 0 0 0 0 1
Security Association Section Type (SME) 5
0x0005
Security Association Section Length (5) 6-7
0 0 1 1 1 0 1 1
Version (1.1) Transport Ind. Flow Indicator | Discard 8
0 0 1 0 0 0 0 0
Region (Remote) 9
1 1 1 0 0 0 0 0
Role (Any) 10
0 0 0 0 0 0 0 1
Relative ID (Security Association ID) 11
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved 12

.1.2 With Requested Service Declaration

This example shows a case in which a two-way Signaling-Based Security Message Exchange between
two security agents includes an indication that the initiating security agent intends to authenticate and
support data integrity and that the service negotiation will then take place using an In-Band SME. This
provides the responding security agent the ability to deny the call if authentication and integrity are not

supported.

Flow-1: A ->B
Theinitiating security agent places this SSIE in the call SETUP message:

Bits
8 7 6 5 4 3 2 1 Octet(s)
! Security Services Information Element ‘
|1 1 1 0 0 1 1 1]
‘ Information element identifier ‘
‘ 1 ‘ Coding Information Element Instruction Field ‘
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Ext Standard Flag Reserved Information Element Action 2
Indicator
0x000C
Length of Security Services Information Element (12) 3-4

0 0 0 0 0 0 0 1

Security Association Section Type (SME) 5
0x0009
Security Association Section Length (9) 6-7

0 0 1 1 1 0 0 1
Version (1.1) Transport Ind. Flow Indicator | Discard 8

0 0 1 0 0 0 0 0
Region (Remote) 9

1 1 1 0 0 0 0 0
Role (Any) 10

0 0 0 0 0 0 0 1
Relative ID (Security Association ID) 11

0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved 12

0 0 1 0 0 1 1 0
Security M essage Exchange For mat I dentifier (2-way) 13

1 0 0 0 1 0 0 0
Security Service Specification Section | dentifier 14

1 0 0 0 1 0 1 0
Security Service Declaration |dentifier 15

0 0 0 0 0 1 1 0
Security Service Declaration (authentication and integrity) 16

Flow-2: B —>A

The responding security agent accepts the call, despite the fact that it cannot support data integrity. The
responding security agent must also make a security service declaration in the CONNECT message,
indicating that it can support establishing authentication in a subsequent in-band exchange. It is then up
to the initiating security agent to decideif the VC setup and the subseguent in-band negotiation should
proceed. If theinitiating security agent cannot continue due to itslocal security policy, i.e., the VC must
support cryptographic integrity, then the initiating security agent will instruct its signaling entity to clear
the call with the appropriate cause code and diagnostic, (see Section 5.1.6, "Security Policy Violation").

The responding security agent places this SSIE in the call CONNECT message:

Bits
8 7 6 5 4 3 2 1 Octet(s)
‘ Security Services Information Element ‘
|1 1 1 0 0 1 1 1 |
‘ Information element identifier ‘
‘ 1 ‘ Coding Information Element Instruction Field ‘
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Ext Standard Flag Reserved Information Element Action 2
Indicator
0x000C
Length of Security Services Information Element (12) 3-4
0 0 0 0 0 0 0 1
Security Association Section Type (SME) 5
0x0008
Security Association Section Length (8) 6-7
0 0 1 1 1 0 1 1
Version (1.1) Transport Ind. Flow Indicator | Discard 8
0 0 1 0 0 0 0 0
Region (Remote) 9
1 1 1 0 0 0 0 0
Role (Any) 10
0 0 0 0 0 0 0 1
Relative ID (Security Association ID) 11
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved 12
0 0 1 0 0 1 1 0
Security M essage Exchange For mat | dentifier (2-way) 13
1 0 0 0 1 0 0 0
Security Service Specification Section | dentifier 14
1 0 0 0 1 0 1 0
Security Service Declaration | dentifier 15
0 0 0 0 0 1 0 0
Security Service Declaration (authentication) 16
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[lI.2 Two-Way Signaling-based Security Message Exchange

This example provides endpoint-to-endpoint authentication using the 2-way Security Message Exchange
protocol in signaling. Because the distinguished name of the responding security agent (B) is known in 2-
way SME, explicit security agent addressing is used in the SSIE. Since (B) isincluded in the SSIE SAS
explicit scopefield, it is not needed in the SME section of the SAS. Initiator (A) declaresthat it requires

authentication and provides the optional fields needed to provide replay protection, Tg and Ry.

FLOW1-2WE: A —->B

A, B, SecOpt, {Tq, Rg, {EncKp (ConfParg)}, SgK g (Hash (A, B, Tg, Rg, SecOpt, {ConfPar g}))}
Theinitiating security agent places this SSIE in the call SETUP message:

Bits
8 7 6 5 4 3 2 1 Octet(s)
Security Services Information Element
1 1 1 0 0 1 1 1 1
Information element identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action 2
Indicator
0x007B
Length of Security Services Information Element (123) 3-4
0 0 0 0 0 0 0 1
Security Association Section Type (SME) 5
0x0078
Security Association Section Length (120) 6-7
0 0 1 0 0 0 0 1
Version (1.1) Transport Ind. Flow Indicator | Discard 8
1 0 0 0 0 0 0 0
Region (Explicit) 9
0 0 0 0 0 0 0 0
Role 10
0 0 0 0 0 0 0 1
Relative ID (Security Association ID) 11
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved 12
0 0 1 0 0 1 1 0
Security M essage Exchange For mat | dentifier (Two Way) 13
1 0 0 0 0 0 1 1
Responder Distinguished Name I dentifier 14
0 0 0 1 0 1 0 1
Responder Distinguished Name Length (21) 15
0 0 0 0 0 1 0 0
Responder Distinguished Name Type (AESA NSAP ICD) 16
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0x4302340515231912110098096245F2A8B2127400
Responder Distinguished Name Value

0 1 0 0 1 1
Security M essage Exchange For mat | dentifier (Two Way)
0 0 0 0 0 1
Initiator Distinguished Name Identifier (A)

0 0 1 0 1 0
Initiator Distinguished Name Length (21)

0 0 0 0 1 0

Initiator Distinguished Name Type (AESA NSAP ICD)

0x4302340515231912110098096218430DE6372812
Initiator Distinguished Name Value

0 0 0 1 0 0
Security Service Specification Section Identifier (SecOpt)
0 0 1 0 0 1
Authentication Service Options I dentifier
0 0 0 0 0 0
Requires Authentication
0 1 0 0 1 1
Signature Algorithm I dentifier
0 0 0 0 0 0
Length of Signature Algorithm Contents (1)

0 0 0 0 0 1
Signature Algorithm (DSA)

1 0 1 0 0 0
Authentication Section Identifier
1 0 1 0 1 1
Time-Variant Time Stamp | dentifier
0x67456721
Time Stamp Value
0x00000001
Sequence Number
1 0 1 0 1 0
Initiator Random Number Identifier (Rg)
0xB564A3E1
Initiator Random Number Value
1 0 1 1 0 1
Security M essage Exchange Digital Signature Identifier
0 1 0 1 1 0

Security Message Exchange Digital Signature Length (44)

Digital Signature Value
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FLOW2-2WE: B —>A
A, B, Rg, {EncKg (ConfParp)}, SgKp (Hash (A, B, Ry, {ConfParp}))}

Responder (B) indicates that it supports authentication by placing this SSIE in the call CONNECT
message:

Bits
8 7 6 5 4 3 2 1 Octet(s)
Security Services Information Element
1 1 1 0 0 1 1 1 1
Information el ement identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action 2
Indicator
0x006E
Length of Security Services Information Element (110) 3-4
0 0 0 0 0 0 0 1
Security Association Section Type (SME) 5
0x006B
Security Association Section Length (107) 6-7
0 0 1 0 0 0 1 1
Version (1.1) Transport Ind. Flow Indicator | Discard 8
0 0 1 0 0 0 0 0
Region (remote) 9
1 1 1 0 0 0 0 0
Role (any) 10
0 0 0 0 0 0 0 1
Relative ID (Security Association ID) 11
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved 12
0 0 1 0 0 1 1 0
Security M essage Exchange For mat | dentifier (Two Way) 13
1 0 0 0 0 0 1 0
Initiator Distinguished Name | dentifier (A) 14
0 0 0 1 0 1 0 1
Initiator Distinguished Name Length (21) 15
0 0 0 0 0 1 0 0
Initiator Distinguished Name Type (AESA NSAP ICD) 16
0x4302340515231912110098096218430DE6372812
Initiator Distinguished Name Value 17-36
1 0 0 0 0 0 1 1
Responder Distinguished Name Identifier (B) 37
0 0 0 1 0 1 0 1
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Responder Distinguished Name Length (21) 38

0 0 0 0 0 1 0 0
Responder Distinguished Name Type (AESA NSAP ICD) 39

0x4302340515231912110098096245F2A8B2127400
Responder Distinguished Name Value 40-59

1 0 0 0 1 0 0 0
Security Service Specification Section Identifier (SecOpt) 60

1 0 0 1 0 0 1 1
Authentication Service Options | dentifier 61

1 0 0 0 0 0 0 1
Requires Authentication 62

1 1 0 1 0 0 0 0
Authentication Section Identifier 63

1 1 0 1 0 1 0 0
Initiator Random Number |dentifier 64

0xB564A3E1
Initiator Random Number Value 65-68

1 1 0 1 1 0 1 0
Security M essage Exchange Digital Signature | dentifier 69

0 0 1 0 1 1 0 0
Security Message Exchange Digital Signature Length (44) 70

Digital Signature Value
71-114

1.3 Three-Way In-Band Security Message Exchange

This exampl e establishes endpoint-to-endpoint confidentiality, authentication, key exchange, and session
key update using the 3-way Security Message Exchange protocol in-band.

Initiator (A) states that it requires confidentiality, authentication, key exchange, and session key update
and that it also supportsintegrity. To do this, A declares the five security services it requires or supports
and then specifies two choices for the confidentiality algorithm, a signature algorithm, a hash algorithm, a
key exchange algorithm, and a session key update algorithm. The confidentiality algorithms aretriple-
DES/counter mode and FEAL/CBC, the signature algorithm is FEAL/CBC, the hash algorithm is MD5,
the key exchange algorithm is FEAL/CBC, and session key update algorithm uses MD5.

FLOW1-3WE: A —->B

A, {B}, SecNegg, Ra, {Certa}

Bits
8 7 6 5 4 3 2 1 Octet(s)
0 0 1 0 0 0 0 1
In-Band M essage Type (FLOW 1-3WE) 1
0x0068
In-Band Message Length (104) 2-3
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Security Services Information Element
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1 1 1 0 0 1 1 1
Information el ement identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action
Indicator
0x0064
Length of Security Services Information Element (100)
0 0 0 0 0 0 0 1
Security Association Section Type (SME)
0x0061
Security Association Section Length (97)
0 0 1 1 1 0 0 1
Version (1.1) Transport Ind. Flow Indicator | Discard
1 0 0 0 0 0 0 0
Region (explicit)
0 0 0 0 0 0 0 0
Role (any)
0 0 0 0 0 0 0 1
Relative ID (Security Association ID)
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved
1 0 0 0 0 1 0 0
Security Agent Distinguished Name Identifier {B}
0 0 0 1 0 1 0 1
Security Agent Distinguished Name Length ( 21)

0 0 0 0 0 1 0 0
Security Agent Distinguished Name Type (AESA NSAP ICD)
0x4302340515231912110098096245F2A8B2127400
Security Agent Distinguished Name Value
0 0 1 0 0 1 1 1
Security M essage Exchange For mat | dentifier (Three Way)

1 0 0 0 0 0 1 0
Initiator Distinguished Name Identifier (A)

0 0 0 1 0 1 0 1
Initiator Distinguished Name Length (21)

0 0 0 0 0 1 0 0
Initiator Distinguished Name Type (AESA NSAP ICD)
0x4302340515231912110098096218430DE6372812
Initiator Distinguished Name Value
1 0 0 0 1 0 0 0
Security Service Specification Section Identifier (SecNegy)

1 0 0 1 0 0 0 0
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Data Confidentiality Service Options I dentifier 64
1 0 0 0 0 0 0 1
Reguires Data Confidentiality at ATM Cdll Leve 65
1 0 0 1 0 0 1 1
Authentication Service Options | dentifier 66
1 0 0 1 0 0 0 1
Requires Authentication 67
1 0 0 1 0 1 0 0
K ey Exchange Service Options I dentifier 68
0 1 0 0 0 0 0 1
Requires Key Exchange 69
1 0 0 1 0 1 0 1
Session K ey Update Service Options | dentifier 70
1 0 0 0 0 0 0 1
Reqguires Session Key Update 71
1 0 0 1 0 0 1 0
Data I ntegrity Service Options | dentifier 72
0 0 0 0 0 0 0 1
Supports Data Integrity with Replay/Reordering Protection 73
1 0 1 0 0 0 0 0
Data Confidentiality Algorithm Identifier 74
0 0 0 1 0 0 1 0
Length of Data Confidentiality Algorithm Contents (18) 75
0 0 0 0 0 0 1 1
Data Confidentiality Algorithm (Triple DES keying option 2) 76
0 0 0 0 0 0 1 0
Data Confidentiality Algorithm Mode of Operation (Counter Mode) 77
1 0 1 0 0 0 0 0
Data Confidentiality Algorithm Identifier 78
0 0 0 0 1 0 1 0
Length of Data Confidentiality Algorithm Contents ( 10) 79
0 0 0 0 0 1 0 0
Data Confidentiality Algorithm (FEAL) 80
0 0 0 0 0 0 0 1
Data Confidentiality Algorithm Mode of Operation (CBC) 81
0x238609F0E71A9D17
Data Confidentiality Algorithm Details - Initialization Vector (FEAL) 82 - 8189
1 0 1 0 0 1 1 0
Signatur e Algorithm I dentifier 90
0 0 0 0 0 0 0 1
Length of Signature Algorithm Contents (1) 91
0 0 0 0 1 0 0 0
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Signature Algorithm (FEAL/CBC) 92

0 1 0 0 1 0 0
Hash Algorithm Identifier 93

0 0 0 0 0 0 1
Length of Hash Algorithm Contents (1) 94

0 0 0 0 0 0 1
Hash Algorithm (MD5) 95

0 1 0 1 0 0 0
K ey Exchange Algorithm Identifier 96

0 0 0 0 0 0 1
Length of Key Exchange Algorithm Contents (1) 97

0 0 0 1 0 0 0
Key Exchange Algorithm (FEAL/CBC) 98

0 1 0 1 0 1 0
Session K ey Update Algorithm I dentifier 929

0 0 0 0 0 0 1
Length of Session Key Update Algorithm Contents (1) 100

0 0 0 0 0 0 1
Session Key Update Algorithm (SKE with MD5) 101

1 0 1 0 0 0 0
Authentication Section I dentifier 102

1 0 1 0 1 0 0
Initiator Random Number Identifier (Rg) 103

0x7A52D245
Initiator Random Number Value 96104 - 99107

Responder (B) requires confidentiality, authentication, key exchange, and session key update and does not
support integrity. The confidentiality algorithm is FEAL/CBC, the signature algorithm is FEAL/CBC, the
hash algorithm is-MD5, the key exchange algorithm is FEAL/CBC, and the session key update

algorithm is SKE with MD5.

FLOW2-3WE: B —>A

A, B, SecNegp, {{EncK g (ConfParp)}, Ra, Rp, {Certp}, SgKp (Hash (A, B, Rg, Rh, SecNegg,
SecNegp, {ConfParp}))}

Page 210

Bits
7 6 5 4 3 2 1 Octet(s)
0 1 0 0 0 1 0
In-Band M essage Type (FLOW2-3WE) 1
0x008E
In-Band Message Length (142) 2-3
Security Services Information Element
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1 1 1 0 0 1 1 1
Information el ement identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action
Indicator
0x008A
Length of Security Services Information Element (138)
0 0 0 0 0 0 0 1
Security Association Section Type (SME)
0x0087
Security Association Section Length (135)
0 0 1 1 1 0 1 1
Version (1.1) Transport Ind. Flow Indicator | Discard
0 0 0 0 0 0 0 0
Region
1 1 1 0 0 0 0 0
Role (any)
0 0 0 0 0 0 0 1
Relative ID (Security Association ID)
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved
0 0 1 0 0 1 1 1
Security M essage Exchange For mat | dentifier (Three Way)
1 0 0 0 0 0 1 0
Initiator Distinguished Name | dentifier (A)
0 0 0 1 0 1 0 1
Initiator Distinguished Name Length (21)

0 0 0 0 0 1 0 0
Initiator Distinguished Name Type (AESA NSAP ICD)
0x4302340515231912110098096218430DE6372812
Initiator Distinguished Name Value
1 0 0 0 0 0 1 1
Responder Distinguished Name Identifier (B)

0 0 0 1 0 1 0 1
Responder Distinguished Name Length (21)

0 0 0 0 0 1 0 0
Responder Distinguished Name Type (AESA NSAP ICD)
0x4302340515231912110098096245F2A8B2127400
Responder Distinguished Name Value
1 0 0 0 1 0 0 0
Security Service Specification Section Identifier (SecNegh)

1 0 0 1 0 0 0 0

Data Confidentiality Service Options Identifier
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1 0 0 0 0 0 0 1
Reguires Data Confidentiality at ATM Cdll Leve 65
1 0 0 1 0 0 1 1
Authentication Service Options | dentifier 66
1 0 0 1 0 0 0 1
Requires Authentication 67
1 0 0 1 0 1 0 0
K ey Exchange Service Options I dentifier 68
0 1 0 0 0 0 0 1
Reguires Key Exchange 69
1 0 0 1 0 1 0 1
Session K ey Update Service Options | dentifier 70
1 0 0 0 0 0 0 1
Requires Session Key Update 71
1 0 0 1 0 0 1 0
Data I ntegrity Service Options | dentifier 72
0 0 0 0 0 0 0 0
Does not Support Data Integrity 73
1 0 1 0 0 0 0 0
Data Confidentiality Algorithm Identifier 74
0 0 0 0 1 0 1 0
Length of Data Confidentiality Algorithm Contents (10) 75
0 0 0 0 0 1 0 0
Data Confidentiality Algorithm (FEAL) 76
0 0 0 0 0 0 0 1
Data Confidentiality Algorithm Mode of Operation (CBC) 7
0x238609F0E71A9D17
Data Confidentiality Algorithm Details 78 -85
Initialization Vector (FEAL CBC)
1 0 1 0 0 1 1 0
Signatur e Algorithm I dentifier 86
0 0 0 0 0 0 0 1
Length of Signature Algorithm Contents (1) 87
0 0 0 0 1 0 0 0
Signature Algorithm (FEAL/CBC) 88
1 0 1 0 0 1 0 0
Hash Algorithm I dentifier 89
0 0 0 0 0 0 0 1
Length of Hash Algorithm Contents (1) 90
0 0 0 0 0 0 0 1
Hash Algorithm (MD5) 91
1 0 1 0 1 0 0 0
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K ey Exchange Algorithm Identifier 92
0 0 0 0 0 0 0 1
Length of Key Exchange Algorithm Contents (1) 93
0 0 0 0 1 0 0 0
Key Exchange Algorithm (FEAL/CBC) 94
1 0 1 0 1 0 1 0
Session K ey Update Algorithm I dentifier 95
0 0 0 0 0 0 0 1
Length of Session Key Update Algorithm Contents (1) 96
0 0 0 0 0 0 0 1
Session Key Update Algorithm (SKE with MD5) 97
1 1 0 0 0 0 0 0
Confidential Parameters Section I dentifier (ConfParp) %8
0x0018
Length of Confidential Parameter s Section (24) 99 - 100
Confidential Data 101 - 124
1 1 0 1 0 0 0 0
Authentication Section I dentifier 125
1 1 0 1 0 1 0 0
Initiator Random Number Identifier (Rg) 126
0x7A52D245
Initiator Random Number Value
127 - 130
1 1 0 1 0 1 0 1
Responder Random Number Identifier (Rp) 131
0x3A29657D
Responder Random Number Value
132- 135
1 1 0 1 1 0 1 0
Security M essage Exchange Digital Signature | dentifier 136
0 0 0 0 1 0 0 0
Security Message Exchange Digital Signature Length ( 8) 137
Digital Signature Value
138 - 145
FLOW3-3WE: A —>B
{A, B, {EncKp (ConfParg)}, Rp, SgKa (Hash (A, B, Rp, {ConfParg}))}
Bits
8 7 6 5 4 3 2 1 Octet(s)
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0 0 1 0 0 0 1 1
In-Band M essage Type (FLOW3-3WE)
0x0066
In-Band Message Length (102)
Security Services Information Element
1 1 1 0 0 1 1 1
Information el ement identifier
1 Coding Information Element Instruction Field
Ext Standard Flag Reserved Information Element Action
Indicator
0x0062
Length of Security Services Information Element (98)
0 0 0 0 0 0 0 1
Security Association Section Type (SME)
0x005F
Security Association Section Length (95)
0 0 1 1 1 1 0 1
Version (1.1) Transport Ind. Flow Indicator | Discard
0 0 0 0 0 0 0 0
Region
1 1 1 0 0 0 0 0
Role (any)
0 0 0 0 0 0 0 1
Relative ID (Security Association ID)
0 0 0 1 0 0 0 0
Relative ID (SAS Number) reserved
0 0 1 0 0 1 1 1
Security M essage Exchange For mat I dentifier (Three Way)
1 0 0 0 0 0 1 0
Initiator Distinguished Name I dentifier (A)
0 0 0 1 0 1 0 1
Initiator Distinguished Name Length (21)

0 0 0 0 0 1 0 0
Initiator Distinguished Name Type (AESA NSAP ICD)
0x4302340515231912110098096218430DE6372812
Initiator Distinguished Name Value
1 0 0 0 0 0 1 1
Responder Distinguished Name I dentifier (B)

0 0 0 1 0 1 0 1
Responder Distinguished Name Length (21)

0 0 0 0 0 1 0 0

Responder Distinguished Name Type (AESA NSAP ICD)

0x4302340515231912110098096245F2A8B2127400
Responder Distinguished Name Value
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1 0 0 0 0 0 0

Confidential Par ameters Section Identifier (ConfParg)

0x0018
Length of Confidential Parameter s Section (24)

Confidential Data

1 0 1 0 0 0 0
Authentication Section Identifier
0 1 1 0 1 0 1
Responder Random Number Identifier (Rp)
0x3A29657D

Responder Random Number Value

0 1 1 1 0 1 0
Security M essage Exchange Digital Signature Identifier
0 0 0 1 0 0 0

Security Message Exchange Digital Signature Length ( 8)

Digital Signature Value

FLOWS3-3 CONFIRM-AP: B —>A

CONFIRM-AP

Bits
7 6 5 4 3 2 1
0 1 1 0 0 0 1
In-Band Message Type (CONFIRM - AP)
0x0000

In-Band Message Length (0)
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Appendix IV  Security Message Coding

Principles and Identifier Values
(This Appendix does not form an integral part of this specification)

IV.1 Message Coding

The message formats specified in this specification have been designed to provide a flexible
and expandable encoding for Security Message Exchange. In particular, they rely on the use
of nested type-length-value (TLV) encodings. Each TLV entity is referred to as an octet
group.

» Thetype of each octet group isidentified by a one octet "identifier" field aslisted in Table 18. Type
values need only be unique among all possible type values that may occur at the same
positions, however, in this version of the Security Specification, the type values have
been assigned in a globally unique manner in order to make it easier for humans to
determine the identity of each TLV information group.

* Most octet groups contain a one octet length field as shown in Table 18. However, because of their
potential length, some contain a two octet length field. Also, some of the octet groups do not contain a
length field, since the length is fixed or may be determined from the information contained within the
individual octet groups nested within in the octet group. The value of the length field does not
include the lengths of the type and length fields.

» Thevaluefield may contain a simple value or values, or one or more nested octet groups, that is, the
value field of one octet group may contain one or more octet groups each with TLV coding. An
overview of the nesting that may occur with the octet groupsis depicted in Figure 54.

V.2 Identifiers

Table 18provides alist of identifiers defined in this specification. They are used to identify octet groupsin
both in-band and signalling messages. The table shows:

* the8hit identifier value

» reference section in the specification where the format is defined

» thenumber of octetsin the length field (or "—" if nolength field is used)
» theuseof thevauefield (see main body of specification for details)

» thename of the octet group which it identifies

Table 18: Security M essage Identifiers

Codepoint | Reference Sizeof | Useof Valuefield Name
Length
field
0010 0001* | 5.1.5.3.2.1 2 Complex FLOW1-3WE
(SSIE)
0010 0010* | 5.1.5.3.2.1 2 Complex FLOW2-3WE
(SSIE)
0010 0011* | 5.1.5.3.21 2 Complex FLOW3-3WE
(SSIE)
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Codepoint | Reference Sizeof | Useof Valuefield Name
Length
field
00100100 | 5.1.3.210.1 | — - (Not used - reserved)
00100101 | 5132101 | - Sectionsfor: Security Message Exchange Format
Security Service (FLOW2-2WE optional)
Confidentiality
Authorization
00100110 | 5.1.3.210.1 | — Sectionsfor: Security Message Exchange Format
Security Service (FLOW2-2WE required)
Confidentiality
Authorization
00100111 | 5132101 | - Sections for: Security Message Exchange Format
Security Service (3-way)
Confidentiality
Authorization
00101000 | 5.1.3210.2 |1 type + data Label Based Access Control
0011 0001* | 5.1.5.3.21 2 none CONFIRM-AP
0011 0010* | 5.1.5.3.21 2 Causevalue FAULT
10000010 | 7.1.1 1 name type + value Initiator Distinguished Name
10000011 | 7.1.2 1 name type + value Responder Distinguished Name
10000100 | 7.1.3 1 name type + value Security Agent Distinguished Name
1000 1000 | 7.2 - Complex: Security Service Specification Section
Sections for:
Security Service Declarations
Security Service Options,
Security Service Algorithm
10001010 | 7.2.1 — 7 Boolean values Security Service Declaration
10010000 | 7.2.2.1 - 1 of 3 values Data Confidentiality Service Option
10010010 | 7.2.2.2 - 1 of 5 values Data Integrity Service Options
10010011 | 7.2.2.3 - 1 of 3 values Authentication Service Options
10010100 | 7.2.2.4 - 1 of 3 values Key Exchange Service Options
10010101 | 7.2.25 - 1 of 3 values Session Key Update Service Options
10010110 | 7.2.2.6 - 1 of 3 values Access Control Service Options
1001 0111 | 7.2.2.7 — 1 of 3 values Certificate Exchange Service Options
10100000 | 7.2.3.1 1 Algorithm, mode Data Confidentiality Algorithm
10100010 | 7.2.3.2 1 Algorithm Data Integrity Algorithm
10100100 | 7.2.3.3 1 Algorithm Hash Algorithm
10100110 | 7.2.34 1 Algorithm Signature Algorithm
10101000 | 7.2.35 1 Algorithm Key Exchange Algorithm
10101010 | 7.2.3.6 1 Algorithm Session Key Update Algorithm
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Codepoint | Reference Sizeof | Useof Valuefield Name
Length
field
1010 1100 | 7.2.3.7 1 Complex: Authentication Algorithm Group
Algorithmsfor:
Signature
Hash
10101110 | 7.2.3.8 1 Complex: Integrity Algorithm Group
Algorithmsfor:
MAC
Signature
Key Exchange
Key Update
Hash
1011 0000 | 7.2.3.9 1 Complex: Confidentiality Algorithm Group
Algorithmsfor:
Encryption
Signature
Key Exchange
Key Update
Hash
10110010 | 7.2.3.7/ 1 Algorithm details Signature Algorithm Details
7.2.3.8/
7.2.39
1011 0100 | 7.2.3.7/ 1 Algorithm details Hash Algorithm Details
7.2.3.8
1011 0110 | 7.2.3.8 1 Algorithm details MAC Algorithm details
1011 1000 | 7.2.3.8 1 Algorithm details Key Exchange Algorithm Details
7.2.39
1011 1010 | 7.2.3.9 1 Algorithm details Key Update Algorithm Details
1011 1110 | 7.2.3.9 1 Algorithm details Encryption Algorithm Details
11000000 | 7.3 2 Encrypted data Confidential Parameters Section
11000100 | 7.3.1 - Complex: Confidential Parameters
(Next 3):
Master Key
1st data Conf Session key
1st data Integ Session key
11001000 | 7.3.2 1 value Master Key
1100 1010 | 7.3.3 1 value First Data Confidentiality Session Key
11001100 | 7.34 1 value First Data Integrity Session Key
11010000 | 7.4 - Complex: Authentication Section
(next 5):

Initiator Random Number
Responder Random Number
Time-variant stamp

Credentials

SME or SAS Digital

signature
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Codepoint | Reference Sizeof | Useof Valuefield Name
Length
field
11010100 | 7.4.1 - 4 octet value Initiator Random Number
11010101 | 7.4.2 - 4 octet value Responder Random Number
11010110 | 7.4.3 - 4 octet time stamp Time-variant Time Stamp
4-octet seguence #
11011000 | 7.4.4 2 type + value Credentials
11011010 | 7.45 1 values (algorithm specific) Security Message Exchange Digital
Signature
11011100 | 7.4.6 2 values (algorithm specific) SASDigital Signature

* Although these message types are for in-band only, the codepoints are assigned so as not to overlap with
the codepoints used in signaling.
"Complex" indicates the value field contains other fields which are individually identified with one of
these identifiers.
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0 or 1 of each, 2 max:

Jinit, Resp, or SA Init Dist Name
/ |Dist Name 1D Resp Dist Name !
/ L SA Dist Name Oor 1 of each:
/ |Length (1) JSec Savices Data Conf
/ [Type(@) | /|Declaration 1D Riﬁ Integ
/ |value !
{SME typeID / / Vel (é)r %EECQW
," Sec Agent D / Access Cont
/| (optional) / ; ; Cert Exch
! [Security Service Security Service | SRR SERER
! Specification Specification |/ |oPtionsID
| |Section Section ID i Yal ue (1) 0, 1 or more of each:
! |(optional - - /

/TSASIDIType | | (optiona) fﬁg@w‘” 4 333 ﬁffg
Length (2) ‘," (optional) /~-=""|Algorithm ID Hash
Verftransport/ / Security Service Length (1) Signature
Flow/Discard (1) ' Algorithm Algorithm 7 (1) KeylExch
Region/Role (2) | | Description oUl* (3) Session Key

| Section
RelaivelD (2 || (optional) Value
| Oor 1 of each: 0or 1 of each:
i or Auth group
Target Security i Integ group *
Entity (Optional)| Algo Group ID Conf group )
Value (Security Length (1) /,/ Algo details ID
Serv]ce Data Group # (1) /,/ Length (1)
Sect]on) oUI* (3 o Algorithm # (1)
(optiond) © 7 OUl * (3)
Value -
- Vaue
Confidentiality [\
Section /[Master Key ID
(optional) 7 [Length (1)
ID = SSIE \ \ /|Conf ParalD Y Value
Coding 3 / |(optional) ;o
Length (2) ) . ' Confidentiality | / [Master Key /T Cont Key ID
Data (8-508) <\’\ . | Section ID // (optional) e Length (1)
Length (2) / 1st Confident. Ve
". Vaue Key (optiondl) | _--
7{ ) (encrypted) N 1t Integrity Key 15 Integ Key 1D
: ~.._|(optional) Length (1)
SASID/Type : e
Length (2) i [Authentication |- . vaue
Verltransport/ | | |Section Authentication
Flow/Discard (1) (optional) SectionID | e “"[Init Rand # ID
Region/Role (2) | 1 Init random # Value (4)
! (optional) | -
Relative D (2) | | Resp random # Resp Rand # 1D
§ (optional) Value (4)
Target Security | | Timestamp | TTTTe——ee
Entity (Optional) : (optional) Time stamp ID
Value (Security | | Credentials TS value (4)
Service Data i (optional) _[Sea# (@)
Section) ‘. SME Digital
(optiondl) ‘a sign. (optional) Cred 1D
L ! ", [SASDigitd Length (2)
' 1 or \/sign. (optional) Value
! [Cabel 1D SME Dig Sig ID
i|Length Length (1)
Shading indicates  {[Type Value
identifier listed in  {Data
Table 20 SAS Dig Sig ID
Length (2)
Value

Figure 54: Overview of Nesting of Security M essage Exchange Octet Groups.
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