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1. Introduction
[Informative]

This document addresses the support of a Virtual Private Network (VPN) servicein an MPOA network ("MPOA-
VPN"). ThisInternetwork layer VPN may use a private address space which overlaps with that of another VPN or
the Public Internet. In support of these private Internetwork layer address spaces, VPNs provide multiple virtual
independent addressing and routing realms over the same physical network.

A magjor task of the MPOA VPN serviceisidentifying the routing to be used for forwarding a particular control or
data PDU. A globally unique identifier will be used to describe the instance. This document describes the transfer
and processing of the VPN Identifier which identifiesa VPN in a globally unique manner.

This MPOA VPN specification is developed in parallel and in cooperation with a number of related specifications:
- The basic concept for ageneric VPN identification based on a globally unique ID (cf. Annex A).

- A per packet LLC/SNAP based transfer of the VPN-ID viaan ATM connection (cf. Annex B)

- NHRP support for VPNs

- Transfer of the VPN-ID viasignalling is specified for DSS2, and for ATM Forum UNI 4.0 signalling.

1.1 References

[LANE] "LAN Emulation over ATM Version 2.0", ATM Forum. af-lane-0084.000, John D. Keene,
Dated: July 1997.

[MPOAV1.1] "Multiprotocol over ATM Version 1.1", ATM Forum. af-mpoa-0114.000, B. Petri, Dated: May

1999.

[Q.2941.1] ITU-T Recommendation Q.2941.1, "DSS2 Generic Identifier Transport"”, Part 1

[RFC 1483] "Multiprotocol Encapsulation over ATM Adaptation Layer 5, IETF RFC 1483, J. Heinanen,
Dated: July 1993.

[RFC 2332] "Next Hop Resolution Protocol”, IETF RFC 2332, J. Luciani et a., Dated: April 1998
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2. Terms and Definitions
[Informative]

2.1 Definitions

Virtual Private Network (VPN):

In the context of this specification, the term "Virtual Private Network" (VPN) is a method of emulating a
private network over a shared infrastructure.

VPN-aware:

A "VPN-aware" MPOA deviceisan MPOA device that implements the MPOA enhancements as defined
in this specification.

Non-VPN-aware:

A "Non-VPN-aware' MPOA entity isan MPOA entity which is deployed as part of asingle VPN, but is
not VPN-aware. Restrictions applying to non-VPN-aware entities are outlined in Section 3.5 below.

VPN encapsulation:
An LLC/SNAP based transfer of the VPN-ID viaan ATM connection as specified in Annex B below.
VPN signalling:

An indication of the VPN-ID through signalling during the establishment of an ATM connection as
outlined in Section 6 below.

2.2 Acronyms and Abbreviations

The acronyms and abbreviations of [MPOAVL1.1] apply. In addition, the following acronyms and abbreviations are
used:

ID [ Dentifier

GIT Generic ldentifier Transport

oul Organizationally Unique I dentifier (see IEEE 802:1990)
VPN Virtual Private Network
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3. Description of MPOA VPN Support

[Informative]

3.1 Introduction

This specification adds VPN support to MPOA. Figure 1 illustrates the reference model for VPN support. In the
model, there are multiple VPNs on asingle ATM network. An MPC may be shared by multiple users of multiple
VPNSs. The edge deviceisresponsible for mapping traffic into a particular VPN. The most straightforward
method isto map a set of access interfaces (e.g. physical interface for Ethernet or Token Ring, DLCIs for Frame
Relay, VCCsfor ATM) into a VPN. Other methods of mapping traffic to a VPN may be used, and the choice of a
particular algorithm is outside the scope of this specification.

Each VPN is represented at the edge device by a set of logical interfacesto the ATM network. The edge device
maintains logically independent forwarding databases for each VPN. Similarly, routers on the ATM network
which support multiple VPNs must maintain independent forwarding databases for each VPN, and must run
separate instances of their routing protocols. When an edge device is connected to one or more router(s)
supporting multiple VPNs, thereis a default data path for each VPN. The default data paths may or may not
traversethe same ATM VCC.

Public Access
Network

Public Core

Network

Multi Layer
Edge Switch

Figure 1: An Example of a Multi Layer VPN

An MPC normally performs flow identification based on the (destination internetwork address, MPS) combination.
When there are multiple VPNs between an MPC and MPS, this method of flow detection is not sufficient because
internetwork addresses are not guaranteed to be unique across multiple VPNs. Standard MPOA resolution is
insufficient for the same reason.

This specification defines enhancements to [MPOAV1.1] to support multiple VPNsin a single MPOA device.
These enhancements are backward compatible and provide an easy migration from a non-VPN-aware MPOA
network to a VPN-aware MPOA network. This specification builds on the ideas outlined in Annex A and Annex
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B. Specifically, each VPN is assumed to have a unique VPN identifier (VPN-ID) that can be used to identify
frames or VCCs as belonging to a particular VPN, and there exist methods for communicating this VPN-ID within
NHRP.

3.2 Methods to Identify Traffic as Belonging to a VPN

Among other things, MPOA defines the procedures for transmitting MPOA control messages over control VCCs
and transmitting data packets over shortcut VCCs. In a network with multiple VPNs, each control frame and each
packet must be associated with a specific VPN. This specification defines three methods by which a frame (control
or data) may be associated with a VPN.

a) Indication of the VPN via ATM signalling

The VPN-ID of the VPN may beindicated via ATM signalling at the establishment of an ATM
connection. If the VPN-ID isindicated via ATM signalling, then the established ATM connection can
only be used for the particular VPN identified by the VPN-ID. All PDUsreceived viathat ATM
connection must belong to that particular VPN.

b) Indication of the VPN via encapsulation

The VPN-ID of the VPN may beincluded in an LLC/SNAP based encapsul ation header for each packet.
Theformats for VPN encapsulation are included and exemplified in Annex B and Appendix 1. This
method allows packets from different VPNs to be multiplexed onto the same ATM connection.

c) Indication of the VPN via system administration

VPN-IDs may be administratively assigned. A VPN-ID may be assigned to an entire non-VPN-aware
device or a specific portion of a VPN-aware device (e.g., to alocal or peer ATM address or interface) that
communicates with anon-VPN-aware device. All control and data traffic received from this entity (or on
thisinterface, etc) is associated with the VPN given by the assigned VPN-ID. If this method is used, no
specific indications of the VPN-ID by signalling or encapsulation are required when communicating with
this entity.

A VPN-aware MPOA device must support both method (a) (indication of the VPN-ID viaATM signalling) AND
method (b) (VPN encapsulation) .

3.3 Configuration

A VPN-aware MPC must be able to map received traffic to a particular VPN based on some administrative criteria.
Definition of these administrative criteriais outside the scope of this specification and requires no configuration
specific to MPOA.

Each VPN that existsin the ATM cloud is required to have a unique VPN-ID. Administration of VPN-IDsto
MPOA devicesis also outside the scope of this specification.

3.4 MPOA Operation

Referring to Figure 2, each MPC has a default path to the MPS per VPN. The default path is used to forward data
frames not destined for an MPOA shortcut. An MPS identifies the VPN for a received frame by the default path on
which it was received. The MPS resolves the next hop router by referring to the routing table dedicated to that
VPN. The MPS then sends the packet to the next hop for that VPN.
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MPC ingress cache entries include a VPN-ID, and ingress MPCs perform flow detection based on the combination
(VPN-ID, destination internetwork address, MPS).

Asusual, an MPS may perform flow detection and trigger an MPC to establish a shortcut for a particular (VPN-ID,
destination internetwork address).

|-Cachefor VPN B
|-Cache for VPN A

| E-Cachefor VPN B
E-Cachefor VPN A

| R-Tablefor VPN B
R-Tablefor VPN A

——— VPN A default traffic
VPN B default traffic @ @ MPS
User
—————————————— VPN A shortcut traffic
== == == = \/PN B shortcut traffic

Figure 2: MPOA Support for VPNs

When supporting multiple VPNs, an MPC must indicate the VPN-ID for each transmitted data and control frame
by one of the mechanisms specified in Section 3.2.

For the transfer of both control messages and data frames, the indication of the VPN-ID either viasignalling
(during the establishment of the ATM connection) or by VPN encapsulation is used. VPN encapsulation is required
if multiple VPNs use the same ATM connection. Indication of the VPN-ID by signalling is recommended where it
isimportant to avoid the per-frame overhead for the data packets, or when it is necessary for other reasonsto
separate traffic from different VPNs (for example, QoS requirements per VPN).

MPC egress cache entriesinclude a VPN-ID, and egress MPCs perform forwarding based on the combination
(VPN-ID, destination internetwork address, source ATM address).

3.5 Interoperability with Devices without VPN Support

Both VPN-aware and non-VPN-aware MPOA devices may participate in the same VPN; however, a specific non-
VPN-aware MPOA device may only participate in the single VPN in which it is contained. This section describes
the interaction between VPN-aware and non-V PN-aware devices.

MPCs may be associated with specific MPSs through administration. If an MPSis VPN-aware then that MPS may
be configured with knowledge of the specific MPCs which may connect to that MPS and knowledge of the VPNs
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(i.e., the VPN-IDs) in which those specific MPCs are participating. Using configuration (instead of discovery) to
determine which MPOA devices support which VPNs may be preferred in situations where security is a primary
concern.

In some network configurations, VPNs may be deployed using non-VPN-aware MPOA devices. However, such a
deployment is bound by the following additional regquirements:

*  Non-VPN-aware MPOA devices participating in a particular VPN may not interact with MPOA devices that
do not sharethat VPN. That is, traffic from non-VPN-aware MPOA devices which are participating in a
particular VPN must be contained within the bounds of that VPN.

e Intheevent that a VPN-aware MPC wishes to use a non-VPN-aware MPS, that MPC may do so even if that
MPC is using the aforementioned MPS to “participate in a VPN.” However, that MPC must not use VPN
encapsulation ovPN sigrelling on the control plane to thetPS. The MPC must use the NHRP device
capability extension in its resolution requests, and it mus¥Bsesigralling or VPN encapsiation for its
shortcuts to a particular VPN-aware device.

e In the event that a VPN-aware MPS is serving a non-VPN-aware MPC, that MPS must act, as seen from the
perspective of the MPC, as if VPNs were not involved with the control atadptene activity (e.g., resolution
requests, etc.) Obviously, such an MPC will behave like anyrifraware MPC and W not participate in
any facet in VPN-aware behavior.

In addition to any configured knowledge about the peers' capabilitig#®drsupport, MPSs and their assded
MPCs may also learn about each others' capabilitiegddl support by the mechanisms specified in Section 4.2
below.

An MPOA device may be capable of supporting VPNs, but must not use thidicapdien interoperating with
non-VPN-aware MPOA devices. VPN-aware MPSs may serve both VPN-aware and non-VPN-aware MPCs. When
a VPN-aware MPS serves a non-VPN-aware MPC, the MBISIstow theVPN in which that MPC is opating,

if any, through administrative means. Such knowledge is required even WitRQA because the router (MPS)

must forward packets from the edge device appropriately.

An extension to NHRP [RFC 2332] requests and responses is used between endpoints to indicate that a device is
VPN-aware. MPOA messages may carry this extension as well (see Section 5.2 below). An ingreds MBC w

this extension to learn whether a shortcut target is VPN-aware or not. The MPC may then use eitlieg sign
VPN-encapslation to indicate th&PN-ID for or on the new shortcut (the decision as to which method to use is
outside the scope of this document). An egress MPC will use this extension to learn whether toO\dXNel@ a

on a shortcut.

Detailed error handling procedures related to interactions withVirdih-aware devices are provided in Section 4.9
below.

3.6 The Default Routing Instance

A VPN provides a virtual address space and routiatnréo support a private network on a shared infrastructure.
A control or data packet sent betwadPN-aware MPOA devices without a VPN-specific assian refers to the
default routing instance supported by the shared infrastructure.

The public Internet or a particular VPN routing instance may be configured as the default routing instance. If no
default routing instance is configured, control or data packets without an assUélhblB® are discarded.

Configuration of the default routing instance is beyond the scope of this specification, and may introduce security
issues.
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4. VPN Support Specification

[Normative]

This section documents the changes required in [MPOAV1.1] to support VPNs. There are changesin the
connection management, data frame encapsulation, and control frame encapsulation sections, and there are also
changesin the ingress and egress cache structure and processing. The VPN-ID is used to identify the VPN for
which the MPOA control message or data frameisintended. The following subsections describe the behavior of
MPCs and MPSs with respect to VPNs. Behavior not mentioned in this section is unchanged from MPOA v1.1.

4.1 Configuration Parameters

Section 4.1 of MPOAV1.1 applies. As a default, the same set of configuration parameters appliesto each VPN on a
device.

Thefollowing parameters apply to each VPN-aware MPC in addition to thosein [MPOAV1.1]:

Variable | Name Description and Values

MPC-p7 | Keep-Alive Time The MPC must transmit MPOA Keep-Alives every MPC-p7 seconds.
Minimum=1 second, Default=10 seconds, Maximum=300 seconds.

MPC-p8 | Keep-Alive Lifetime The length of time an MPS may consider a Keep-Alivevalid in
seconds.

Minimum=3 seconds, Default=35 seconds , Maximum=1000 seconds
(MPC-p8 must be at least three times MPC-p7)

4.2 MPC-MPS Device Discovery

MPSs and associated MPCs MAY be configured to know about each other’s respective capabilities for VPN
support. Such configuration SHOULD be used when security is a primary concern. In such situations, the MPOA
device MAY be configured not to perform MPOA device discovery. Otherwise, MPOA devices use the basic
device discovery mechanism as specified in Section 4.2 of [MPOAVL1.1] and enhanced by the following paragraphs.

An additional Device Capahilities TLV isdefined in Section 5.1. This TLV indicates whether the associated MPC
or MPSisVPN-aware. The following paragraph assumes that the VPN-aware MPOA deviceis performing device
detection.

VPN-aware MPCs or MPSs MUST include the Device Capabilities TLV along with the MPOA Device Type TLV
within LANE control frames as described in [MPOAV1.1]. VPN-aware MPOA devices MUST detect thisTLV in
LANE control frames along with the MPOA Device Type TLV. When detected, VPN-aware MPOA devices
MUST determine whether the source of the TLV is VPN-aware or not viathe VPN-aware flag. When adeviceis
detected but this TLV is absent, the VPN-aware MPOA device MUST consider the device as non-VPN-aware. Al
MPOA devices detected by a VPN-aware MPOA device MUST be flagged as either VPN-aware or non-V PN-
aware.

4.3 MPOA Retry Mechanism
Section 4.3 of MPOA v1.1 applies.
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4.4 Detailed MPC Behavior

4.4.1 Introduction

The MPOA extensions defined in this document assumes that traffic received and transmitted on the default data
path can be classified into VPNs. The procedures of Section 4.4 in [MPOAVL1.1] apply to MPOA VPN-aware
devices except as noted in this section.

The MPOA configuration of a VPN-aware MPC does not differ from that of a non-VPN-aware MPC, except for
those parameters defined in Section 4.1. As a default, the same set of configuration parameters appliesto each
VPN on adevice.

4.4.2 Inbound Data Flow
VPN-aware MPCs MUST use the VPN-ID when making packet forwarding decisions. As such, theingress cache

entries of an MPC MUST include the VPN-ID as a part of the key that identifies a unique cache entry. The
contents of an ingress cache entry for a VPN-aware MPC are given in Table 4-1.

Table 4-1 Ingress Cache Entries for VPN-aware MPCs

Keys Contents
MPS Contral I nternetwork VPN-ID Dest. Encapsulatio Other information needed for
ATM Layer ATM n contral (e.g. Flow Count and
Address Destination Address | Information Holding Time)
Address or VCC

Whether the ingress cache is composed of multiple tables, one per VPN, or asingle table with a VPN-ID as part of
the entry, is an implementation decision and is outside the scope of this specification.

Flow detection MUST be performed on the combination of internetwork layer destination address, VPN-ID, and
MPS-control ATM address.

Asdetailed in Section 4.2, a VPN-aware MPC determines (either through discovery or administration) whether an
MPSis VPN-aware. When communicating with aVPN-aware MPS, a VPN-aware MPC MUST usethe VPN
encapsulation of MPOA control frames or VPN signalling between itself and the MPS, except for the case of the
default routing instance. VPN-encapsulation is defined in Annex B and the MPOA use of this encapsulation is
described in Appendix 1. When an MPS is non-VPN-aware, the MPC MUST NOT VPN-encapsulate control
frames or use VPN signalling to that MPS. If aVVPN-aware MPC that is configured for multiple VPNs determines
that its forwarding rules require it to forward traffic for multipie VPNs to a non-VPN-aware MPS, then the MPC
MAY indicate a configuration error to system administration and SHOULD stop forwarding traffic to that MPS.
Note that a VPN-aware MPC can communicate with a non-VPN-aware MPS when that MPS is being used for only
asingle VPN. Also, the decision whether to use VPN encapsulation or VPN signalling is made independently for
each MPS serving the VPN-aware MPC.

When a VPN-aware MPC initiates an MPOA Resolution Request, it MUST include the NHRP Device Capabilities
Extension as defined in Section 5.2. The VPN-aware bit MUST be set in the Source Capahiilities field of that
extension. A VPN-aware egress MPC MUST set the VPN-aware hit in the Target Capabilities field of that
extension in the MPOA Cache Imposition Reply.

Upon receiving an MPOA Resolution Reply, theingress MPC MUST use the NHRP Device Capabilities Extension
to determine whether the egress deviceis VPN-aware. |f the egress deviceis determined to be non-VPN-aware,
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then the MPC MUST NOT attempt to signal the egress using the VPN-ID in the signalling message and MUST
NOT use VPN-encapsulation on the shortcut for this destination. If the egress device is VPN-aware as indicated by
the NHRP Device Capabilities Extension, then theingress MPC MUST forward VPN traffic either on a VPN-
signalled shortcut or using VPN encapsulation on the resulting shortcut. It isalocal decision whether the MPC
uses VPN signalling or VPN encapsulation, but the general tradeoff is that the VPN signalling can provide QoS
guarantees for individual VPNswhile VPN encapsulation permits the sharing of a VCC between VPNs,

4.4.3 Outbound Data Flow

VPN-aware MPCs MUST also use the VPN-ID at the egress to map received shortcut traffic into a particular VPN.
The possible contents of an egress cache entry on a VPN-aware MPC are given in Table 4-2 and Table 4-3.

Table 4-2 Egress Cache Without Tags

Keys Contents
Internetwork Layer Source/Dest. VPN-ID LEC DLL Other information needed for
Destination Address | ATM Addresses header contral (e.g. Holding Time)
Table 4-3 Egress Cache With Tags
Keys Contents
Internetwork Layer Source/Dest. ATM | Tag | VPN | LEC DLL Other information needed for
Destination Address Addresses -ID header contral (e.g. Holding Time)

a) Determination of the VPN-ID for an MPOA Message

A VPN-aware MPC MUST determine the VPN-ID associated with an MPOA message from an egress MPS. It does
so through administrative configuration, VPN encapsulation of the MPOA imposition request, or the VPN-ID
signalled in the control VC. When the MPC gets a message from a non-VPN-aware MPS, it MUST determine the
VPN-ID by adminstrative means.

If the VPN-ID in the VPN encapsulation header conflicts with the VPN-ID that was signalled or administratively
configured, then the error-handling proceduresin Section 4.9 apply.

If the egress MPC cannot determine the VPN-ID for an MPOA message from aVPN-aware MPS, it MUST treat
this message request as belonging to the default routing instance.

b) Determination of the VPN-ID for PDUs received over a shortcut
When a packet is received on a shortcut, the VPN-ID for the packet MUST be determined.

To do so, the following procedures are used:

1 If the MPC has administrative means to associate a VPN-ID with a packet, it uses them first.

2. If the shortcut over which the packet was received indicated a VPN-ID during signalling, that VPN-ID is
associated with all packets received over the shortcut.

3. If the packet used VPN-encapsulation, the VPN-ID istaken from the packet header. If this value conflicts

with the VPN-ID that was signalled or configured for that VCC, the error handling procedures of Section
4.9 apply. The MPC SHOULD silently discard messages with incorrect or unknown VPN-IDs. If adata
plane purgeis used, it must use the incorrect or invalid VPN-ID.

4, If anon-VPN-encapsulated packet is received on a shortcut to which a VPN has not been bound and for
which theingress MPC is known to be VPN-aware, the packet is assumed to be for the default routing
instance. If the ingress MPC is known to be non-VPN-aware, the VPN-aware MPC MUST be able to
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determine the VPN-ID for the ATM address. One way to achieve this functionality would be for the VPN-
aware MPC to maintain a new table mapping the ATM addresses to VPN-IDs. Entries would be added to
this table when the VPN-aware MPC receives a Cache Imposition that indicates the source is non-VPN-
aware (at least), and would be aged just like the egress cache entries. Other implementation alternatives
arepossible.

4.5 Detailed MPS Behavior

The MPOA configuration of aVPN-aware MPSs does not differ from that of a non-VPN-aware MPSs. Asa
default, the same set of configuration parameters applies to each VPN on adevice.

MPOA contral frames from a VPN-aware MPS to a VPN-aware MPC MUST be VPN-encapsulated or VPN-
signalled. MPOA contral frames from a VPN-aware MPS to a non-VPN-aware MPC MUST NOT be VPN-
encapsulated or indicated through signalling.

On receiving an MPOA contral frame from an MPC, a VPN-aware MPS MUST determine the VPN for the control
frame. If the control frameis from a non-VPN-aware MPC, then the control frame is associated with the same
VPN asthat MPC.

In the case that the MPC is VPN-aware, the following applies. If the VPN-aware MPS has administrative
measures that can be used to determine the VPN for a control frame, then these measures MUST be attempted to
determine the appropriate VPN. If these measuresfail and the control frame was VPN-encapsulated or VPN-
signalled, then the VPN-ID MUST be taken from the VPN header or signalling message. Otherwise, the VPN-
aware MPS MUST treat the packet as belonging to the default routing instance.

An MPS maintains an internetwork layer routing table per VPN and the routing function in the MPS node handles
theinternetwork layer packets based on the VPN on which the packets arrive. Forwarding of NHRP control frames
MUST be based on both the VPN-ID and the destination internetwork address.

Data packets received over a default path are assumed to be handled by functions outside the scope of MPOA.

4.6 Keep-Alive Protocol

MPOA Servers need to know what VPNs are active on each MPC to maintain accurate routing and forwarding
tables. MPOA Clients need to know that MPOA Servers that have supplied cache entries within a VPN are alive
and able to maintain those cache entries.

All VPN-aware MPOA servers MUST add a non-compulsory VPN Keep-Alive extension to each MPOA Keep-
Alive message. Rather than sending one Keegp-Alive message per VPN, each Keep-Alive message MUST contain
a VPN Keep-Alive extension with one VPN-ID for every active VPN.

A VPN-aware MPC that has cache entries from a VPN-aware MPS MUST periodically send Keep-Alive messages
to that MPS with one VPN Keegp-Alive extension containing a VPN-ID for every VPN that is operational on that
MPC. A VPN-aware MPC MUST NOT send Keep-Alive messages to non-VPN-aware MPSs.

When a VPN-aware MPOA device has no active VPNs, it MAY exclude the VPN Keep-Alive extension, however,
an MPOA client MUST still send Keep-Alive messages. A VPN-aware MPC MAY transmit the Keep-Alive frames
over any LLC-encapsulated VCC to the MPS.

If a VPN-aware device does not receive a Keep-Alive message with a particular VPN-ID within Keep-Alive
Lifetime seconds (specified in the previous Keep-Alive message), it MUST consider support for that VPN to have
been removed by its peer. In response to aremoved VPN-ID, an MPC MUST invalidate al cache entries which
had been provided by that MPS for that VPN, and an MPS MUST send the appropriate purge requests for that
VPN.
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4.7 Cache Maintenance

Section 4.7 of MPOA v1.1 applies.

4.8 Connection Management

Section 4.8 of MPOA v1.1 applies with the following additions:

If an MPOA device chooses to indicate the VPN-ID viasignalling, it isindicated viathe GIT information element.
If an MPOA deviceis aware that the network does not support the GIT IE, then it SHOULD not use VPN
signalling.

The use of the GIT |E for the indication of the VPN-ID is specified in Section 6 below. Further information may be
provided by future ATM Forum and ITU-T specifications.

UNI 3.0/ 3.1 considerations:

Although the support of the GIT IE is not specified for UNI 3.0/3.1, the use of the GIT IE by MPOA devices as an
addition to the basic UNI 3.0/3.1 signalling is not precluded by this specification. If the GIT IE is used, the format
specified in Section 6 is recommended.

Note:

If aVPN-aware ingress MPC tries to establish a call using VPN signalling through an ATM network that does not
support the GIT IE or the specific VPN-codepoints therein, it should be aware that that network is not obligated to
release such a call just because of the unrecognized GIT IE or its unrecognized contents. Instead, the related
signalling procedures allow it to discard the GIT |E and possibly send a STATUS message; in either case, thereis
no guarantee that the ingress MPC is natified that the egress MPC might not have received the VPN indication. |t
istherefore required that ingress MPCs should not establish calls using VPN signalling without prior knowledge
that the egress MPC is VPN-aware and the network supportsthe GIT IE.

4.9 Error Handling Procedures

If a PDU with a VPN encapsulation header is received on an ATM connection that was established with a VPN
indication viasignalling, the PDU MAY be dropped. If it isnot dropped, the VPN identifiers MUST match. If the
received PDU indicates a different VPN-ID, an MPOA Error Indication MUST be returned to the sender with an
Error Code 16 (VPN mismatch). This error code is also returned, if an indicated VPN-ID conflicts with
administratively configured information.

If a VPN-aware MPOA devicereceives a PDU for a VPN that it does not support, an MPOA Error Indication
MUST be returned to the sender with an Error Code 17 (VPN not supported).

If an egress MPC receives a call setup message from an ingress MPC for a VPN it does not support, then it MUST
reject the call establishment request.

If a VPN-aware MPS cannot find a route to forward an MPOA control message or data PDU within that VPN, it
MAY send back an MPOA error indication with Error Code 6 (Protocol Address Unreachable).
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5. Frame Formats

5.1 MPOA Device Capabilities TLV

The MPOA Device Capabilities TLV isaLANE TLV, and, if using device capability discovery, MUST be added
along with the MPOA Device Type TLV in [LANE]-messages (see Section 4.2 of [MPOA v1.1]).

The format of the MPOA Device Capabilities TLV isasfollows:

TLV Name Type Length | Value

MPOA Device Capabilities | 00-A0-3E-3D | 4 Device Capahilities

v Bit 0x00000001 set implies sourceis VPN-
aware

Bit 0x00000001 clear implies sourceis non-
VPN-aware

Other bits must be clear on transmit, ignored
on receipt.

Figure 3: MPOA Device Capabilities TLV Format

5.2 NHRP Device Capabilities Extension

The basic format of the NHRP Device Capabilities Extension is specified in the following Figure 4.

0 1 2 3

01234567890123456789012345678901
B R L L ok s s i S T S S S S S e e e o s
| O ul Type | Lengt h |
B i i i i i o T T S S e o
| Source Capabilities |
B i i i i i o T T S S e o
| Target Capabilities |
B i i i i i o T T S S e o

Figure 4: NHRP VPN Capability Extension Format

C-Bit: =0 (compulsory hit, not a compulsory extension)

u-Bit: =0 (unused)

Type: = 0x00 09

Length: =8

Value: Two 32-hit fieldsindicating capabilities of source and target, respectively.
Bit 0x00000001 set impliesthe device is VPN-aware; Bit clear implies the deviceis non-VPN-aware.
Other bits must be cleared on transmit and ignored on receipt.

The NHRP Device Capahilities Extension MUST be included in the MPOA Resolution Requests originated by a
VPN-aware MPC. The Source Capahilities field MUST have the VPN-aware bit set. |f the NHRP Device
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Capahilities Extension was included in the MPOA Cache Imposition Request, it MUST be included in the MPOA
Cache Imposition Reply by a VPN-aware MPC with the Target Capabilities field having the VPN-aware hit set.
The NHRP Device Capahility Extension may only be carried in the following MPOA messages.

- MPOA Resolution Request / Reply
- MPOA Cache Imposition Request / Reply

5.3 VPN Keep-Alive Extension

0 1 2 3

01234567890123456789012345678901
B L T i i T s S S i S S e
| O ul Type | Lengt h |
B i i i i i o T T S S e o
| reserved | Ul |
B i i i i i o T T S S e o
| VPN i ndex |
B i i i i i o T T S S e o

B i i i i i o T T S S e o
| reserved | Ul |
B i T s i S S N e S S S e o e e
| VPN i ndex |
B i i i i i o T T S S e o

Figure 5: VPN Keep-Alive Extension Format

C-Bit: =0 (compulsory hit, not a compulsory extension)

u-Bit: =0 (unused)

Type: = 0x00 0A

Length: = variable; n*8, where n isthe number of indicated VPN-IDs
reserved fidld: valueis 0x00 on transmit, and isignored on receipt
OUI / VPN Index: see Annex A.

The number of VPN Ildentifiers within the extension can be determined from the length.

5.4 Additional MPOA Error Codes

Thefollowing error codes are used by MPOA VPN in addition to those specified in Section 5.3.14 of [MPOAvV1.1]:
16 - VPN mismatch

Thiserror codeis returned by a VPN-aware MPOA device, if it receives a PDU with a VPN-ID in the VPN
encapsulation header different from the VPN-ID which had been specified for that connection at its establishment.

17 - VPN not supported
Thiserror codeis returned by a VPN-aware MPOA device, if it receivesaPDU for a VPN that it does not support.
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6. Use of the GIT IE for Indication of the VPN-ID During ATM

Connection Establishment

Final Ballot MPOA-VPN

Theindication of the VPN-ID via ATM signalling is based on the use of the "Generic Identifier Transport" (GIT)
Information Element as specified in [Q.2941.1] during connection establishment.

The basic structure of the Generic identifier transport Information el ement is specified below. The specific codings
for the transfer of the MPOA VPN identifier are then outlined.

Bits
8 5 4 3 2
Generic identifier transport
information element
0 1 1 1 1 1
|E instruction field
E%(t S?a(l)n(?jlgr% Flag ‘ Res. ‘ |E action ind.

Length of contents of information element

| dentifier related standard/applications

| dentifier type

| dentifier length

|dentifier value

| dentifier type

| dentifier length

|dentifier value
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Figure 6: Coding of the GIT Information Element
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NOTE - Octet group 6 can be repeated to form new octet groups numbered sequentially octet group 7, 8, ..., N.

Further information may be provided by future ATM Forum and ITU-T specifications.
For the MPOA VPN identifier, the coding and contents is as follows:

Identifier related standard/application (octet 5)
Bits
87654321

(...)
000001112 ATM Forum MPOA (Note)

(..)

Note: When the identifier related standard/application field is coded "ATM Forum MPOA", the related identifiers
are coded asindicated in this specification. Only the MPOA-related codepoint shown above is normative for this
specification; other uses of the GIT information element are outside the scope of this specification.

Identifier type (Octet 6, 7, ..., N)
Bits
87654321

(...)
000001112 MPOA VPN identifier (Note)

(.)

Note: When the identifier type field is coded "MPOA VPN identifier", the MPOA VPN ID is coded as outlined
below. Only the MPOA-related codepoint shown above is normative for this specification; other uses of the GIT
information element are outside the scope of this specification.
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| dentifier related standard/applications

0 0 0 0 0 1 1 1
VPN identifier
0 0 0 0 0 1 1 1

|dentifier length =7

Oul

OUI-specific VPN Index value

Figure 7: Coding of the ATM Forum MPOA VPN Identifier

Octets 6.2 to 6.4: Organizationally Unique Identifier (OUI), as specified in |EEE 802-1990.

6.2
6.3
6.4
6.5
6.6
6.7
6.8

Octets 6.5 t0 6.8: a 4-Octet integer value identifying the VPN; this value is allocated by the organization identified

by the OUI.
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Annex A: Virtual Private Networks Identifier
[Normative]

This Annex contains a copy of the following Internet Draft:

Fox, B., Gleeson, B., “Virtual Private Networks Identifier”, INTERNET DRAFT <draft-ietf-ion-vpn-id-02.txt>,
expires January 2000.

It isthe intent of the ATM Forum to replace this Annex with a reference to the official Request For Comments
(RFC) when it becomes available.
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I nt ernet Engi neering Task Force Barbara A. Fox
| NTERNET- DRAFT Lucent Technol ogi es
<draft-ietf-ion-vpn-id-02.txt> Bryan d eeson
Expi res January 2000 Shasta Networks, |nc.

Virtual Private Networks ldentifier

Status of this Meno

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute worki ng docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunments at any
time. It is inappropriate to use Internet- Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

Abst r act

Virtual Private |P networks may span nultiple Autononmous Systens or
Service Providers. There is a requirenent for the use of a globally
unique VPN identifier in order to be able to refer to a particular
VPN (see section 6.1.1 of [1]). This docunent proposes a format for
a globally unique VPN identifier.

1. Introduction
As the Public Internet expands and extends its infrastructure
globally, the deternmination to exploit this infrastructure has led to

wi despread interest in | P based Virtual Private Networks. This VPN
emul ates a private | P network over public or shared infrastructures.

Fox, d eeson [ Page 1]
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| NTERNET- DRAFT VPN- 1 D Expi res January 2000

Virtual Private Networks provide advantages to both the Service
Provider and its custonmers. For its custoners, a VPN can extend the
| P capabilities of a corporate site to renpte offices and/or users
with intranet, extranet, and dialup services. This connectivity
shoul d be achieved at a | ower cost to the custoner with savings in
capital equi pment, operations, and services. The Service Provider
is able to make better use of its infrastructure and network

adm ni stration expertise offering IP VPN connectivity and/ or services
to its custoners

There are many ways in which IP VPN services may be inplenented. The
| P based VPN franework docunment [1] identifies four types of VPN to
be supported: Virtual Leased Lines, Virtual Private Routed Networks,
Virtual Private Dial Networks, and Virtual Private LAN Segnents. In
addition, nunmerous drafts and white papers outline nethods to be used
by Service Providers and/or Service Provider custonmers to enable this
service. Solutions may be custoner based or network based. Network
based sol utions may provide connectivity and services at |ayer 2
and/or layer 3. The devices involved in enabling the solution may be
Cust omrer Prem ses Equi pnent (CPE), Service Provider Edge equi prent,
Service Provider Core equi pnent, or sone conbi nation of these.

Wil e the various nethods of VPN service inplenentation are being
di scussed and debated, there are two points on which there is
agreenent :

Because a VPN is private, it nay use a private address space
whi ch may overlap with the address space of another VPN or the
Public Internet.

A VPN may span multiple | P Autononous Systens (AS) or Service
Provi ders.

The first point indicates that an | P address only has neaning wthin
the VPN in which it exists. For this reason, it is necessary to
identify the VPN in which a particular |IP address has neaning, the
"scope" of the |IP address.

The second point indicates that several methods of VPN service

i mpl ement ati on may be used to provide connectivity and services to a
single VPN. Different service providers may enploy different
strategi es based on their infrastructure and expertise. It is
desirable to be able to identify any particular VPN at any |ayer and
at any location in which it exists using the sane VPN identifier.

Fox, d eeson [ Page 2]
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| NTERNET- DRAFT VPN- 1 D Expi res January 2000

2. dobal VPN Identifier

The purpose of a VPN-IDis to identify a VPN. This identifier may be
used in various ways depending on the nethod of VPN service
i npl ementation. For exanple, the VPN-ID may be incl uded:

- Ina MBto configure attributes to a VPN, or to assign a physica
or logical access interface to a particular VPN

- In a control or data packet, to identify the "scope" of a private

| P address and the VPN to which the data bel ongs.

It is necessary to be able to identify the VPN with which a data

packet is associated. The VPN-ID rmay be used to nmake this

association, either explicitly (e.g. through inclusion of the VPN-ID

in an encapsul ation header [2]) or inplicitly (e.g. through inclusion

of the VPN-ID in a ATM signalling exchange [3]). The appropri ateness

of using the VPN-ID in other contexts needs to be carefully

eval uat ed.

There is another very inportant function that nay be served by the
VPN identifier. The VPN identifier may be used to define the "VPN
authority" who is responsible for coordinating the connectivity and
servi ces enployed by that VPN. The VPN authority nmay be the Private
Net wor k admi ni strator or the primary Service Provider. The VPN
authority will administer and serve as the main point of contact for
the VPN. The authority may outsource sonme functions and
connectivity, set up contractual agreenents with the different
Service Providers involved, and coordi nate configuration,
performance, and fault nanagenent.

These functions require a VPN that is global in scope and usable in
various solutions. To be a truly global VPN identifier, the fornmat
cannot force assunptions about the shared network(s). Conversely, the
format shoul d not be defined in such a way as to prohibit use of
features of the shared network. It is necessary to note that the
sane VPN may be identified at different |ayers of the same shared
network, e.g. ATMand |IP |layers. The sane VPN-ID format and val ue
shoul d apply at both |ayers.

The met hods of VPN-ID usage are beyond the scope of this draft.

Fox, d eeson [ Page 3]
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| NTERNET- DRAFT VPN- 1 D Expi res January 2000

3. dobal VPN Identifier Format Requirenents
The VPN Identifier format should neet the follow ng requirenents:

- Provide a globally unique VPN Identifier usable across
mul ti ple Service Providers.

- Enabl e support of a non-IP dependent VPN-1D for use in
| ayer 2 VPNs.

- ldentify the VPN Authority within the VPN ldentifier.

4. dobal VPN Identifier Format
The gl obal VPN Identifier format is:
3 octet VPN authority Organi zationally Unique Identifier [4]

fol | owed by
4 octet VPN index identifying VPN according to QU

]
+ P
]

¥ <
' g
+Z+ N
Z+Q+t®»
+8-||-J>
R+ o
s3]

v

8I
+S+ T+ 40
T

st
+Z2+<
+Q+
+8-|+
—
+ W+
ml

+ -
VPN | ndex (
e il o s
VPN | ndex
T i i S R R S
VPN | ndex

138

~

+

VPN | ndex (LSB)|
T i St

T+ T+ +— +— +— + O

The VPN QUI (I EEE 802- 1990 Organi zationally Unique ldentifier) [4]
identifies the VPN authority. The VPN authority will serve as the
primary VPN administrator. The VPN authority may be the

conpany/ organi zation to which the VPN bel ongs or a Service Provider
that provides the underlying infrastructure using its own and/or

ot her providers’ shared networks. The 4 octet VPN Index identifies a
particul ar VPN serviced by the VPN authority.

Fox, d eeson [ Page 4]
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| NTERNET- DRAFT VPN- 1 D Expi res January 2000

5. Security Considerations

Thi s docunent defines the format of the global VPN identifier wthout
speci fyi ng usage. However, the association of particular
characteristics and capabilities with a VPN identifier necessitates
use of standard security procedures with any specified usage.

M sconfiguration or deliberate forging of VPN identifier nmay result
different breaches in security including the interconnection of
different VPNs.

Ref er ences

[1] d eeson, Heinanen, Lin, Armtage, Malis, "A Franework for |P Based
Virtual Private Networks", work in progress.

[2] Grossman, Heinanen, "Miltiprotocol Encapsul ati on over ATM Adaptati on
Layer 5", work in progress.

[3] "MPQA v1.1 Addendum on VPN Support", ATM Forum str-npoa-vpn-01_00,
July, 1999, Bernhard Petri, editor, straw ballot docurent.

[4] http://standards.ieee. org/regauth/oui/index. htmn
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Annex B: VPN Encapsulation

This Annex contains a copy of Section 8 of the following Internet Draft:

Grossman, D., Heinanen, J., “Multiprotocol Encapsulation over ATM Adaptation Layer 5”, INTERNET DRAFT
<draft-ietf-ion-multiprotocol-atm-03.txt>, expires December 1999.

It isthe intent of the ATM Forum to replace this Annex with a reference to the official Request For Comments
(RFC) when it becomes available.

8. Virtual Private Network (VPN) identification

A nmechanismfor globally unique identification of Virtual Private
mul ti protocol networks is defined in [11]. The 7-octet VPN-Id
consists of a 3-octet VPN-related QU (| EEE 802-1990 Organizationally
Uni que ldentifier), followed by a 4-octet VPN i ndex which is

al l ocated by the owner of the VPN-related QUI. Typically, the VPN
related QUI value is assigned to a VPN service provider, which then
al | ocates VPN index values for its custoners.

8.1 VPN Encapsul ati on Header

The format of the VPN encapsul ation header is as follows:

G ossnman and Hei nanen June 1999 [ Page 14]
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draft-ietf-ion-multiprotocol -atm03.1txt Mul ti protocol over AAL5

VPN Encapsul ati on Header

o m e e e e e e e e e e oo +
| LLC OxAA- AA-03 |
o m e e e e e e e e e e oo +
| QU 0x00- 00- 5E |
o m e e e e e e e e e e oo +
| PI D 0x00- 08 |
o e m e e e e e e e e e e oo s +
| Reserved (1 octet) |
o e m e e e e e e e e e e oo s +
| VPN related QU (3 octets) |
o e e e e e e e e e e am o s +
| VPN | ndex (4 octets) |
o e e e e e e e e e e am o s +

Wien the encapsul ati on header is used, the remai nder of the PDU MJST
be structured according to the appropiate format described in section
5 or 6 (i.e., the VPN encapsul ati on header is prepended to the PDU
within an AAL5 CPCS SDU).

8.2 LLC-encapsul ated routed or bridged PDUs within a VPN

Wien a LLC encapsul ated routed or bridged PDU is sent within a VPN
usi ng ATM over AAL5, a VPN encapsul ati on header MJST be prepended to
the appropriate routed or bridged PDU format defined in sections 5.1
and 5.2, respectively.

8.3 VC nmultiplexing of routed or bridged PDUs within a VPN

Wien a routed or bridged PDUis sent within a VPN using VC

mul tiplexing, the VPN identifier MAY either be specified a priori,

usi ng ATM connection control signalling or adm nstrative assi gnnent
to an ATMinterface, or it MAY be indicated using an encapsul ation
header .

If the VPN is identified using ATM connection control signalling, all

PDUs carried by the ATM VC are associated with the sanme VPN In
this case, the payload formats of routed and bri dged PDUs MJST be as
defined in sections 6.1 and 6.2, respectively. |If a PDUis received

contai ni ng a VPN encapsul ati on header when the VPN has been
identified using ATMsignalling, the receiver MAY drop it and/or take
ot her actions which are inplenmentation specific. Specification of the
mechani smin ATM connection control signalling for carrying VPN

Grossman and Hei nanen June 1999 [ Page 15]
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identifiers is outside the scope of this Meno.

If a VPN identifier is admnistratively assigned to an ATMinterface,
then all PDUs carried by any ATMVCs within that interface are

associated with that VPN. In this case, the payload formats of
routed and bridged PDUs MJUST be as defined in sections 6.1 and 6. 2,
respectively. |If a PDUis received containing a VPN encapsul ation

header when the VPN identifier has been adm nistratively assigned,
the receiver MAY drop it and/or take other actions which are

i mpl ement ation specific. Specification of mechanisms (such as M Bs)
for assigning VPN identifiers to ATMinterfaces is outside the scope
of this Meno.

If the VPN identifier is to be indicated using an encapsul ati on
header, then a VPN encapsul ati on header MJST be prepended to the
appropriate routed or bridged PDU format defined in sections 6.1 and
6.2, respectively.

[11] Fox, B. and deeson, B. "Virtual Private Networks Identifier",
work in progress.
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Appendix 1: Example Frame Formats for VPN Encapsulation
[informative]

The format of the VPN encapsulation header is specified in Annex B above. This Appendix provides further
information and examples for these formats.

The VPN encapsulation header consists of an 8-byte LLC/SNAP header (the OUI isl1ANA’s OUIl), a 1-byte
Reserved field, a 7-byte VPN-ID field, and a LLC encapsulated PDU. Both VPN encapsul ated packets and non-
VPN encapsul ated packets are allowed to go through the same VCC.

0 1 2 3
01234567890123456789012345678901
B R R o i i i o T i T S S S S e R e e ok o o
| OxAA | OxAA | 0x03 | 0x00 |
B R R o i i i o T i T S S S S e R e e ok o o
| 0x00 | Ox5E | 0x08 (Note) |

B R R o i i i o T i T S S S S e R e e ok o o
| Reserved | Ul |
B Tk ok s s S SN S S T T T T T S S SR S S s st S S SN S
| VPN | ndex |
B Tk ok s s S SN S S T T T T T S S SR S S s st S S SN S
| LLC encapsul ated PDU (up to 2716 - 16 octets) |
B Tk ok s s S SN S S T T T T T S S SR S S s st S S SN S

Note: Protocol ID allocated by IANA for VPN encapsulation

Figure 8: VPN Encapsulation

The format for the VPN encapsulation of MPOA 1.1 control messagesis as shown in Figure 9 below.

0 1 2 3
01234567890123456789012345678901
B R L L o i s i i T T T T T S S S S S S S S i ai S S
| OxAA | OxAA | 0x03 | 0x00 |
B s S S i e o s T . s S S
| 0x00 | Ox5E | 0x08 (Note) |
B s S S i e o s T . s S S
| Reserved | Ul |
B s S S i e o s T . s S S
| VPN | ndex |
B s S S i e o s T . s S S
| OxAA | OxAA | 0x03 | 0x00 |
B s i S S T T S S S e o o o
| 0x00 | Ox5E | 0x00 | 0x03
B e s s s i o o T T T T S S e St SR S S e
MPQA control nessage
B e L L s s i S R T T T T S S S S S e o o
Note: Protocol ID allocated by IANA for VPN encapsulation

|
+
|
+

Figure 9: VPN Encapsulation of MPOA Control Messages
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I P packets are encapsulated by VPN encapsulation as follows.

0 1 2 3

01234567890123456789012345678901
B T i i S S S T s i ik s S P S S S S
| OxAA | OxAA | 0x03 | 0x00 |
B T i i S S S T s i ik s S P S S S S
| 0x00 | Ox5E | 0x08 (Not e) |
B T ol S S i i S T i S S R S o S S M
[ Reserved | Qul |
B T ol S S i i S T i S S R S o S S M
| VPN | ndex |
B T i S S i S il T o i S e S o S i
| OxAA | OxAA | 0x03 | 0x00 |
B T i S S i S il T o i S e S o S i
| 0x00 | 0x00 | 0x08- 00 |
B T i i S S S S i S S T i S SN S S
| IP PDU (up to 27216 - 24 octets) |
B T i i S S S S e sl i S S R i St S S S

Note: Protocol 1D allocated by IANA for VPN encapsulation

Figure 10: VPN Encapsulation for IP Packets

MPOA Tagged Encapsulation packets are encapsulated by VPN encapsulation as follows.

+
+opr

1

+ N
+ W
+ O
+ o
+ ~
+©

1
+

234567829
R o I T R
OxAA |
e o i S R e R +-
OX5E | 0x08
s e S e S S i e T R S e el ol o
Reser ved | Ul
i e T e i O s s s sk S S S S S S
VPN | ndex |
B T T i S e i ks i S S S S il ik 2
OxAA | OxAA | 0x03 | 0x00 |
B T T i S e i ks i S S S S il ik 2
0x00 | 0x00 | 0x88- 4c |
B T e S e e S o T i S e ik i e S S
MPQA Tag |
B T T i S e i ks i S S S S il ik 2
Internetwork Layer PDU (up to 27216 - 28 octets) |
B s S S i e o s T . s S S

Note: Protocol ID allocated by IANA for VPN encapsulation
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Figure 11: VPN Encapsulation for MPOA Tagged Encapsulation
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