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Status of ThisMemo

By submitting this Internet-Draft, each author represents tlyadplicable patent or other
IPR claims of which he or she igiare hare been or will be disclosed, andyaof which he
or she becomesnare will be disclosed, in accordance with Section 6 of BCP 79.

Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its
areas, and its working groups. Note that other groups may also distribute working
documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months and may be updated,
replaced, or obsoleted by other documents watiare. Itis inappropriate to use Internet-
Drafts as reference material or to cite them other than as "work in progress."

The list of current Internet-Drafts can be accessed at http://www.ietf.org/ietf/1id-
abstracts.txt.

The list of Internet-Draft Sha#loDirectories can be accessed at
http://www.ietf.org/shade.html.

This Internet-Draft will expire on 30 April 2007.

Abstr act

This document describes the Dropped Packets option, a mechanism for reporting the number
of lost and marked packets per loss interval in the Datagram Congestion Control Protocol
(DCCP)5s Congestion Control ID 3, TCP-Friendly Rate Control. This option may be useful

for applications that need to kngrecisely hav mary packets are being dropped.
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Table 2: Additional DCCP CCID 3 Feature NUMDEIS.......ciiiiii i 3.

1. Introduction

The Datagram Congestion Control Protocol (DCCP) [RFC4340] allows the useat se

distinct congestion control mechanisms. One of these, Congestion Control Identifier 3
[RFC4342], specifies the use of TCP-Friendly Rate Control (TFRC) [RFC3448]. The core
information reported by CCID 3 resgrs is a list of recent loss intervals, where a loss

interval begins with a lost or ECN-marked data packet; continues with at most one round-trip
time’s worth of packets that may or may not be lost or marked; and completes with an
arbitrarily long series of non-dropped, non-marked datagtack_ossntervals model the
congestion behavior of TCP NewReno senders, which reduce their sending rate at most once
per windav of data packts. Consequentlyhe number of packets lost in a loss interval is

not important for either TCB’or TFRC’s congestion response. CCIDs3.oss Intervals

option reports the length of each loss intes/llssy part, not the number of packets that

were actually lost or marked in that lossy part.

Nevertheless, applications and experimental variants of TFRC, such as the Small Packet
variant, may be interested in the number of packets lost or marked in a loss intesvahc
above the length of the loss interval in patk. Thisdocument specifies the Dropped
Packets option, a CCID 3-specific option that reports this informafi@gether with the
existing Loss Intervals option, the Dropped Packets option allows CCID 3 senders to
discover exactly hav mary packets were dropped from each loss interval.

The mechanisms in this document do not change existing CCID 3 congestion response
behavior CCID 3's aongestion response still depends entirely on loss interval lengths, not
the number of packets dropped per loss irlerdMostCCID 3 senders will therefore ignore
the contents of anDropped Packets options theeceve. Sending applications may,

however, be interested in Dropped Packets information.

2. Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

All multi-byte numerical quantities in CCID 3, such as arguments to options, are transmitted
in network byte order (most significant byte first).

A DCCP half-connection consists of the application data sent by one endpoint and the
corresponding acknowledgements sent by the other endpoint. The terms "HC-Sender" and
"HC-Recever" denote the endpoints sending application data and acknowledgements,
respectrely. Since CCIDs apply at thevel of half-connections, we abbreviate HC-Sender

to "sender" and HC-Reaax to "recever” in this document. See [RFC4340] for more
discussion.

For simplicity, we sy that senders send DCCP-Data packets andreezsiend DCCP-Ack
paclets. Bothof these categories are meant to include DCCP-DataAck packets.

The phrases "ECN-marked" and "marked" refer to packets marked ECN Congestion
Experienced unless otherwise noted.
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3. Options and Features
This document defines a single CCID 3-specific option, Dropped Packets.

Option DCCP- Section
Type Length Meani ng Dat a? Reference
195 vari abl e Dr opped Packet s N 3.1

Table 1: Additional DCCP CCID 3 Options

The "DCCP-Data?" column indicates that Dropped Packets MUST be ignored when it
occurs on a DCCP-Data packet.

A CCID 3-specific feature grning the use of the Dropped Packets option is also defined.

Rec’n Initi al Section
Nunber Meani ng Rul e Val ue Req d Reference
195 Send Dr opped Packets SP 0 N 3.2

Tabl e 2: Additional DCCP CCl D 3 Feature Nunbers

The column meanings are described in [RFC4340], Table 4. "Rec’n Rule" defines the
features reconciliation rule, where "SP" means server-prioritgeq'd" specifies whether
evay CCID 3 implementation MUST understand a feature; Send Dropped Packets is
optional, in that it behaes like an a&tension ([RFC4340], Section 15).

3.1. Dropped Packets Option

Fomm oo - Fomm oo - - - I S mmmm-—- Fomm oo - N

| 11000011| Length | Drop Count | More Drop Counts...
S TP S S T e mmmmma- S TP +o-eme-
Type=195 3 bytes

The receier reports the number of lost or marked packets in its recently observed loss
intervals using a Dropped Packets option.

The Dropped Packets option contains information about one to 84 cownsdassiintervals,
always including the most recent loss intairv Aswith CCID 3's Loss Intervals option,

intervals are listed in verse chronological orderShould more than 84 loss intervals need to

be reported, multiple Dropped Packets options can be sent; the second option begins where
the first left off, and so forth.

One Drop Count is specified per loss inrvDropCount is a 24-bit number that equals the
number of packets lost or reeedl ECN-marked during the corresponding loss in&&nBy
definition, this number MUST NDexceed the corresponding loss intersadloss Length.

Dropped Packets options SHOULD be sent in tandem with corresponding Loss Intervals
options. Considea CCID 3 recever that is reporting Dropped Packets information. When
this recefer sends a feedback packet containing information about the N most recent loss
intervals (packaged in one or more Loss Intervals options), it SHOULD include on the same
feedback packet one or more Dropped Packets optimesirog exactly those N loss

intervals. CCID3 snders MUST ignore Drop Counts information for loss intervals not
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covered by a Loss Intervals option on the same feedbaclepa€lowersely, a CID 3

sender might want to interpolate Drop Counts information for a loss interval veseddy

ary Dropped Packets options; such a sender SHOULD use the corresponding loss interval’s
Loss Length as its Drop Count.

Each loss intervad’ Drop Count MUST by definition be less than or equal to its Loss Length.
A Drop Count that exceeds the corresponding Loss Length MUST be ignored.

3.1.1. Example

Consider the following sequence of packets, where "-" represents a safedyedgtiacket
and "*" represents a lost or marked peickThissequence is repeated from [RFC4342].

Sequence
Nunbers: O 10 20 30 40 44

Assuming that packet 43 was lost, not marked, this sequence might be divided into loss
intervals as follows:

0 10 20 30 40 44
I I I I |
__________ K o o ook kKk_ ko _*_ - _._%_
\ /\ /\ I\ /

LO L1 L2 L3

A Loss Intervals option sent on a packet with Acknowledgement Number 44 to acknowledge
this set of loss intervals might contain the bytes 193,39,2, 0,0,10, 128,0,1, 0,0,10, 0,0,8,
0,0,5, 0,0,10, 0,0,8, 0,0,1, 0,0,8, 0,0,10, 128,0,0, 0,0,15; for interpretation of this option, see
[RFC4342]. ADropped Packets option sent in tandem on this packet would contain the
bytes 195,14, 0,0,1, 0,0,4, 0,0,1, 0,0,0. This is interpreted as follows.

195 TheDropped Packets option number.

14 Thelength of the option, including option type and length bytes. This option contains
information about (14 — 2)/3 = 4 loss intals. Notethat the tvo most recent sequence
numbers are not yet part ofyaloss interval -- the Loss Intervals option includes them
in its Skip Length -- and are thus not included in the Dropped Packets option.

0,0,1
These bytes define the Drop Count for L3, which is 1. As required, the Drop Count is
less than or equal to L8Loss Length, which is also 1.

0,04
The Drop Count for L2 is 4.

0,0,1
The Drop Count for L1 is 1.

0,0,0
Finally, the Drop Count for LO is 0.

Kohler Sectior8.1.1. [Rge 4]



INTERNET-DRAFT Expires:30 April 2007 October 2006

3.2. Send Dropped Packets Feature

The Send Dropped Packets feature lets CCID 3 endpoints negotiate whether tiee recei
MUST provide Dropped Packets options on its aekedgements. DCCR sends a

"Change R(Send Dropped Packets, 1)" option to ask DCCP B to send Dropped Packets
options as part of its acknowledgement traffic.

Send Dropped Packets has feature number 195 and is server-plidakes one-byte
Boolean alues. DCCH MUST send Dropped Packets options on its acknowledgements
when Send Dropped Packets/B is one, although ¥ igegd Dropped Packets optionsse
when Send Dropped Packets/B is zevalues of two or more are resead. ACCID 3 half-
connection starts with Send Dropped Packets equal to zero.

4. Security Considerations

The Dropped Packets option does not affect the existing security considerations for DCCP
CCID 3, which hae been discussed in [RFC4340] and [RFC4342) instance, the

Dropped Packets option neither helps nor hinders the existing CCID 3 mechanisms for ECN
Nonce verification.

5. IANA Considerations

This specification allocates dwalues in namespaces managed byAANSpecifically the

value 195 is allocated from the DCCP CCID 3-specific option type registry for the Dropped
Packets option (Table 1), and the value 195 is allocated from the DCCP CCID 3-specific
feature number registry for the Send Dropped Packets feature (Table 2).

6. Thanks
Thanks to Sally Floyd for inspiring this document.
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