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Abst ract
THTP, the Trivial Hypertext Transfer Protocol, is an inplenentation

of HTTP over UDP transport. THIP is designed for environments with
limted conputational power or bandw dth and singl e-packet exchanges.
As such, THTP is best suited for the energing class of applications
runni ng on enbedded devi ces and sensor networks. THTP decoupl es HTTP
from TCP and provides a subset of HTTP's functionality, in particular
| everaging HTTP's URl nami ng schene. This docunent describes the
THTP protocol .
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I ntroduction

The HTTP protocol [RFC1945] introduced a powerful nam ng construct
that sinmultaneously identifies and | ocates resources. The
anticipated proliferation of smart, tiny, networked devices require a
st andar ds- based nam ng schenme [ieee-i0], [i0], but often cannot
tolerate the overhead necessitated by the current tight coupling

bet ween HTTP and TCP [ RFC0793]. Specifically, small, inexpensive
enbedded devi ces and sensors receiving or sending single-packet
commands and responses require neither mandated reliabl e network
transport nor packet sequencing at the transport |ayer.

For exanple, the application of a networked |ight switch sending an
"on" instruction to a networked light bulb in the same physical room
does not need the overhead of a TCP full three-way handshake. In
addi tion, inplenmenting TCP or even T/ TCP [ RFC1644] is prohibitively
expensive in terms of the communication and state machi ne conplexity
on such a resource constrained conputing platform

This docunent details Trivial Hypertext Transfer Protocol or THTP, an
application-layer protocol. THIP is a scal ed-down adaptation of HTTP
designed to run over the UDP [ RFCO768] transport layer. |t is not
intended as a replacement of HTTP over TCP, but rather a

conpl enentary schenme to wi den the range of possible environnments
where HTTP-1ike semantics are used. For exanple, a simlar but nore
conpl ex schenme is used by UPnP [upnp]; THTP codifies a sinple,

portabl e, standards-based neans of extending HTTP to UDP.
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THTP Desi gn

THTP is designed to be |ightweight and easy for applications and
application designers to inplenment. THIP uses HTTP's URl nami ng
scheme. THTP differs from HTTP in several inportant ways. These

di fferences are conscious design decisions based on THTP s intended
environnment of |imited conputational power or bandw dth and single-
packet exchanges. This section details critical aspects of the THTP
desi gn.

1. Protocol Relationships

THTP uses UDP [ RFCO768] as its transport layer. Figure 1 shows the
rel ati onship between THTP and various Internet protocols.

Prot ocol Rel ati onshi ps

E B +  ee---- R + E +
| FTP | | HTTP | | TFTP | | THTP | | |
L - + Hem---- + e-e--- + H------ + L - +
| | I I I
Fomemo- + R + Fomme +
| TCP | [ WP | ... | |
Fomm e m + Fomm e + E +
I | I
T I N T . +
| IP (Internet Protocol) |
' +
| |
L LT TP I R T +
| Local Network Protocol | | Local Network Protocol |
. S +
Figure 1

2. URl Format

THTP defines a nami ng schenme anal ogous to HTTP's Uni f orm Resource
Locator (URL) which has been subsuned into the nore abstract notion
of a Uniform Resource ldentifier (URI) [RFC3986]. THTP | everages the
URI naming and | arge base of existing inplenmentations to provide an
efficient means of addressing and communicating with devices in a
range of environments.

A THTP URI is senmantically identically to those in HTTP, but with UDP
as transport. The THTP URI format is defined as follows:

THTP_URI = "thtp:" "//" host [ ":" port ] [ abs_path [ "?" query]]
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THTP URI's are processed identically to HTTP URIs. THTP uses UDP port nmessage could be sent to, and received by, nultiple nodes. An
80 by default, but nay use other UDP ports via the optional port inmedi ately practical application is to assign locally scoped
specification in the UR. mul ticast group addresses to a set of nodes. For exanple, a single
light switch might send a THTP "on" instruction to nulticast group M
2.3. Request Mbdel Al light bul bs assigned to group Mwould receive the nmessage and
switch on. Wiile Internet nulticast deployment is limted, THTP
In contrast to the request/response paradi gmof HITP, responses in mul ti cast nessages are useful in many |ocal area networks.

THTP are not required. Responses may be either unnecessary or
implicit via an out-of-band channel. Note that THTP does not

precl ude request responses, however it explicitly separates the two
functions. A user may query the state of the light bulb renotely,
receive a notification that the filament is burned out, or require a
device to periodically report its status via THTP. The separation of
request and response in THTP has several design inplications, nost
notably on reliability and nessage size.

A THTP nessage nust fit entirely in a single UDP packet. THTP cannot
transfer data larger than a single packet in a single request.
Applications that require ordered delivery, |arge nmessages, flow
control or congestion control should use HTTP (over TCP). Miltiple
nmessages cannot be placed within a single THTP packet. As such,
"chunked" transfer-coding is not allowed.

2.4. Reliability

THTP uses UDP as its transport layer. Since UDP is an unreliable
transport protocol and THTP does not include reliability, THTP makes
no guarantees of packet delivery. For exanple, light sw tches and
honme appliances, the user receives i medi ate feedback: the room
illum nates, therefore the request over the network was successful.
If the packet is lost and the |ight bulb does not |ight, the user can
actuate the light switch again.

However, THTP does not preclude reliability at other |ayers where
necessary to support specific applications. Consider for exanple an
application that requires |ightweight, reliable single-nmessage
passing but not ordered delivery. Such an application could use THTP
in conjunction with reliability at the physical or application |ayer.
In addition, autonmated systens without an out-of-band feedback
mechani smrequire additional verification, either by actively
querying the state of the renmpte device or by adding application
layer reliability.

2.5. Milticast
Because THTP uses UDP, it is possible to send a THTP nessage to a

mul ticast group address. Assuming the underlying data-link |ayer
networ k supports broadcast or multicast transm ssion, a single THIP
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3. HITP Features and adds a nessage body of type ‘application/x-ww-formurlencoded’ .
THTP nust inpl ement a m ni mum subset of HTTP's features, but is not 3.3. Status Code Definitions
required to inplement all of HITP. The subset of features THTP nust
support are a natural consequence of using UDP and nmi ntai ning THTP uses the sanme status codes as defined by HTTP. THTP servers
sinplicity. Additional HTTP nmechani sms may be inpl emented on an must inplenment the follow ng status codes at a mini mum
application specific basis by prearrangenment. However, a THIP server
may al ways legally respond with the status code 501 (not inplenented) 3.3.1. Successful 2xx

as needed. Status codes are docunented in Section 3.3.
200 OK The 200 successful status code differs slightly fromthat in

At a mininum THTP clients and servers nust support the HTTP GET and HTTP due to it being optional for POST requests. Code 200 indicates

POST nethods. A server nust always respond to a GET request or that the request has succeeded. A successful GET request must result

provide the appropriate status code error. A server nmay respond to a in response containing the 200 status code along the information

POST request or provide the appropriate status code error. A server queried. A POST request nmay return a 200 status code.

must respond with an error on an error event regardl ess of the nethod

type. 3.3.2. dient Error 4xx

3.1. GET Method 400 Bad Request The request is nmalfornmed and rejected by the server.

404 Not Found The request cannot be honored by the server because the

THTP and HTTP' s use of the GET nethod are identical. THTP nust requested resource is not avail able.

support the CGET nethod. A THTP CET request froma client expects a

response and the server nust send the requested object identified by 3.3.3. Server Error 5xx

the Request-URl or an error. |If the Request-UR refers to a data-

produci ng process, the data fromthat process is returned. 501 Not | nplenmented The request cannot be honored by the server
because the server does not support the requested functionality.

To send information fromthe client to the server process, a client Such an error may occur for unsupported nethods.

may inbed that information in the HTTP URI and use the GET nethod.

The user agent appends a '?" to the action URI along with the data 3.4. Proxies

set in ‘application/x-wwformurlencoded format.
THTP nmessages may be proxied. Proxies are a natural consequence of

THTP may support "conditional GET" in instances where cached entities interconnecting a local area network, e.g. for hone autonation, with
can be used without consum ng unneeded network bandwi dth the larger Internet.

3.2. PCST Met hod 3.5. Caching
THTP nust al so accept the POST nethod, but uses POST in a slightly HTTP explicitly allows and nakes provisions for content caching. A
di fferent manner than HTTP. A THTP server nay respond to a request nay be honored by an internediary other than the final
successful POST, but is not required to do so. The optional response recipient. Wen cached, the response comes fromthis internediary.
covers cases where the client is not expecting a response and where Cearly, in THTP' s intended environnments such as control and
communi cati on resources are scarce, for instance sensor nodes. In aut omati on networks, caching is not expected. Caching is not
the case of a lightbulb and lightswitch, a POST request may be used explicitly forbidden, but THTP' s request nodel anticipates all
to change the state of the light and does not require a response. requests to be carried through to the final recipient,

However, a THTP server nust always respond with an error status code
on an error condition.

The POST nethod requests that the destination server process the data

within the request as a subordinate of the the Request-URl resource.
To performan action with a POST, the user agent uses the action URI
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Security Considerations

Since THTP is inplenmented on top of UDP, many of the security issues
inherent in UDP are inherited by THTP. By elinminating the m ninal
source validation afforded by the three-way handshake of TCP, THTP is
vul nerabl e to source | P address spoofing. Wthout a stronger neans
of authentication, THTP nust rely on provider ingress filtering

[ RFC2827] . Instead, THTP nmay use appropriate |ightweight encryption
[sea] and/or authentication.
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