cmsl12.30010.3. COSINE/INTERNET TTRIBUTE SYNT AXES cmr12.300 103 cmbx10.43210.3.3 Photo cmr10.329COSINE/In ternet ttributes photo ersonalSignature cmr12.300Photos are sp ecial case of \ASN.1" (see Section 10.5), but the output format is di�eren t. our atten tion is dra wn to Section 14.7.4 whic discusses storing large attributes in separate �le. With this ersion of QUIPU, the attribute should enco ded as bit- string, in o-dimensional G3F acsimileP age enco ding (as er recommen- dation T.4). Ho ev er, in the future this will migrate to an X.400 dypart, con taining G3F acsimileP age, with the adv an tage this can then one- or o-dimensional. The curren photo deco ders will recognise the new format. cmbx10.43210.3.4 Audio cmr10.329COSINE/In ternet ttributes audio cmr12.300The data is in the form of u-la enco ded sound �le. If ou ha Sun Microsystems Sun orkstation, the demonstration \pla y" utilit can used to pla the attributes. (A mo di�ed ersion of \pla y" that ignores the �le header is etter suc as that made ailable J. Mic hael Bauer of the Univ ersit of Calgary QUIPU-supp ort can supply details if required.) This is an in terim demonstration attribute; the format is temp orary and ma replaced when suitable standard audio enco ding mec hanism is found. cmbx10.43210.3.5 Data Qualit cmr10.329COSINE/In ternet ttributes singleLev elQualit subtreeMinim umQualit subtreeMaxim umQualit cmtt12.300<dataQuality> ::= <compKeyword> "#" <attrQuality> "#" <listQuality> ["#" <description> cmr12.300104 cmsl12.300 CHAPTER 10. TTRIBUTE SYNT AXES cmtt12.300<attrQuality> ::= <levelKeyword> "+" <compKeyword> <listQuality> ::= <list> "$" <list> <listQuality> <list> ::= <attribute> "+" <attrQuality> <compKeyword> ::= "NONE" "SAMPLE" "SELECTED" "SUBSTANTIAL" "FULL" <levelKeyword> ::= "UNKNOWN" "EXTERNAL" "SYSTEM-MAINTAINED" "USER-SUPPLIED" cmr12.300These attributes are used to de�ne the qualit of data at single lev el of the DIT, or ev en the whole subtree. cmbx10.43210.3.6 DSA Qualit cmr10.329COSINE/In ternet ttributes dSA Qualit cmtt12.300<dsaQuality> ::= <DSAkeyword> ["#" <description>] <DSAkeyword> ::= "DEFUNCT" "EXPERIMENTAL" "BEST-EFFORT" "PILOT-SERVICE" "FULL-SERVICE" cmr12.300Used to de�ne the qualit of DSA. cmbx10.51810.4 MHS ttribute Syn taxes cmr10.329ttribute Syn tax mhsORaddresses ORAddress mhsDLMem ers ORName mhsDLSubmitP ermissions DLSubmitP ermissions cmr12.300The Syn taxes sho wn ab are not curren tly recognised QUIPU, and are th us handled as ra ASN.1 (see Section 10.5). Ho ev er, the PP MHS System has QUIPU compatible syn tax handlers that can easily added to the DISH program, and pro vides to ol for handling en tries of the \distribu- tion list" ob ject class. PP is ailable under conditions similar to the ISODE; for details ou should con tact \PP-Supp ort@cs.ucl.ac.uk". cmsl12.30010.5. ASN.1 cmr12.300 105 cmbx10.51810.5 ASN.1 cmr12.300As the preceding sections in this hapter ha men tioned, not all syn taxes ha string represen tation de�ned QUIPU, so are represen ted the ra ASN.1. An example ould e: cmtt12.300photo= {ASN}0308207b4001488001fd... cmr12.300where cmtt12.300 0308 cmr12.300is hexadecimal represen tation (enco ded using the \Basic En- co ding Rules") of the ASN.1 de�ned attribute. ttributes stored as ASN.1, will usually matc hed correctly with the follo wing exceptions: cmsy10.360cmr12.300 There is an IMPLICIT Set in the ASN.1. The DSA will not detect the set, and so will not kno to matc comp onen ts in arbitrary order. cmsy10.360cmr12.300 If sp ecial matc hing rules apply for example, sp ecial rules to determine equiv alence of telephone um ers. Suc rules ould need to repre- sen ted co de in the DSA. cmbx10.746Chapter 11 In tro duction to Securit eatures cmbx10.51811.1 assw ords cmr12.300When ou bind to DSA, to get write access ou need to tell the DSA who ou are ou do this supplying our distinguished name. So that the DSA can authen ticate ou, ou also need to supply our QUIPU passw ord. An one kno wing our passw ord can act as ou and alter our data. Therefore our passw ord should ell hosen and ept safe. cmbx10.43211.1.1 Cho osing assw ord cmsy10.360cmr12.300 Do not use the same passw ord for QUIPU as ou do for login. It is alw ys bad practise (but con enien t!) to use the same passw ord on di�eren systems. The manager of our QUIPU DSA can disco er our QUIPU passw ord. This do esn’t a�ect the securit of QUIPU (as our DSA manager can alter lo cal data an yw y), but the QUIPU manager is probably not allo ed access to our login accoun t. cmsy10.360cmr12.300 Do not ho ose an ob vious ord. our passw ord should cmbx12.300 not cmr12.300 an of the follo wing: cmbx12.300cmr12.300 our name, initials, date of birth, place of ork or similar ersonal details. 106 cmsl12.30011.1. ASSW ORDS cmr12.300 107 cmbx12.300cmr12.300 An girl’s name in an language. cmbx12.300cmr12.300 The name of �lm star, television ersonalit and so forth. cmbx12.300cmr12.300 The name of haracter from science-�ction or fan tasy no el. cmbx12.300cmr12.300 Computer jargon e.g., \fo obar". cmbx12.300cmr12.300 An of the ab e, sp elt bac kw ards. cmbx12.300cmr12.300 An ord from our system’s on-line dictionary Ideally our passw ord should not ord at all (it could the concatenation of unrelated ords, for example). cmsy10.360cmr12.300 Change our passw ord from time to time. cmbx10.43211.1.2 aking Care of our assw ord cmsy10.360cmr12.300 Con�guration Files. It is ossible to put our QUIPU passw ord in con�guration �le in our home directory (see the later Chapters on user in terfaces). If ou do this, ou ust mak sure that the con�gura- tion �le (.quipurc) is not publicly readable (b using the cmss12.300 UNIX cmti12.300 chmo cmr12.300command, for example). cmsy10.360cmr12.300 Access Con trol Lists. our QUIPU passw ord is itself stored in QUIPU, as the cmti12.300 userPasswor cmr12.300 attribute of our en try ou should mak sure that the access con trol list for our en try gran ts public cmti12.300 omp ar cmr12.300 but not cmti12.300 ad cmr12.300access to this attribute. (The attribute ust publicly comparable so that QUIPU can hec that ou ha presen ted the righ passw ord when ou start session). The next section will explain ho to set up access con trol lists. cmsy10.360cmr12.300 Do not giv our passw ord to other eople. If sev eral eople need to able to mo dify the same data, the access con trol lists can set up so that this is ossible without them sharing passw ords. cmsy10.360cmr12.300 Do not write our passw ord do wn! cmr12.300108 cmsl12.300 CHAPTER 11. INTR ODUCTION TO SECURITY FEA TURES cmbx10.51811.2 Discretionary Access Con trol cmr12.300\Discretionary access aon trol" is an means whic users can (at their discretion) giv other users access to data whic they con trol. In QUIPU, access con trol lists are used to pro vide discretionary access con trol. cmbx10.43211.2.1 Mo del cmr12.300Eac no de in the DIT held QUIPU DSA has QUIPU access con trol list (A CL). The CL is divided in to three parts: 1. Child CL. This con trols who ma disco er or hange whic en tries are placed immediately elo the no de in the DIT. 2. En try CL. This con trols who ma access the en try placed at the no de. 3. ttribute CL. or ev ery attribute of the en try there is an attribute CL whic con trols who ma access that attribute. eep the rep- resen tation compact, eac en try has default attribute CL. This is used for all the attributes of the en try that ha not een explicitly giv en di�eren attribute CL. Eac en try hild, or attribute CL (henceforth called an ob ject CL) consists of list of (access selector, access lev el) pairs. It asso ciates ev ery distinguished name with an access lev el, according to the follo wing rule: ak ev ery pair where the selector (left hand side) matc hes the name. The asso ciated access lev el is the maxim um of the corre- sp onding righ t-hand sides. If no selectors matc the name, the asso ciated access lev el is cmti12.300 none cmr12.300The lev els of access are as follo ws: cmtt12.300None cmbx12.300cmr12.300 No accesses to the ob ject are allo ed. cmtt12.300Detect cmbx12.300cmr12.300 DUA can detect that the protected ob ject exists. cmtt12.300Compare cmbx12.300 cmr12.300 �lter (e.g., test for equalit to some alue) ma applied to the ob ject. cmsl12.30011.2. DISCRETIONAR CCESS CONTR OL cmr12.300 109 cmtt12.300Read cmbx12.300 cmr12.300 The con ten ts of the ob ject ma read. cmtt12.300Add cmbx12.300 cmr12.300 The con ten ts of the ob ject ma added to, but not remo ed from. cmtt12.300Write cmbx12.300 cmr12.300 The con ten ts of the ob ject ma mo di�ed in an The ossible Access Selectors are as follo ws: cmtt12.300Entry cmbx12.300 cmr12.300 Matc hes the en try itself only cmtt12.300Other cmbx12.300 cmr12.300 Matc hes ev erything. cmtt12.300Prefix cmmi12.300 name cmmi12.300 cmbx12.300 cmr12.300 Matc cmtt12.300 hes cmmi12.300 name cmmi12.300 cmr12.300 and cmr12.300 ev erything elo it in the DIT. cmtt12.300Group cmmi12.300 name cmmi12.300 cmbx12.300 cmr12.300 Matc cmtt12.300 hes cmmi12.300 name cmmi12.300 cmr12.300 cmr12.300 (This is not what the \group" se- lector as originally designed for, but it is curren tly what it do es!) The attribute syn tax used to represen this is de�ned in Section 10.2.1, with the ASN.1 de�nition sho wn in Figure 11.1. cmbx10.43211.2.2 Detect Access cmr12.300QUIPU treats the access lev el cmti12.300 none cmr12.300 as though it ere cmti12.300 dete ct cmr12.300

This means that it is often ossible to detect the presence of protected data, ev en if ou ha no access to it. The reason for this is that it is ery di�cult for the directory to pretend that data isn’t there; carefully hosen queries can catc it out. Access con trol mec hanisms that can y-passed are ery dangerous; they giv false sense of securit Accordingly ha decided not to implemen \undetectable data". cmbx10.43211.2.3 E�ect of CLs on Op erations cmr12.300This section explains whic CLs are hec ed for eac of the X.500 op era- tions. cmtt12.300List cmbx12.300 cmr12.300 The hild CL of the target ust giv at least cmti12.300 ad cmr12.300 access. In addition, eac hild will only listed if its en try CL giv es at least cmti12.300 ad cmr12.300

Later ersions of QUIPU ma also require that the attribute CL of the distinguished (naming) attribute of the hild giv at least cmti12.300 ad cmr12.300 access. cmr12.300110 cmsl12.300 CHAPTER 11. INTR ODUCTION TO SECURITY FEA TURES cmtt12.300Search cmbx12.300 cmr12.300 searc the immediate descendan ts of no de, that no de’s hild CL ust giv at least cmti12.300 ad cmr12.300 access. In addition, eac hild will only searc hed if its en try CL giv es at least cmti12.300 omp ar cmr12.300 access. The �lter \presen t" ma applied to an attribute. Other basic �lters ev aluate to cmti12.300 mayb cmr12.300 unless the relev an attribute CL giv es at least compare access. If an attribute within an en try do es not ha public read access, normally subtree searc hes on that attribute will fail. This is in ten tional, as it ould di�cult to pro vide consisten picture of the DIT, when unauthen ticated DSP links are in olv ed in the searc h. This restriction is lifted if, and only if, the en tire subtree to searc hed (using master or sla EDB �les) is held within one DSA, and the asso ciation to that DSA is an authen ticated AP asso ciation. cmtt12.300Read cmbx12.300 cmr12.300 The en try CL of the target ust giv at least cmti12.300 ad cmr12.300 access and the attribute CL of eac attribute read ust giv at least cmti12.300 ad cmr12.300access. cmtt12.300Compare cmbx12.300 cmr12.300 The en try CL of the target ust giv at least cmti12.300 omp ar cmr12.300 ac- cess. The attribute CL of the tested attribute ust giv at least cmti12.300omp ar cmr12.300 access. cmtt12.300Modify cmbx12.300 cmr12.300 The en try CL of the target ust giv at least cmti12.300 add cmr12.300 access if attributes or alues are to added, and at least cmti12.300 write cmr12.300 access if they are to remo ed. or eac attribute hanged, the attribute CL ust giv at least cmti12.300 add cmr12.300 access for an attribute or alue to added, and at least cmti12.300 write cmr12.300 access for an attribute or alue to remo ed. cmtt12.300Add Entry cmbx12.300 cmr12.300 add an en try elo no de, that no de’s hild CL ust giv at least cmti12.300 add cmr12.300 access. cmtt12.300Remove Entry cmbx12.300 cmr12.300 remo an en try the hild CL of its paren ust giv at least cmti12.300 write cmr12.300 access. No righ ts to the en try itself are required. cmtt12.300Modify RDN cmbx12.300 cmr12.300 The hild CL of the target’s paren ust giv at least cmti12.300write cmr12.300 access. If the op eration needs to add an attribute (v alue), the target’s en try CL ust giv cmti12.300 add cmr12.300 access and the attribute CL of the attribute ust giv cmti12.300 add cmr12.300 access. If the op eration needs cmsl12.30011.2. DISCRETIONAR CCESS CONTR OL cmr12.300 111 to remo an attribute (v alue), the target’s en try CL ust giv cmti12.300write cmr12.300 access and the attribute CL of the attribute ust giv cmti12.300 write cmr12.300access. cmbx10.43211.2.4 Example Use of CLs cmr12.300no de represen ting user migh giv en the follo wing CL: cmsy10.360cmr12.300 hildA CL is not applicable, and so omitted. cmsy10.360cmr12.300 En tryA CL is cmsy10.360 other, cmr12.300 read cmsy10.360 cmr12.300 cmsy10.360 self, cmr12.300 write cmsy10.360 cmr12.300 cmsy10.360 group= cmmi12.300

Manager cmmi12.300 cmr12.300 cmr12.300write cmsy10.360 cmr12.300 cmr12.300 so that only the user or manager can hange the en try Using the CL syn tax, this is expressed as: cmtt12.300acl= other read entry acl= self write entry acl= group <Manager Name> write entry cmsy10.360cmr12.300 DefaultA ttributeA CL is cmsy10.360 other, cmr12.300 read cmsy10.360 cmr12.300 cmsy10.360 self, cmr12.300 write cmsy10.360 cmr12.300 whic leads to publicly readable attributes mo dify able the user. Using the CL syn tax, this is expressed as: cmtt12.300acl= other read default acl= self write default cmsy10.360cmr12.300 The attribute CL for CL is cmsy10.360 other, cmr12.300 read cmsy10.360 cmr12.300 cmsy10.360 group cmr12.300 cmmi12.300 manager cmr12.300name cmmi12.300 cmr12.300 write cmsy10.360 cmr12.300 so that only the manager can hange the CL. Using the CL syn tax, this is expressed as: cmtt10.329acl= other read attributes acl acl= group <Manager Name> write attributes acl cmsy10.360cmr12.300 The attribute CL for assw ord is cmsy10.360 self, cmr12.300 write cmsy10.360 cmr12.300 cmsy10.360 other, cmr12.300 compare cmsy10.360 cmr12.300 so that the user can hange the passw ord, DSAs can hec the passw ord, and only the user can read it. cmtt12.300acl= self write attributes userPassword acl= other compare attributes userPassword cmr12.300112 cmsl12.300 CHAPTER 11. INTR ODUCTION TO SECURITY FEA TURES cmr12.300no de represen ting an organisation or organisational unit migh giv en the follo wing CL: cmsy10.360cmr12.300 hildA CL is cmsy10.360 other, cmr12.300 read cmsy10.360 cmr12.300 cmsy10.360 group= cmmi12.300 manager cmr12.300 name cmmi12.300 cmr12.300 cmr12.300 write cmsy10.360 cmr12.300

Ev ery- dy can searc the mem ers of the organisation, but only the manager is allo ed to add or delete mem ers. This is represen ted as an attribute with: cmtt12.300acl= other read child acl= group <Manager Name> write child cmsy10.360cmr12.300 En tryA CL is cmsy10.360 other, cmr12.300 read cmsy10.360 cmr12.300 cmsy10.360 group= cmmi12.300 manager cmr12.300 name cmmi12.300 cmr12.300 cmr12.300 write cmsy10.360 cmr12.300

This is represen ted as an attribute with: cmtt12.300acl= other read entry acl= group <Manager Name> write entry cmsy10.360cmr12.300 DefaultA ttributeA CL is cmsy10.360 other, cmr12.300 read cmsy10.360 cmr12.300 cmsy10.360 group= cmmi12.300 manager cmr12.300 name cmmi12.300 cmr12.300 cmr12.300write cmsy10.360 cmr12.300

This is represen ted as an attribute with: cmtt12.300acl= other read default acl= group <Manager Name> write default cmr12.300Ev ery en try in the QUIPU DIT ust ha an acl attribute. If ou do not supply one, the the default is added. The default CL is often prin ted as cmtt12.300acl= cmr12.300with no alue. The default CL is ev eryb dy read ev erything, but self can write, in long form this is expressed as: cmtt12.300acl= self write entry acl= self write child acl= self write default acl= others read entry acl= others read child acl= others read default cmr12.300or man en tries this is su�cien t. It can seen that this sc heme giv es great deal of exibilit without the addition of an proto col elemen ts. The enco ding is designed so that the olume erhead is not excessiv for sensible access olicies.