cmsl12.3003.6. TW EXAMPLES cmr12.300 79 cmr8.300... cmbx8.300static in cmr8.300 ros in ok (sd, ro x) cmbx8.300in cmr8.300 sd; cmbx8.300register struct cmr8.300 RoSAPin ok *ro x; cmsy8.300cmbx8.300in cmr8.300 result; cmbx8.300register struct cmr8.300 dispatc *ds; cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPindication *roi &rois; cmr7.300 10 cmbx8.300register struct cmr8.300 RoSAPpreject *rop &roi cmsy8.300 cmmi8.300cmr8.300 roi preject; cmbx8.300for cmr8.300 (ds dispatc hes; ds cmsy8.300 cmmi8.300cmr8.300 ds op eration != APDU UNKNO WN; ds++) cmbx8.300if cmr8.300 (ds cmsy8.300 cmmi8.300cmr8.300 ds op eration == ro cmsy8.300 cmmi8.300cmr8.300 ro op) cmbx8.300break cmr8.300 cmbx8.300if cmr8.300 (ds cmsy8.300 cmmi8.300 cmr8.300 ds op eration == APDU UNKNO WN) cmsy8.300 cmbx8.300if cmr8.300 (RoURejectRequest (sd, &ro cmsy8.300 cmmi8.300 cmr8.300 ro id, OS IP UNRECOG, OS NOPRIO, roi) == NOTOK) error "RO-U-REJECT.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmr7.300 20 cmbx8.300goto cmr8.300 out; cmsy8.300cmbx8.300if cmr8.300 (ro cmsy8.300 cmmi8.300 cmr8.300 ro nolink ed == 0) cmsy8.300 cmbx8.300if cmr8.300 (RoURejectRequest (sd, &ro cmsy8.300 cmmi8.300 cmr8.300 ro id, OS IP LINKED, OS NOPRIO, roi) == NOTOK) error "RO-U-REJECT.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmbx8.300goto cmr8.300 out; cmsy8.300cmr7.30030 cmbx8.300switc cmr8.300 (result (*ds cmsy8.300 cmmi8.300 cmr8.300 ds ector) (ro x)) cmsy8.300 cmbx8.300case cmr8.300 ERR OR UNKNO WN: cmbx8.300if cmr8.300 (RoResultRequest (sd, ro cmsy8.300 cmmi8.300 cmr8.300 ro id, ro cmsy8.300 cmmi8.300 cmr8.300 ro op, ro cmsy8.300 cmmi8.300 cmr8.300 ro args, OS NOPRIO, roi) == NOTOK) error "RO-RESULT.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmbx8.300break cmr8.300 cmbx8.300default cmr8.300 cmbx8.300if cmr8.300 (RoErrorRequest (sd, ro cmsy8.300 cmmi8.300 cmr8.300 ro id, result, ro cmsy8.300 cmmi8.300 cmr8.300 ro args, cmr7.300 40 cmr8.300OS NOPRIO, roi) == NOTOK) error "RO-ERROR.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmbx8.300break cmr8.300 cmbx8.300case cmr8.300 ERR OR MISTYPED: cmbx8.300if cmr8.300 (RoURejectRequest (sd, &ro cmsy8.300 cmmi8.300 cmr8.300 ro id, OS IP MISTYPED, OS NOPRIO, roi) == NOTOK) error "RO-U-REJECT.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmr7.300 50 cmbx8.300break cmr8.300 cmsy8.300cmr8.300out: XFREE (ro x); cmsy8.300cmr8.300... cmr12.300Figure 3.2: The request/reply lo op for the generic OS resp onder (con tin ued) cmr12.30080 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmr8.300... cmbx8.300static in cmr8.300 ros result (sd, ror) cmbx8.300in cmr8.300 sd; cmbx8.300register struct cmr8.300 RoSAPresult *ror; cmsy8.300cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPindication *roi &rois; cmbx8.300register struct cmr8.300 RoSAPpreject *rop &roi cmsy8.300 cmmi8.300 cmr8.300 roi preject; cmr7.30010 cmbx8.300if cmr8.300 (RoURejectRequest (sd, &ror cmsy8.300 cmmi8.300 cmr8.300 ror id, OS RRP UNRECOG, OS NOPRIO, roi) == NOTOK) error "RO-U-REJECT.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); ORFREE (ror); cmsy8.300cmbx8.300static in cmr8.300 ros error (sd, ro e) cmbx8.300in cmr8.300 sd; cmr7.300 20 cmbx8.300register struct cmr8.300 RoSAP error *ro e; cmsy8.300cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPindication *roi &rois; cmbx8.300register struct cmr8.300 RoSAPpreject *rop &roi cmsy8.300 cmmi8.300 cmr8.300 roi preject; cmbx8.300if cmr8.300 (RoURejectRequest (sd, &ro cmsy8.300 cmmi8.300 cmr8.300 ro id, OS REP UNRECOG, OS NOPRIO, roi) == NOTOK) error "RO-U-REJECT.REQUEST: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmr7.30030 cmr8.300OEFREE (ro e); cmsy8.300cmbx8.300static in cmr8.300 ros ureject (sd, rou) cmbx8.300in cmr8.300 sd; cmbx8.300register struct cmr8.300 RoSAPureject *rou; cmsy8.300cmmi8.300cmti8.300 hand le eje ction her e... cmmi8.300 cmsy8.300cmr7.300 40 cmbx8.300static in cmr8.300 ros preject (sd, rop) cmbx8.300in cmr8.300 sd; cmbx8.300register struct cmr8.300 RoSAPpreject *rop; cmsy8.300cmbx8.300if cmr8.300 (R OS AL (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)) error "RO-REJECT-P.INDICATION: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); cmmi8.300cmti8.300 hand le temp or ary failur her e... cmmi8.300 cmr7.300 50 cmsy8.300cmr8.300... cmr12.300Figure 3.2: The request/reply lo op for the generic OS resp onder (con tin ued) cmsl12.3003.6. TW EXAMPLES cmr12.300 81 cmr8.300... cmbx8.300static in cmr8.300 ros �nish (sd, acf cmbx8.300in cmr8.300 sd; cmbx8.300struct cmr8.300 AcSAP�nish *acf; cmsy8.300cmbx8.300struct cmr8.300 AcSAPindication acis; cmbx8.300register struct cmr8.300 AcSAP ab ort *aca &acis.aci ab ort; CFFREE (acf ); cmr7.300 10 cmbx8.300if cmr8.300 (AcRelResp onse (sd, CS CCEPT, CR NORMAL, NULLPEP 0, &acis) == NOTOK) error "A-RELEASE.RESPONSE: cmtt8.300 %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); error "association cmtt8.300 released" ); cmsy8.300cmr8.300 cmr12.300Figure 3.2: The request/reply lo op for the generic OS resp onder (con tin ued) If the ev en as caused request to in ok an op eration, then cmtt12.300 ros_invoke cmr12.300is called. This routine consults dispatc table to �nd the function whic will execute the op eration. Based on the return alue of the function, either the result is returned, an error is returned, or the request to erform the op eration is rejected. If the ev en as caused reply to the in cation of an op eration (i.e., either results or an error), this is rejected. The basic service discipline prohibits this ev en from happ ening to resp onders; hence, the cmtt12.300 ros_result cmr12.300and cmtt12.300 ros_error cmr12.300 routines are used as stubs. If the ev en as caused rejection of previous reply then the cmtt12.300ros_ureject cmr12.300 routine is called to handle this. If the ev en as caused the pro vider initiating rejection, then the cmtt12.300 ros_preject cmr12.300 routine is called to handle this. Finally if the ev en as caused the asso ciation eing released, the cmtt12.300ros_finish cmr12.300 routine is called to handle this. cmbx10.4323.6.2 The Generic Clien cmr12.300As the previous example describ ed in great detail ho users of the remote op erations services emplo the cmti12.300 libr osap cmr12.300 (3n) library no presen short example of ho clien connects to the serv er. In Figure 3.3, the initialization steps for the generic initiator, including cmr12.30082 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmr12.300the outer cmti12.300 cmr12.300 wrapp er, is sho wn. First, the application-en tit information and presen tation address are lo ok ed-up. Second, the application con text and pro- to col con trol information ob jects are lo ok ed-up (and copied, since cmtt12.300 ode2oid cmr12.300returns oin ter to static area). Next, the session connection reference is initialized. Then, the call to cmtt12.300 AcAssocRequest cmr12.300 is made. The argumen ts to this routine are the minimal required for remote op erations. If the call succeeds, then the clien hec ks to see if the asso ciation is successfully es- tablished. If so, the asso ciation descriptor is captured, and then the routine cmtt12.300invoke cmr12.300 whic is not describ ed in this example, is called. This routine pre- sumably requests remote op erations from the resp onder previously describ ed. Up on the return of the cmtt12.300 invoke cmr12.300 routine, the asso ciation is (forcibly) released, and the program exits. cmsl12.3003.6. TW EXAMPLES cmr12.300 83 cmbx8.300#include cmmi8.300 stdio.h cmmi8.300 cmbx8.300#include cmtt8.300 "generic.h" cmmi8.300 cmr8.300 cmti8.300 de�nes OPERA TIONS and ERR ORS cmmi8.300 cmbx8.300#include cmmi8.300 iso cmr8.300 de cmmi8.300 rosap.h cmmi8.300 cmbx8.300static cmr8.300 har cmr8.300 *m yservice cmtt8.300 "service" cmr8.300 cmbx8.300static har cmr8.300 *m ycon text cmtt8.300 "iso service" cmr8.300 cmbx8.300static har cmr8.300 *m yp ci cmtt8.300 "service pci version m.n" cmr8.300 cmr7.30010 cmr8.300main (argc, argv, en vp) cmbx8.300in cmr8.300 argc; cmbx8.300har cmr8.300 **argv, **en vp; cmsy8.300cmbx8.300in cmr8.300 sd; cmbx8.300struct cmr8.300 SSAPref sfs; cmbx8.300register struct cmr8.300 SSAPref *sf; cmbx8.300register struct cmr8.300 PSAP addr *pa; cmr7.300 20 cmbx8.300struct cmr8.300 AcSAPconnect accs; cmbx8.300register struct cmr8.300 AcSAPconnect *acc &accs; cmbx8.300struct cmr8.300 AcSAPrelease acrs; cmbx8.300register struct cmr8.300 AcSAPrelease *acr &acrs; cmbx8.300struct cmr8.300 AcSAPindication acis; cmbx8.300register struct cmr8.300 AcSAPindication *aci &acis; cmbx8.300register struct cmr8.300 AcSAP ab ort *aca &aci cmsy8.300 cmmi8.300 cmr8.300 aci ab ort; cmbx8.300struct cmr8.300 RoSAPindication rois; cmbx8.300register struct cmr8.300 RoSAPpreject *rop &rois.roi preject; cmbx8.300register cmr8.300 AEI aei; cmr7.300 30 cmbx8.300register cmr8.300 OID ctx, ci; cmbx8.300struct cmr8.300 PSAPctxlist cs; cmbx8.300register struct cmr8.300 PSAPctxlist *p &p cs; cmbx8.300if cmr8.300 ((aei str2aei (argv[1], yservice, ycon text, 0, NULLCP NULLCP)) == NULLAEI) error "unable cmtt8.300 to resolve service: %s" cmr8.300

PY ep y); cmbx8.300if cmr8.300 ((pa aei2addr (aei)) == NULLP A) error "address cmtt8.300 translation failed" ); cmbx8.300if cmr8.300 ((ctx cmr8.300 de2oid (m ycon text)) == NULLOID) cmr7.300 40 cmr8.300error "%s: cmtt8.300 unknown object descriptor" cmr8.300 ycon text); cmbx8.300if cmr8.300 ((ctx oid cp (ctx)) == NULLOID) error "oid_cpy" ); cmbx8.300if cmr8.300 ((p cmr8.300 ci cmtt8.300 de2oid (m yp ci)) == NULLOID) error "%s: cmtt8.300 unknown object descriptor" cmr8.300 yp ci); cmbx8.300if cmr8.300 ((p ci oid cp (p ci)) == NULLOID) error "oid_cpy" ); cmr8.300cmtt8.300 cmsy8.300 cmmi8.300 cmr8.300 nctx 1; cmsy8.300 cmmi8.300 cmr8.300 ctx[0].p id 1; cmsy8.300 cmmi8.300 cmr8.300 ctx[0].p asn ci; cmr7.300 50 cmr8.300cmsy8.300 cmmi8.300 cmr8.300 ctx[0].p atn NULLOID; ... cmr12.300Figure 3.3: Initializing the generic OS initiator cmr12.30084 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmbx10.5183.7 or urther Reading cmr12.300The ECMA tec hnical rep ort on remote op eration services is de�ned in ECM85 ]. The CCITT recommendation describing remote op erations, as supp orted the reliable transfer service, is CCI84b ]. These oth assume the use of old- st yle asso ciations; the draft CCITT ork whic assumes the use of new-st yle asso ciations is de�ned in CCI88c and CCI88d ]. Similarly the corresp ond- ing ISO ork is ISO88e and ISO88f ]. cmsl12.3003.7. OR FUR THER READING cmr12.300 85 cmr8.300... cmbx8.300if cmr8.300 ((sf addr2ref (PLo calHostName ())) == NULL) cmsy8.300 cmr8.300sf &sfs; cmbx8.300 oid cmr8.300 bzero (( cmbx8.300 har cmr8.300 *) sf, cmbx8.300 sizeof cmr8.300 *sf ); cmsy8.300cmmi8.300cmti8.300 ad ommand line ar guments her e... cmmi8.300 cmbx8.300if cmr8.300 (AcAsso cRequest (ctx, NULLAEI, NULLAEI, NULLP A, pa, c, NULLOID, cmr7.300 10 cmr8.3000, OS MYREQUIRE, SERIAL NONE, 0, sf, NULLPEP 0, NULLQOS, acc, aci) == NOTOK) error "A-ASSOCIATE.REQUEST: cmtt8.300 %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); cmbx8.300if cmr8.300 (acc cmsy8.300 cmmi8.300 cmr8.300 acc result != CS CCEPT) error "association cmtt8.300 rejected: %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); sd acc cmsy8.300 cmmi8.300 cmr8.300 acc sd; CCFREE (acc); cmr7.300 20 cmbx8.300if cmr8.300 (RoSetService (sd, RoPService, &rois) == NOTOK) error "RoSetService: cmtt8.300 %s" cmr8.300

RoErrString (rop cmsy8.300 cmmi8.300 cmr8.300 rop reason)); in ok (sd); cmmi8.300 cmti8.300 invoke the op er ations, etc. cmmi8.300 cmbx8.300if cmr8.300 (AcRelRequest (sd, CF NORMAL, NULLPEP 0, NOTOK, acr, aci) == NOTOK) error "A-RELEASE.REQUEST: cmtt8.300 %s" cmr8.300

AcErrString (aca cmsy8.300 cmmi8.300 cmr8.300 aca reason)); cmbx8.300if cmr8.300 (!acr cmsy8.300 cmmi8.300 cmr8.300 acr a�rmativ e) cmsy8.300 cmr7.300 30 cmr8.300cmbx8.300 oid cmr8.300

AcUAb ortRequest (sd, NULLPEP 0, aci); error "release cmtt8.300 rejected by peer: %d" cmr8.300 acr cmsy8.300 cmmi8.300 cmr8.300 acr reason); cmsy8.300cmr8.300CRFREE (acr); exit (0); cmsy8.300cmr12.300Figure 3.3: Initializing the generic OS initiator (con tin ued) cmbx10.746Chapter Reliable ransfer cmr12.300The cmti12.300 librtsap cmr12.300 (3n) library implemen ts the reliable transfer service (R TS). The abstraction pro vided to applications is that of an cmti12.300 asso ciation cmr12.300 for reliably transfering data. Most applications use the remote op erations facilities, de- scrib ed in the previous hapter, and do not directly use the reliable transfer service. cmr8.300cmr12.300Ho ev er, for those applications whic do not base themselv es in remote op erations, the reliable transfer in terface is used. As with most mo dels of OSI services, the underlying assumption is one of symmetric, async hronous en vironmen t. That is, although eers exist at giv en la er, one do es not necessary view eer as either clien or serv er. urther, the service pro vider ma generate ev en ts for the service user without the latter en tit triggering the actions whic led to the ev en t. or example, in sync hronous en vironmen t, an indication that data has arriv ed usually ccurs only when the service user asks the service pro vider to read data; in an async hronous en vironmen t, the service pro vider ma in terrupt the service user at an time to announce the arriv al of data. The cmtt12.300 rtsap cmr12.300 mo dule in this release initially uses clien t/serv er paradigm to start comm unications. Once the connection is established, symmetric view is tak en. In addition, initially the in terface is sync hronous; ho ev er once the connection is established, an async hronous in terface ma selected. All of the routines in the cmti12.300 librtsap cmr12.300 (3n) library are in teger-v alued. They cmr7.300cmr10.300Actually applications suc as message-handling systems explicitly use the reliable transfer service to erform asso ciation managemen t, and then optionally utilize the remote op erations service for actual comm unication (otherwise they use reliable transfer directly). Both usages are ermitted and encouraged in this implemen tation. cmr12.30086 cmsl12.3004.1. ASSOCIA TIONS cmr12.300 87 return the manifest constan cmtt12.300 OK cmr12.300 on success, or cmtt12.300 NOTOK cmr12.300 otherwise. cmbx10.5184.1 Asso ciations cmr12.300As brie y men tioned earlier, an asso ciation is the binding et een appli- cations. An asso ciation is formed when one application, termed the cmti12.300 initiator cmr12.300 sp eci�es the address of cmti12.300 esp onder cmr12.300 and asks the reliable transfer service to establish connection. There are three asp ects of asso ciation managemen t: cmti12.300 asso ciation estab- lishment cmr12.300 cmti12.300 asso ciation ele ase cmr12.300 and, cmti12.300 asso ciation ab ort cmr12.300

Eac of these are no describ ed in turn. All of these facilities rely on the mec hanisms describ ed in Section 2.2 on page 17. cmbx10.4324.1.1 Asso ciation Establishmen cmr12.300The cmti12.300 librtsap cmr12.300 (3n) library distinguishes et een the user whic started an as- so coation, the cmti12.300 initiator cmr12.300 and the user whic as subsequen tly ound to the asso ciation, the cmti12.300 esp onder cmr12.300 sometimes term these en tities the cmti12.300 client cmr12.300and the cmti12.300 server cmr12.300 resp ectiv ely cmbx12.300Addresses cmr12.300Addresses for the reliable transfer service en tit consist of parts: pre- sen tation address (as discussed in Section 2.2 on page 16 of cmti12.300 olume Two ), cmr12.300and application-en tit information (as discussed in Section 2.2.1 on page 17). In Figure 2.1 on page 21, an example of ho these comp onen ts are deter- mined is giv en. cmbx12.300Serv er Initialization cmr12.300The cmti12.300 tsap cmr12.300 (8c) daemon, up on accepting connection from an initiating host, consults the ISO services database to determine whic program on the lo cal system implemen ts the desired application con text. Once the program has een ascertained, the daemon runs the program with an argumen listed in the database. In addition, it app ends some cmti12.300 magic ar guments cmr12.300 to the argumen ector. Hence, the ery �rst action erformed the resp onder is to re- cap cture the TSE state con tained in the magic argumen ts. This is done cmr12.30088 cmsl12.300 CHAPTER 4. RELIABLE TRANSFER cmr12.300calling the routine cmtt12.300 RtInit cmr12.300 whic on successful return, is equiv alen to cmss12.300RT-OPEN.INDICA TION cmr12.300 from the reliable transfer service pro vider. cmtt10.329int RtInit (vecp, vec, rts, rti) int vecp; char **vec; struct RtSAPstart *rts; struct RtSAPindication *rti; cmr12.300The parameters to this pro cedure are: cmtt12.300vecp cmbx12.300 cmr12.300 the length of the argumen ector; cmtt12.300vec cmbx12.300 cmr12.300 the argumen ector; cmtt12.300rts cmbx12.300 cmr12.300 oin ter to cmtt12.300 RtSAPstart cmr12.300 structure, whic is up dated only if the call succeeds; and, cmtt12.300rti cmbx12.300 cmr12.300 oin ter to cmtt12.300 RtSAPindication cmr12.300 structure, whic is up dated only if the call fails. If cmtt12.300 RtInit cmr12.300 is successful, it returns information in the cmtt12.300 rts cmr12.300 parameter, whic is oin ter to cmtt12.300 RtSAPstart cmr12.300 structure. cmtt10.329struct RtSAPstart int rts_sd; int rts_mode; #define RTS_MONOLOGUE #define RTS_TWA int rts_turn; #define RTS_INITIATOR #define RTS_RESPONDER PE rts_data; struct AcSAPstart rts_start; }; cmr12.300The elemen ts of this structure are: