cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 59 cmtt10.329int rop_cc; char rop_data[ROP_SIZE]; }; cmr12.300The elemen ts of cmtt12.300 RoSAPpreject cmr12.300 structure are: cmtt12.300rop reason cmbx12.300cmr12.300 the reason for the pro vider-initiated reject (co des are listed in able 3.1), cmtt12.300rop id cmbx12.300rop cmtt12.300 apdu cmbx12.300cmr12.300 if an APDU could not transferred rop_reason cmr12.300is cmtt12.300 ROS_APDU ), cmr12.300 then cmtt12.300 this is the in cation ID of the APDU and (p ossibly) the APDU itself, resp ectiv ely; and, cmtt12.300rop data cmbx12.300rop cmtt12.300 cc cmbx12.300 cmr12.300 diagnostic string from the pro vider. Note that the cmtt12.300 rop_apdu cmr12.300 elemen is allo cated via cmti12.300 mal lo cmr12.300 (3) and should released using the cmtt12.300 ROPFREE cmr12.300 macro when no longer referenced. The cmtt12.300 ROPFREE cmr12.300macro eha es as if it as de�ned as: cmtt10.329void ROPFREE (rop) struct RoSAPpreject *rop; cmr12.300The macro frees only the data allo cated in the cmtt12.300 RoSAPpreject cmr12.300 structure and not the structure itself. On failure return, if the cmtt12.300 rop_reason cmr12.300 elemen of the cmtt12.300 RoSAPpreject cmr12.300structure is asso ciated with fatal error, the the asso ciation is released. The cmtt12.300ROS_FATAL cmr12.300 macro can used to determine this. cmtt10.329int ROS_FATAL (r) int r; cmr12.300or proto col purists, the cmtt12.300 ROS_OFFICIAL cmr12.300 macro can used to determine if the error is an \o�cial" error as de�ned the sp eci�cation, or an \uno�cial" error used the implemen tation. cmtt10.329int ROS_OFFICIAL (r) int r; cmr12.300Finally some of these routines also tak cmtt12.300 priority cmr12.300 parameter indicating the relativ imp ortance of the remote op eration. Under the basic service discipline, this parameter is ignored. Under the adv anced or complete service discipline, eac application decides on its wn in teger-v alued de�nitions. The manifest constan cmtt12.300 ROS_NOPRIO cmr12.300 can used if the application is unconcerned with the priorit cmr12.30060 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmbx12.300Pro vider-Initiated Ab orts (fatal) cmtt12.300ROS ADDRESS cmr12.300 Address unkno wn cmtt12.300ROS REFUSED cmr12.300 Connect request refused on this net ork connection cmtt12.300ROS SESSION cmr12.300 Session disconnect cmtt12.300ROS PROTOCOL cmr12.300 Proto col error cmtt12.300ROS CONGEST cmr12.300 Congestion at RoSAP cmtt12.300ROS REMOTE cmr12.300 Remote system problem cmtt12.300ROS DONE cmr12.300 Asso cation done via async handler cmtt12.300ROS ABORTED cmr12.300 eer ab orted asso ciation cmtt12.300ROS RTS cmr12.300 TS disconnect cmtt12.300ROS PRESENTATION cmr12.300 Presen tation disconnect cmtt12.300ROS ACS cmr12.300 CS disconnect cmbx12.300Pro vider-Initiated Rejects (non-fatal) cmtt12.300ROS GP UNRECOG cmr12.300 Unrecognized APDU cmtt12.300ROS GP MISTYPED cmr12.300 Mist yp ed APDU cmtt12.300ROS GP STRUCT cmr12.300 Badly structured APDU cmbx12.300User-Initiated Rejects (fatal) cmtt12.300ROS VALIDATE cmr12.300 Authen tication failure cmtt12.300ROS BUSY cmr12.300 Busy able 3.1: RoSAP ailure Co des cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 61 cmbx12.300User-Initiated Rejects (non-fatal) cmtt12.300ROS IP DUP cmr12.300 Duplicate in cation cmtt12.300ROS IP UNRECOG cmr12.300 Unrecognized op eration cmtt12.300ROS IP MISTYPED cmr12.300 Mist yp ed argumen cmtt12.300ROS IP LIMIT cmr12.300 Resource limitation cmtt12.300ROS IP RELEASE cmr12.300 Initiator releasing cmtt12.300ROS IP UNLINKED cmr12.300 Unrecognized link ed ID cmtt12.300ROS IP LINKED cmr12.300 Link ed resp onse unexp ected cmtt12.300ROS IP CHILD cmr12.300 Unexp ected hild op eration cmtt12.300ROS RRP UNRECOG cmr12.300 Unrecognized in cation cmtt12.300ROS RRP UNEXP cmr12.300 Result resp onse unexp ected cmtt12.300ROS RRP MISTYPED cmr12.300 Mist yp ed result cmtt12.300ROS REP UNRECOG cmr12.300 Unrecognized in cation cmtt12.300ROS REP UNEXP cmr12.300 Error resp onse unexp ected cmtt12.300ROS REP RECERR cmr12.300 Unrecognized error cmtt12.300ROS REP UNEXPERR cmr12.300 Unexp ected error cmtt12.300ROS REP MISTYPED cmr12.300 Mist yp ed parameter cmbx12.300In terface Errors (non-fatal) cmtt12.300ROS PARAMETER cmr12.300 In alid parameter cmtt12.300ROS OPERATION cmr12.300 In alid op eration cmtt12.300ROS TIMER cmr12.300 Timer expired cmtt12.300ROS WAITING cmr12.300 Indications aiting cmtt12.300ROS APDU cmr12.300 APDU not transferred cmtt12.300ROS INTERRUPTED cmr12.300 Stub in terrupted able 3.1: RoSAP ailure Co des (con tin ued) cmr12.30062 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmbx10.4323.3.1 Selecting an Underlying Service cmr12.300As should ob vious from Section 3.2, the cmti12.300 libr osap cmr12.300 (3n) library supp orts the use of three di�eren underlying services, dep ending on the metho used to establish the asso ciation. The cmti12.300 libr osap cmr12.300 (3n) library is constructed in suc as to oid loading the ob ject co de for all three underlying services when only one is desired. In order to e�ect this, it is necessary to giv the loader small hin t. Once an asso ciation has een established, the cmtt12.300 RoSetService cmr12.300 routine should called. cmtt10.329int RoSetService (sd, bfunc, roi) int sd; IFP bfunc; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300bfunc cmbx12.300 cmr12.300 cmti12.300 magic cmr12.300 argumen t, use: cmbx12.300alue Underlying Service Routine cmtt12.300RoRtService cmr12.300Reliable ransfer cmtt12.300RtOpenResponse RtOpenRequest RtBeginResponse RtBeginRequest RoPService cmr12.300Presen tation cmtt12.300AcAssocResponse AcAssocRequest RoSService cmr12.300Session cmtt12.300RoBeginResponse RoBeginRequest roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is up dated only if the call fails. The call to cmtt12.300 RoSetService cmr12.300 should made after successful return from an of the routines listed ab e. cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 63 cmbx10.4323.3.2 In oking Op erations cmr12.300The cmtt12.300 RoInvokeRequest cmr12.300 routine is used to request an op eration to er- formed remotely and corresp onds to cmss12.300 RO-INV OKE.REQUEST cmr12.300 action. Under the basic service discipline, this action ma tak en only the initiator of an asso ciation; under the adv anced or complete service discipline, no suc restriction is made. cmtt10.329int RoInvokeRequest (sd, op, class, args, invoke, linked, priority, roi) int sd; int op, class, invoke, *linked, priority; PE args; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300op cmbx12.300 cmr12.300 the op eration co de; cmtt12.300class cmbx12.300 cmr12.300 the op eration class (either cmtt12.300 ROS_SYNC cmr12.300 for sync hronous op era- tion, or cmtt12.300 ROS_ASYNC cmr12.300 for an async hronous one); cmtt12.300args cmbx12.300 cmr12.300 the argumen ts for the op eration; cmtt12.300invoke cmbx12.300 cmr12.300 the in cation ID of this request; cmtt12.300linked cmbx12.300 cmr12.300 the link ed ID of this request (only presen if the complete ser- vice discipline has een selected, use cmtt12.300 NULLIP cmr12.300 otherwise); cmtt12.300priority cmbx12.300 cmr12.300 the priorit of this request (use cmtt12.300 ROS_NOPRIO cmr12.300 if the priorit is undetermined); and, cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is alw ys up dated on sync hronous op erations, and only up dated if the call fails for async hronous op erations. cmr12.30064 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmr12.300If the cmtt12.300 class cmr12.300 parameter as cmtt12.300 ROS_ASYNC cmr12.300 then cmtt12.300 RoInvokeRequest cmr12.300 returns im- mediately Otherwise, after queuing the request, the cmtt12.300 RoWaitRequest cmr12.300 routine (describ ed in Section 3.3.4 on page 66) is called implicitly to return the reply of the request. Ev ery attempt will made to return the corresp onding reply to the request. Nev ertheless, it is the resp onsibilit of the user to erify the in cation ID whic is returned. The routine cmtt12.300 RoIntrRequest cmr12.300 is similar to cmtt12.300 RoInvokeRequest cmr12.300 with cmtt12.300 class cmr12.300argumen of cmtt12.300 ROS_SYNC cmr12.300 it in ok es an op eration and then aits for resp onse. Ho ev er, if the user generates an in terrupt, usually yping con trol-C (‘ ^C ’), cmr12.300 then cmtt12.300 RoIntrRequest cmr12.300 will cmtt12.300 return immediately sim ulating cmss12.300 RO- U-REJECT.INDICA TION cmr12.300 with reason cmtt12.300 ROS_INTERRPUTED cmr12.300 (see section 3.3.4 on page 70). This is useful for users of remote op erations whic supp ort an \abandon" functionalit (e.g., the OSI Directory). cmtt10.329int RoIntrRequest (sd, op, args, invoke, linked, priority, roi) int sd; int op, invoke, *linked, priority; PE args; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300op cmbx12.300 cmr12.300 the op eration co de; cmtt12.300args cmbx12.300 cmr12.300 the argumen ts for the op eration; cmtt12.300invoke cmbx12.300 cmr12.300 the in cation ID of this request; cmtt12.300linked cmbx12.300 cmr12.300 the link ed ID of this request (only presen if the complete ser- vice discipline has een selected, use cmtt12.300 NULLIP cmr12.300 otherwise); cmtt12.300priority cmbx12.300 cmr12.300 the priorit of this request (use cmtt12.300 ROS_NOPRIO cmr12.300 if the priorit is undetermined); and, cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 65 cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is alw ys up dated on sync hronous op erations, and only up dated if the call fails for async hronous op erations. cmbx10.4323.3.3 Replying to Requests cmr12.300When request to erform remote op eration has een receiv ed the resp onder to an asso ciation, the resp onder either returns result or an error (or in some cases, returns nothing at all). The cmtt12.300 RoResultRequest cmr12.300 routine is used to return result, and corresp onds to the cmss12.300 RO-RESUL T.REQUEST cmr12.300 action. Under the basic service discipline, this action ma only tak en the resp onder to an asso ciation; under the adv anced or complete service discipline, no suc restriction is made. cmtt10.329int RoResultRequest (sd, invoke, op, result, priority, roi) int sd; int invoke, op, priority; PE result; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300invoke cmbx12.300 cmr12.300 the in cation ID of the request corresp onding to this reply; cmtt12.300op cmbx12.300 cmr12.300 the op eration co de of the op eration erformed (meaningful only in the complete service discipline); cmtt12.300result cmbx12.300 cmr12.300 the results of the op eration; cmtt12.300priority cmbx12.300 cmr12.300 the priorit of this reply; and, cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is up dated only if the call fails. The cmtt12.300 RoErrorRequest cmr12.300 routine is used to return an error, and corresp onds to the cmss12.300 RO-ERROR.REQUEST cmr12.300 action. Under the basic service discipline, this action ma only tak en the resp onder to an asso ciation; under the adv anced or complete service discipline, no suc restriction is made. cmr12.30066 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmtt10.329int RoErrorRequest (sd, invoke, error, params, priority, roi) int sd; int invoke, error, priority; PE params; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300invoke cmbx12.300 cmr12.300 the in cation ID of the request corresp onding to this reply; cmtt12.300op cmbx12.300 cmr12.300 the error co de; cmtt12.300params cmbx12.300 cmr12.300 the parameters for the error; cmtt12.300priority cmbx12.300 cmr12.300 the priorit of this request; and, cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is up dated only if the call fails. cmbx10.4323.3.4 Reading Replies cmr12.300The cmtt12.300 RoWaitRequest cmr12.300 routine is used to ait either request or reply from the other user. cmtt10.329int RoWaitRequest (sd, secs, roi) int sd; int secs; struct RoSAPindication *roi; cmr12.300The parameters to this pro cedure are: cmtt12.300sd cmbx12.300 cmr12.300 the asso ciation-descriptor; cmtt12.300secs cmbx12.300 cmr12.300 the maxim um um er of seconds to ait for the data (a alue of cmtt12.300NOTOK cmr12.300 indicates that the call should blo inde�nitely whereas alue of cmtt12.300 OK cmr12.300 indicates that the call should not blo at all, e.g., olling action); and, cmsl12.3003.3. REMOTE OPERA TIONS cmr12.300 67 cmtt12.300roi cmbx12.300 cmr12.300 oin ter to cmtt12.300 RoSAPindication cmr12.300 structure, whic is alw ys up- dated. Unlik the other routines in the cmti12.300 libr osap cmr12.300 (3n) library the cmtt12.300 RoWaitRequest cmr12.300routine returns one of three alues: cmtt12.300 NOTOK cmr12.300 (on failure), cmtt12.300 OK cmr12.300 (on reading request or reply), or cmtt12.300 DONE cmr12.300 (when something else happ ens). If the call to cmtt12.300 RoWaitRequest cmr12.300 returns the manifest constan cmtt12.300 NOTOK cmr12.300 then the cmtt12.300 RoSAPpreject cmr12.300 structure con tained in the cmtt12.300 RoSAPindication cmr12.300 parameter cmtt12.300roi cmr12.300 con tains the reason for the failure. Otherwise if the call to cmtt12.300 RoWaitRequest cmr12.300 returns the manifest constan cmtt12.300OK cmr12.300 then request or reply has arriv ed. This ev en is enco ded in the cmtt12.300 roi cmr12.300parameter, dep ending on the alue of the cmtt12.300 roi_type cmr12.300 elemen t. Curren tly when cmtt12.300RoWaitRequest cmr12.300 returns cmtt12.300 OK cmr12.300 the cmtt12.300 roi_type cmr12.300 elemen is set to one of four alues: cmbx12.300alue Ev en cmtt12.300ROI INVOKE cmss12.300RO-INV OKE.INDICA TION cmtt12.300ROI RESULT cmss12.300RO-RESUL T.INDICA TION cmtt12.300ROI ERROR cmss12.300RO-ERROR.INDICA TION cmtt12.300ROI UREJECT cmss12.300RO-U-REJECT.INDICA TION cmr12.300Otherwise if the call to cmtt12.300 RoWaitRequest cmr12.300 returns the manifest constan cmtt12.300DONE cmr12.300 then some ev en other than request or reply arriving has ccurred. This ev en is enco ded in the cmtt12.300 roi cmr12.300 parameter, dep ending on the alue of the cmtt12.300 roi_type cmr12.300 elemen t. Curren tly when cmtt12.300 RoWaitRequest cmr12.300 returns cmtt12.300 DONE cmr12.300 the cmtt12.300roi_type cmr12.300 elemen is set to one of alues: cmbx12.300alue Ev en cmtt12.300ROI END cmss12.300RO-END.INDICA TION cmr12.300(for old-st yle asso ciations) cmtt12.300ROI FINISH cmss12.300A-RELEASE.INDICA TION cmr12.300(or cmss12.300 RT-CLOSE.INDICA TION cmr12.300 cmbx12.300In cation Indication cmr12.300When an cmss12.300 RO-INV OKE.INDICA TION cmr12.300 ev en ccurs, the cmtt12.300 roi_type cmr12.300 �eld of the cmtt12.300roi cmr12.300 parameter con tains the alue cmtt12.300 ROI_INVOKE cmr12.300 and cmtt12.300 RoSAPinvoke cmr12.300 structure is con tained inside the cmtt12.300 roi cmr12.300 parameter. cmr12.30068 cmsl12.300 CHAPTER 3. REMOTE OPERA TIONS cmtt10.329struct RoSAPinvoke int rox_id; int rox_linkid; int rox_nolinked; int rox_op; PE rox_args; }; cmr12.300The elemen ts of this structure are: cmtt12.300rox id cmbx12.300 cmr12.300 the in cation ID of this request; cmtt12.300rox linkid cmbx12.300 cmr12.300 if cmtt12.300 rox_nolinked cmr12.300 is not set, then this con tains the in ca- tion ID of the link ed request; cmtt12.300rox nolinked cmbx12.300 cmr12.300 the link ed ID indicator (if set, then this in cation is not link ed to another op eration); cmtt12.300rox op cmbx12.300 cmr12.300 the op eration co de; and, cmtt12.300rox args cmbx12.300 cmr12.300 the argumen ts for the op eration. Note that the cmtt12.300 rox_data cmr12.300 elemen is allo cated via cmti12.300 mal lo cmr12.300 (3) and should released using the cmtt12.300 ROXFREE cmr12.300 macro when no longer referenced. The cmtt12.300 ROXFREE cmr12.300macro eha es as if it as de�ned as: cmtt10.329void ROXFREE (rox) struct RoSAPinvoke *rox; cmr12.300The macro frees only the data allo cated in the cmtt12.300 RoSAPinvoke cmr12.300 structure and not the structure itself. Under the basic service discipline, only the resp onder to an asso ciation will receiv this ev en t; it is exp ected that the user will (ev en tually) call either the cmtt12.300 RoResultRequest cmr12.300 the cmtt12.300 RoErrorRequest cmr12.300 or erhaps the cmtt12.300 RoURejectRequest cmr12.300routine in resp onse.